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Abstract. In today’s practice, we see readily precomposed commercial
service bundles, such as a spam-free email box, consisting of more el-
ementary services like mail storage and a spam-filter. However, these
bundles may be suboptimal from the customer’s perspective in terms of
price and/or the elementary services that constitute the bundle. It would
be advantageous to the customer if a service bundle more closely fulfilled
the customer’s individual requirements, by selecting the most appropri-
ate elementary services included in the bundle. Also, by obtaining the
bundle from a consortium of suppliers, rather than just one single sup-
plier, the elementary services of each supplier with the best cost/benefit
ratio can be selected. To put this vision into reality, we need middleware
facilitating the automated composition of multi-supplier bundles out of
basic commercial services available online.
We take the stand that the business nature of commercial services im-
poses leading requirements on the technical design of the middleware.
Most importantly, the middleware should be fair in the sense that no
single supplier obtains a preferred position in terms of service selection
to satisfy a specific customer need. Also, the middleware should be able
to deal with alternative services as offered by many competing suppliers,
not to speak about the combinatoric explosion, resulting from combining
the available services into candidate services bundles. We present a list
of problems to be solved to arrive at middleware for multi-supplier ser-
vice selection, bundling and provisioning. Also, we review existing work,
usable to build a fair and efficient middleware solution for commercial
service provisioning.
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1 Introduction

The ubiquity of the Web continues to grow, exemplified by its use as a chan-
nel for an increasing number of commercial services. We have now reached a
point where new services can be relatively easily facilitated by composition and
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bundling of basic services into more complex ones. In fact, the coinage of the
term Web 2.0 brings to the limelight the idea of users actively contributing to the
content of the Web. Users are encouraged to add and modify the information,
associate metadata to the content and change the way content is displayed. As
a consequence, users have an impact on the shape of the Internet and they can
adjust it to their own expectations.

Illustrative in this context are mashups. The term mashup refers to a web
application that uses data retrieved from other parties (for example, through
the respective web service APIs) to produce a new service. An example of this
mashup technology is the combination of cartographic data from Google Maps
and real-estate rental/purchase information into a location-based search tool [1].

However, service composition and bundling is still in hands of (commercial)
service providers, mainly because the available techniques are simply too complex
to be used by end users. For example, creating mashups is not trivial and requires
at least basic web programming experience. Moreover, if there is a need to change
the source of the data used in the mashup, the modifications caused by the new
way of data retrieval (i.e. different API) have to be done by hand.

In today’s practice, we therefore see readily precomposed service bundles,
which are offered by a single, commercial, service provider. This ‘single service
provider’ approach is however not in line with placing the Web in the hands of
end users, and moreover, may not be in their interest. For instance, web host-
ing services are often sold in combination with e-mail and database services.
Although a user is saved the burden of configuration and interoperability man-
agement between these services, he is stuck with what is being offered, which
may not be the combination of basic services that was actually needed nor at
an optimal price.

A contribution of this paper is that we treat commercial services and web

services as different citizens. We understand commercial services as economic

activities of mostly intangible nature [2] and in our research we restrain ourselves
to the commercial services that can be provisioned (almost) entirely online. In
contrast, web services are technical software components that can be invoked
over the Internet. Obviously, commercial services can be implemented by means
of web services, but they are not the same.

In our research, we are seeking a solution to facilitate automated composition
of bundles out of commercial basic services provided by various parties. The main
requirement is that composition should optimize the cost/quality ratio for an
end user. We take the stand that much of the technology needed for automated
composition is readily available, yet that a market-driven approach will put a
specific demand on the technical design and implementation of the middleware
that is needed as the “glue” between customers and service providers. As such,
middleware designers for Web-based service provisioning may be confronted with
hard technical challenges that need to be resolved in order for a next-generation
Web to succeed. Our main contribution in this paper is identifying and presenting
these challenges, and in doing so, illustrate the impact that a market-driven
approach can have on the design of middleware for service provisioning.
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2 The Virtual ISP scenario

To illustrate the problem of compositing commercial service bundles, consider the
following scenario. Suppose a customer wants to buy and use an e-mail service.
The obvious solution is to obtain the service from a single Internet Service
Provider (ISP). However, this may have several drawbacks for the customer.
Usually, from a commercial perspective, a provider bundles a service with other
services. Bundling means that services can not be obtained in their own right,
but can only be bought in combination with other services. For instance, an e-
mail service may be bundled with Internet access. Suppliers do so, because they
can generate more profit; they believe that they can sell more service units as
bundles, than as separate units [3].

However, if the customer already has Internet access, the provided bundle
{e-mail, access} is unnecessary broad for the customer, resulting in paying for
an undesired service (here: access). Even in the case when providers offer an
e-mail service separately, the customer may obtain a sub-optimal service. There
are a few reasons for this. First, an e-mail service can still be decomposed into
smaller, elementary services. For instance, an e-mail service of a specific provider
may consist of the following sub services: { ingoing SMTP mail, outgoing SMTP
e-mail, POP/IMAP mailbox, spam filter, domain name hosting }. Again, the
bundle may be too broad, as the customer may prefer not to have a spam filter.
Apparently, services can be more complex than they are at first sight. On the
other hand, the offered service may be too narrow, as the customer may want
to have mailing lists too. Services are also sub-optimal, if some of the under-
lying elementary services in the bundle produce, as perceived by the customer,
insufficient quality. For instance, the customer may be satisfied with the real-
ized quality of service for the ingoing and outgoing e-mail services, but may be
dissatisfied with the quality of the offered mailbox (e.g. only a size of 20 MB
offered, rather than a desired 10 GB).

What a customer actually would like to do, is to build his own, dedicated ser-
vice provider for e-mail, such that this virtual provider satisfies the customer’s
requirements as close as possible. Indeed, some customers are doing so; they
manually select an ingoing and outgoing mail provider, mailbox provider, and
so on. This, however, requires a lot of work, such as searching for providers, com-
paring prices, and placing the orders. It requires also specific knowledge, since
the customer must be able to judge whether the selected services work together
seamlessly, and configure the services such that they interoperate. Finally, in
case there is a service disruption, the customer himself must trace down the
failing elementary service, and solve the problem. All these tasks are not feasible
for the average Internet user of today, and most likely also not of the future.

We envision a future scenario, in which a customer can state his requirements
for a particular service bundle in a computer-processable way. The customer
is then presented a list of alternative service bundles, including the belonging
sacrifices (usually money). Then, the customer selects a service bundle, which is
provisioned by the supplier(s) offering the bundle. Once provisioned, the service
bundle is continuously monitored, to assess whether the requirements of the
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customer are indeed satisfied all the time. In case the requirements are not
satisfied, the service bundle is re-provisioned, e.g. by replacing a supplier. In case
such changes require a higher sacrifice (price) from the customer, the customer
is contacted. Then the customer is given the opportunity to re-select the service
bundle.

From a business perspective, we distinguish two scenario types to accom-
plish custom-made service bundles, (1) the supplier-hierarchy scenario and the
(2) supplier-market scenario. These scenarios stem from the notion that constel-
lations of enterprises can be organized as hierarchies or as markets with respect
to decision making [4].

The supplier-hierarchy scenario supposes that all suppliers are organized in
hierarchies. A supplier A that is hierarchically higher placed than a supplier B,
C, D, . . . , is responsible for selecting services of these lower placed actors, and is
composing a service bundle. Suppliers that are at the root of a hierarchy obtain
the requirements from the customer, and search for relevant available services
that can be provided by themselves, or by suppliers lower in the hierarchy. The
hierarchy also states monitoring responsibilities; hierarchically higher placed ac-
tors monitor service provisioning of the lower placed actors in the hierarchy. The
need for this hierarchical service organization can be observed already in prac-
tice, for instance in [5], a large telecommunication operator explains that this
mechanism is their future service offering scenario.

In a hierarchical service provisioning model, one supplier has strict control
over the hierarchically lower placed actors in terms of service selection, provi-
sioning, and monitoring. The advantage is that the top-level supplier can ensure
well-integrated service bundles. The drawback for the customer is, however, that
the customer is not free to select the elementary services in the bundle. At best,
the customer can select the elementary services that are in the hierarchy of a
considered top-level supplier, but usually the top-level supplier selects a service
bundle himself.

Therefore, we distinguish a second scenario, the supplier-market scenario,
which is also the focus of this paper. Suppliers are now organized in a market,
rather than in a hierarchy, and are considered as equal when it comes to service
selection, provisioning, and monitoring. A customer provides his service require-
ments to the supplier-web, so not to an individual supplier anymore. The market
proposes alternative service bundles, including the required customer sacrifices,
the market provisions the service bundle, and the market monitors the provi-
sioned bundle for requirements satisfaction. For the customer, the advantage of
this scenario is that no single supplier determines the service bundle composition
anymore, which results in better optimized (in terms of requirement satisfaction)
bundles for the customer. However, the scenario obviously requires more capabil-
ities of the network (in terms of service selection, provisioning, and monitoring),
whereas the hierarchical scenario supposes these capabilities only at the level of
the single supplier.
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In the following text, we explore the research problems that occur, if we have
to select, provision, and monitor the requested multi-supplier service bundle, in
case of the supplier-market scenario.

3 Research Problems

3.1 Assumptions

Customer’s request. We assume that the customer needs are stated in machine-
understandable way. For example, the request is an XML file and contains the list
of elementary services and their required properties. How to state the customer
need, we have studied in [6], and how to represent the satisfying service bundle,
we have explained in [7].

Service catalogs at suppliers. Moreover each supplier in the system we propose
has a catalog of the elementary services it offers and determines whether any of
the requested services fits the description of some elementary service from that
catalog (see also [7]).

Communication among suppliers. We assume that all suppliers in our network
use the same protocol for the communication and they understand the semantics
of the messages being sent. Moreover, we assume at this point that all nodes
(suppliers) adhere to the rules.

3.2 Composite service life-cycle

The focus in this paper is on the market-driven scenario, as outlined in section 2.
Choosing the appropriate architecture for the market-driven automated service
provisioning system cannot be based only on solving purely technical problems,
as the system should also fulfill the requirements imposed by its business nature.

To identify business requirements, we distinguish four main phases of the
composite service life-cycle: discovery, negotiation, provisioning, monitoring.

– Discovery takes place right after the customer issues a query for a composite
service to the network. In this phase, the suppliers of basic services are found
and the providers of different service types are grouped into the sets, each
of which can potentially provide the composite service requested by the
customer.

– In the negotiation phase, suppliers inside each of the sets try to come to an
agreement upon the price and terms of the offer. If they reach a consensus
they send the offer to the customer.

– When customer selects one of the offers returned by the suppliers web, the
instance of the composite service from that offer needs to be created. This
happens in the provisioning phase.

– Once a composite service is provisioned, it is continuously monitored to
control that customer’s requirements are indeed satisfied. In case these re-
quirements are not fulfilled, the service bundle is modified, for example by
exchanging a supplier of one of the elementary services. In effect, the service
is re-provisioned.
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3.3 Discovery

Fair discovery. An important requirement concerns the fairness of the system.
None of the providers should be privileged due to the way the system is im-
plemented. In particular, all suppliers should have equal chances to find the
customer’s request and to take part in creating the composite service proposal.
This entails that the fairness of the system should be ensured from the earliest
steps of service provisioning life-cycle and be guaranteed already in the request
dissemination and service discovery phase. For instance, if a POP mailbox is
required by the customer, possible service providers offering the mailbox as a
service should be discovered. The system should guarantee that each supplier
offering a POP mailbox has an equal chance to be discovered, and that no bias
is given to a specific supplier (as would be possible in case of a hierarchical
discovery scenario).

But ensuring fairness of the system is a challenging task. We can observe in
the example of ICANN how easily the trust in the fairness can be put in jeopardy
when an external party is involved in the control of the system. One of the
responsibilities of the Internet Corporation for Assigned Names and Numbers
is the management of the generic and country code Top-Level Domain name
system. Recently, there have been concerns raised whether ICANN is abusing
its dominant (monopolistic) position with regard to domain-name registrations.
For example, it came into question [8] if due to the fact that ICANN has granted
the exclusive right to the .com and .net name registries to the largest domain
name registry company (VeriSign), the corporation has engaged in infringement
of European free trade laws.

Thus, the architecture facilitating request distribution and service discovery
has to be carefully chosen. If we decided to use for instance a publish/subscribe
system, we would make sure that its technical middleware design meets fairness
requirements. For example, if we consider publish/subscribe systems like Siena
[9], which use a network of servers to distribute messages, we would immediately
face the problems similar to the ones of ICANN. If the infrastructure of such a
publish/subscribe system is owned by some third party it instantly becomes a
weak point in ensuring the fairness of service discovery. Therefore, some means
would be needed to decentralize the ownership of the middleware.

Efficient discovery. When the supplier can provide a requested elementary
service, the next step is to find the remaining elementary service providers,
to jointly create an offer. If the publish/subscribe system is used for customer
requests distribution, its infrastructure can be used as well for this task in a way
seamless to the customer.

Yet, in the system where thousands of suppliers exist that provide the same
type of the elementary service, allowing every A-service supplier to create an of-
fer with every B-service supplier when composite service A-B is requested, would
result in a state space explosion of all possible combinations of elementary ser-
vices A and B. Allowing all the possible bundles to be offered to the customer
is neither rational in terms of workload imposed on the network nor indiffer-
ent with regard to supplier’s resources. But what is more important, it is not
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advantageous for both suppliers and customers from the business perspective.
Service providers have no incentive to create all possible bundle offers. Instead
they would prefer to create only the ones that have the highest chances to be
chosen by the customer. Likewise, customers are not willing to look through all
the possible offers but they would prefer to get only offers that would best fit
their needs (just as it happens with our expectations toward search engines).

Thus, there is a need for the elementary service suppliers to narrow the num-
ber of the providers they are willing to cooperate with in creation of offers. One
of possible solutions is to use heuristics based on (1) history of previous choices,
(2) reputation of the suppliers, and (3) technical and business constraints.

The real technical issue is that we need to ensure that local rules as set out
by suppliers for selecting other suppliers will assure that (1) enough proposi-
tions are formed for the customer to choose from, and (2) the total number of
potential propositions is sufficiently limited to warrant acceptable performance.
In other words, the choice of local rules should lead to enough, yet not too many
propositions.

3.4 Negotiation

After the suppliers have made the preliminary choice for their partners, these
potential suppliers negotiate to create a bundled offer. As the discovery step
already has reduced the number of relevant bundles, we do not consider the
number of concurrent negotiations as a significant problem.

Multi-issue negotiation. However, each bundle may require a number of sup-
pliers. These suppliers have to agree on (1) the price of the entire bundle as
well as on (2) the distribution of the profits among themselves. This requires
multi-party multi-issue negotiation protocols. Moreover, the negotiating suppli-
ers have to be aware that although they want to maximize their profits they
cannot charge the customer too much because he will simply choose a cheaper
offer placed by the competition. This gives the suppliers an incentive to offer to
the customer a composite service whose quality/cost ratio would be satisfactory.
Also, the suppliers have to take into account that many other suppliers are also
trying to come with a competitive offering to the customers, as the system is a
market, and not a hierarchy of suppliers.

Non-disclosure of business models. While negotiating, none of the suppliers
would be happy to reveal their pricing (utility) functions because that would
mean disclosing their business models. Therefore, an intermediary party is not
an option. Designing this kind of negotiations is technically demanding as they
are orders of magnitude more complex than ordinary bilateral single-issue nego-
tiations. Yet multi-party multi-issue negotiations have recently gained attention
in the research community, (see, e.g., [10]).

Apart from choosing a negotiation framework we have to make other decisions
such as whether a service supplier should be able to take part in more than one
negotiation for the same customer need, and how to prevent the customers (and
suppliers as well) from collusions, to guarantee a fair process. These are again
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requirements that come directly from the business environment and that are
going to impose challenges on the technical design.

Decision taking. When the suppliers reach a consensus, they create an offer
that is sent to the customer. It is not important who sends the offer, each supplier
participating in a bundle can do so, as long as the offering is sent to the customer.
The detailed specification of the composite service along with the price and
other contract details (e.g. lock-in time) is digitally signed by all suppliers. The
customer selects then a specific bundle, which will be provisioned.

3.5 Provisioning

We do not foresee specific hard problems in provisioning the service bundle.
Research problems do, however, appear once a service bundle needs to be re-
provisioned (see section 3.6), e.g. in case the quality of the provisioned service
bundle is disappointing. From the business perspective provisioning of the com-
posite service seems to be the least demanding. All business decisions have been
already made, the service suppliers selected and offer agreed upon. Of course, it
does not imply by any means that it is not a technically complex task. The sys-
tem needs to assure that the customer gets his composite service delivered. The
suppliers that sent the selected offer need to properly configure their services for
that customer such that the basic services interoperate correctly. And once the
instance of the requested service is created, the customer has to be informed that
his new service is ready to use. The possible scenario that realizes this can be the
following. First, the customer sends the selected offer digitally signed by himself
to all suppliers that provide the elementary services from the offer. Then, after
the supplier receives the offer signed by the customer, it creates the instance
of the ordered elementary service. After configuration of the elementary service
the supplier sends an ’OK’ message back to the customer. When the customer
collects the ’OK’ messages from all suppliers the service is ready to be used.
In effect, provisioning can be established by means of a more-or-less standard
two-phase commit protocol.

3.6 Monitoring And Re-Provisioning

Fair monitoring. Once the selected service bundle is provisioned, the bundle
should be continuously monitored to assess that the customer’s requirements
which fulfillment the suppliers obliged to are indeed satisfied. As with service dis-
covery (section 3.3), the system should guarantee that no single supplier can bias
the monitoring and its results. The monitoring results are used to continuously
assess whether the agreed quality of service is met, and if not, a re-provisioning
(and if needed, a re-discovery and re-negotiation process) is triggered. Note that
monitoring the quality of the offered service can technically be efficiently done
by the customer. Of course, we need to ensure that (1) if the QoS drops below an
acceptable point, the customer can (possibly automatically) break the contract,
but also that (2) customers should be prevented from falsely accusing providers
of low quality. There are many potential solutions to these problems, ranging
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from adopting trusted third parties to handle accusations (as we have explored
in GDN [11]), to the more elaborate construction of incentive mechanisms orig-
inating from economic game theory (see, e.g., [12]).

Re-provisioning without service-disruption. In case one of the suppliers fails to
deliver the basic services as promised, the supplier can be replaced by a different
one that offers the same or similar basic service. Sometimes this may result
even in a need to replace all suppliers of the basic services from the bundle
for new ones. This re-provisioning must be done in a way seamless from the
point of view of the customer although the customer may need to be notified to
approve the change, especially when the price or the properties of the bundle have
altered. Suppose for instance that the customer is not satisfied with the size of its
incoming mailbox, and decides, after a re-discovery and re-negotiation process,
to switch to another mailbox provider. Also, the customer leaves the DNS service
(with the MX-record, needed to locate the mailbox) at the same provider, since
the customer is satisfied with that service. Then, at least for a while, the old
mailbox provider should forward received e-mails for the customer to the new
mailbox provider, since the DNS-MX record is cached in local DNS servers, and
therefore e-mail can still arrive at the old mailbox provider. Such additional
(temporary and payed) forward services are needed to ensure continuous service
provisioning, and should be part of the re-provisioning process.

Continuous re-provisioning. As we want to provide automated support for
service discovery, negotiation, provisioning, monitoring, and re-provisioning, a
logical step of the customer would be to continuously search for better service
bundles (e.g. a cheaper price, or a better quality of service). If all customers are
doing so, a substantial amount of service discovery, negotiation, and provisioning
processes will always be running. A problem is how to prevent such behavior.
To do so, we rely on a business-oriented solution, namely to put a price on
service re-discovery and re-negotiation, or to include the right to re-discover and
re-negotiate as a valuable feature of the service bundle.

4 Related Work

In our work, we focus on market-driven mechanisms to (re)configure multi-
supplier commercial bundles, which can be provisioned online. Therefore, we
consider computer science oriented research on semantic web & IT services rel-
evant to us, but also business oriented research on commercial services (e.g.
service marketing, pricing and bundling).

In business oriented research, services are considered as a kind of products,
economic activities that often produce intangible outcomes and that are offered
to customers by service providers. Bundling of the services, understood in this
way, can come, according to [3], in two different flavors: as a product bundling
or as a price bundling. Product bundling stands for ”the integration and sale
of two or more separate products at any price”. We have already discussed
computational tool support for this in [7]. Price bundling is used to describe
”the sale of two or more separate products as a package at a discount, without
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any integration of the products”. In [13] a formal approach is presented for
solving the problem of maximization of the buyer’s overall satisfaction in on-line
bundle purchasing. To solve this problem, a manifold of satisfactory services
combinations needs to be evaluated and a decision has to be taken which bundle
should be purchased in order to maximize the utility. However, the work assumes
that the alternative bundles have been already composed and the only thing
needed is selecting best of them based on price. This leaves us with an open field
for designing a middleware that would facilitate automated creation of these
bundles.

Yet despite the fact that customized service bundling have been already
studied in business literature (see, e.g., [14], [15], [2]), this research is described
to high extent in natural language and lacks conceptualization and formalization,
while our aim is to create a technical infrastructure that would computationally
support automated service bundling and on-line provisioning of these bundles.
This kind of infrastructure should enable service suppliers to offer their services,
and customers should be able to use this infrastructure to find service bundles
that they need. And apart from the facilitation of these functionalities such
an infrastructure should above all be able to give its users (both suppliers and
customers) guarantees of the compliance to fair-trade rules.

To develop market-driven (re)configuration mechanisms for multi-supplier,
commercial, and online service bundles, the web service community is impor-
tant, although we should be cautious given the different flavor of technical and
commercial services. For example, the research on infrastructure for discovery of
web services focuses mostly on solving the problem of scalability through decen-
tralization of the registries. METEOR-S [16] and PYRAMID-S [17], which are
approaches based on semantic annotations, present scalable peer-to-peer infras-
tructures for the publication and discovery of services. Each registry is associated
with a particular domain and contains descriptions of the Web services that be-
long to this domain. DIRE [18] is another example of a scalable infrastructure for
managing communication between registries but it exploits the publish/subscribe
paradigm to provide service publication and discovery. None of this solutions dis-
cusses the issue of ownership of the registries and the problem of possible bias
in the search results caused by self-interest of some registry owner.

Besides the problem of the fairness of discovery, we have also mentioned
the problem of state space explosion of possible service bundles. In [19], the re-
quested and offered services are expressed in the terms of the desired effects they
should provide and every effect (and transitively every service) may contain a
set of parameters by which it can be configured. For example, domain name reg-
istration is an effect and can be parameterized with the specific domain name.
Naturally a request for a complex service would contain multiple effects and
each of these effects may be provided by numerous offered services that can be
configured by many parameters. To limit the number of service combinations
considered to fulfill the request consisting of multiple effects, the approach of a
value propagation semantics is used. The main idea of the solution is to order
the effects and then fill the parameters according to this ordering optimizing
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the solution locally. As a result of interdependence among the requested effects,
choices for the parameters contained in the preceding effects might restrict the
possible choices for the parameters of the succeeding effects. Therefore, the so-
lution may not be globally optimal anymore. The solution proposed in [19] is
centralized and requires access to the complete knowledge about available ser-
vices and their possible configurations. Thus, the proposed algorithm may not
be suitable for the system in which suppliers may be unwilling to disclose full
information about their services and where the bundling of services occurs in a
decentralized manner as we have described it.

The Semantic Web Services field provides also research on Web services re-
composition, which we consider as services re-provisioning. For example, [18]
presents a framework that facilitates the deployment of the Web services com-
positions and allows their re-configuration at runtime. Apart form the BPEL
specification, it uses a set of rules, constraints and preferences to navigate the
dynamic selection and exchange of the services. However, this work does not
explicitly consider services as commercial entities and takes no account of more
complex market-driven bundling dependencies between the services such as the
one we presented in 3.6.

5 Conclusions

In this paper we outlined the design issues of the middleware for facilitating
automated service provisioning. Our main focus was on identification of the
technical challenges that stem from the business nature of service bundling. We
find that providing a solution for these technical problems is a necessity for the
service provisioning system to be successfully adopted by service suppliers and
service users communities.

In our future work we plan to deliver solutions to the presented technical
problems. This would enable the creation of a middleware facilitating automated
service provisioning that fulfills the market-driven requirements.
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19. Küster, U., König-Ries, B., Klein, M., Stern, M.: Diane: A matchmaking-centered
framework for automated service discovery, composition, binding, and invocation
on the web. International Journal of Electronic Commerce 12(2) (2007) 42–67


