
Inductive Reasoning for Shape Invariants

Lilia Georgieva1 and Patrick Maier2

1 School of Math. and Comp. Sciences, Heriot-Watt University, Edinburgh
http://www.macs.hw.ac.uk/~lilia/

2 LFCS, School of Informatics, University of Edinburgh
http://homepages.inf.ed.ac.uk/pmaier/

Abstract. Automatic verification of imperative programs that destructively ma-
nipulate heap data structures is challenging. In this paperwe propose an approach
for verifying that such programs do not corrupt their data structures. We specify
heap data structures such as lists, arrays of lists, and trees inductively as solu-
tions of logic programs. We use off-the-shelf first-order theorem provers to reason
about these specifications.

1 Introduction

In this paper we show how to reason effectively about pointerprograms using automatic
first-order theorem provers. Common approaches to such reasoning rely on transitive-
closure to express reachability in linked data structures.However, first-order theorem
provers cannot handle transitive closure accurately, because there is no finite first-
order axiomatisation. Instead, various approximations have been proposed for proving
(non-)reachability in linked data structures. Yet, there is no universal scheme for
approximating transitive closure — the choice of approximation depends on the data
structure and on the type of (non-)reachability problem at hand.

We propose a different approach to reasoning about pointer programs. Instead of
reasoning about reachability, we reason about theextensionof heap data structures, i. e.,
about sets of heap cells. This is sufficient to express many (non-)reachability problems,
e. g., “x is reachable from the head of the list”, or “the lists pointedto byx andy are
separate”.

We define common data structures, including acyclic lists, cyclic lists, sorted lists,
and binary trees, as logic programs. More precisely, the logic programs defineshape
types, i. e., monadic predicates capturing the extension (set of heap cells) of the given
data structure. These logic programs, if viewed as universal first-order theories, have
many models, some of which will contain junk, i. e., unreachable heap cells; see Fig 3,
showing a shape type for a singly linked list containing junk. The issue of junk models
can be avoided if we confine ourselves to least models, i. e., to inductive reasoning. We
approximate this inductive least model reasoning by first-order verification conditions.
The main contributions of this paper are the following:

– We present logic programs defining a number of common shape types (Section 2).
The programs are carefully chosen to harness the power of automatic resolution-
based theorem provers (in our case studySPASS [29]) and SMT solvers with
heuristic-driven quantifier instantiation (in our case study Yices [6]).
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– We describe a methodology to verify that pointer programs maintain shape invari-
ants (Section 3), which may express properties like “a data structure is a sorted
doubly-linked list”. The method relies on user-provided code annotations and on
verification condition generation.

2 Modelling Data Structures

2.1 Logical Heap Model

We work in the framework ofmany-sorted first-order logic with equality, assuming
familiarity with the basic syntactic and semantic concepts.

Notation. A signatureΣ declares finite sets of sortsΣS , function symbolsΣF and
relation symbolsΣR. Function symbolsf and relation symbolsR have associated
arities, usually written asR ⊆ T1 × · · · × Tm resp.f : T1 × · · · × Tn → T0 (or
f : T if f is a constant). Given signaturesΣ and∆, their unionΣ∆ is a signature. We
call ∆ anextensionof Σ if ∆ = Σ∆; we call the extensionrelational if additionally
∆S = ΣS and∆F = ΣF .

A Σ-algebraA interprets sortsT ∈ ΣS as carriersTA, function symbolsf ∈ ΣF

as functionsfA, and relation symbolsR ∈ ΣR as relationsRA. We call B a ∆-
extension(or simply extension) of A if ∆ is an extension ofΣ andB is a∆-algebra
whoseΣ-reductB|Σ is A.

First-order formulas overΣ are constructed by the usual logical connectives (in-
cluding the equality predicate=). We writeA, α |= φ to denote that formulaφ is true
in Σ-algebraA under variable assignmentα; we may dropα if φ is closed.

Logical model of program state.We consider programs in a subset of the programming
language C. With regard to the heap, these programs may allocate and free records
(structs in C terminology) on the heap, and they may dereference and update pointers
to these records. However, they may not perform address arithmetic, pointer type casts,
or use variant records (unions in C terminology). Under these restrictions, any given
program state (i. e., heap plus values of program variables)can be viewed a many-
sortedΣ-algebraA in the following way. (i) The C types are viewed as sorts. There
are two classes of sorts:valuesorts corresponding the C base types (int, float, etc.)
andpointersorts corresponding to C record types. (ii) The elements of the carrierTA

of a value sortT are the values of the C typeT. A interprets the standard functions
(like addition) and relations (like order) on value sorts asintended. (iii) The elements
of the carrierTA of a pointer sortT are the addresses of records of the C typeT in the
given heap, plus the special addressNULLT , which representsNULL pointers of typeT.
(iv) A field f of typeT’ in a record of typeT corresponds to a unary function symbol
f : T → T ′. Its interpretationfA maps addresses inTA to elements ofT ′A (i. e., to
values or addresses, depending on whetherT ′ is a value or pointer sort). (v) To capture
the values of program variables, we extend the signatureΣ with constants, one per
program variable. For example, the program variablex of typeT is represented by the
logical constantx of sortT ; the value ofx is the interpretationxA of x in A.
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typedef double D; // data values

struct L_Node { // list nodes
struct L_Node* next;

struct L_Node* prev;
D data;

};
typedef struct L_Node* L; // lists

struct T_Node { // tree nodes
struct T_Node* left;

struct T_Node* right;
struct T_Node* parent;

D val;
};
typedef struct T_Node* T; // binary trees

Value sorts: D

Pointer sorts:L, T

Constants: NULLL : L

NULLT : T

Functions: next, prev : L → L

data : L → D

left, right, parent : T → T

val : T → D

Relations: ≤ ⊆ D × D

Fig. 1.Data type declaration in C (left) and corresponding signatureΣ (right).

Figure 1 shows a sample C data type declaration and the corresponding signature
Σ. As an aside, note that the unary functions in our heap model are total, unlike models
of separation logic where the heap is represented by partialfunctions. AΣ-algebraA
may thus contain junk, i. e., unreachable cells pointing to whatever they like. This does
not matter as we will restrict our attention to the well-behaved clusters of the heap cells
that are cut out by the shape types presented in the next section, and ignore all the rest.3

2.2 Shape Types as Logic Programs

Logic programs.LetΣ and∆ be signatures such thatΣ∆ is a relational extension of
Σ. A clause (overΣ∆) is called∆-Horn (resp.definite∆-Horn) if it contains at most
one (resp. exactly one) positive∆-literal. A 〈Σ,∆〉-LP is a finite set of∆-Horn clauses
overΣ∆.

Given aΣ-algebraA, we call a(Σ∆)-extensionB of A an A-modelof P if
B |= P ; we callP A-satisfiableif it has anA-model. Note that for someA, P may
not beA-satisfiable (becauseP may contain non-definite∆-Horn clauses). However, a
standard argument (Proposition 1) shows that ifP is A-satisfiable then it has a leastA-
modelB0 (in the sense thatRB0 ⊆ RB for all R ∈ ∆R and allA-modelsB of P); we
denoteB0 by lm(P ,A). Thus,P may be viewed as a transformer taking aΣ-algebra
and computing its least(Σ∆)-extension consistent withP (if it exists).

Proposition 1. LetP be a〈Σ,∆〉-LP andA aΣ-algebra. IfP is A-satisfiable then it
has a leastA-model.

Shape types.Informally, ashape typeis a unary predicate on the heap, characterising
the collection of heap cells that form a particular data structure (e. g., a sorted list). Its
purpose is twofold: It serves to enforce integrity constraints (like sortedness) on the data
structure, and it provides a handle to specify invariants (like separation of two lists).

3 This is very much what a programmer does, who is also not concerned about the contents of
unreachable memory locations.
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In the remainder of this section, we will define a number of shape types by〈Σ,∆〉-
LPsP , whereΣ is the signature of the heap (cf. Section 2.1), whichΣ∆ extends with
a unary predicateS. Given a heapA, the least model lm(P ,A) may be viewed as
anannotated heap, tagging heap cells (as belonging to the interpretation ofS) which
form the data structure specified byP . We note that the existence of least models will
be guaranteed by Proposition 1 because the LPs will be evidently A-satisfiable in all
intended heapsA (i. e., in allA where the data structure in question is not corrupt).

Shape types of segments of linked lists.Figure 2 presents〈Σ,∆〉-LPs defining the
shape types of various list segments (singly- or doubly-linked, sorted or not). The
programs are parameterised by input and output signaturesΣ and∆ (the latter declaring
only the single symbolS).

The simplest LPPList defines the shape typeS of unsorted singly-linked list
segments. The input signature comprises the sort of list cells L, the next-pointer
function, the pointerp to the head, and the pointerq to the tail of the list beyond the
segment. The clauses express (in order of appearance) that (i) the first cell of the tail
(pointed to byq) does not belong toS, (ii) the head of the segment belongs toS unless
p points to the tail, (iii) no cell inS points to the head, (iv)S is closed under following
next-pointers up toq, and (v) each cell inS is pointed to by at most one cell inS
(i. e., no sharing inS). Figure 3 (top) shows two models ofPList. The first one is the
intended least model, where the interpretation ofS really is the set of cells forming the
list segment fromp to q, whereas in the second model the interpretation ofS contains
somejunk, i. e., cells that are unreachable from the head.

The LPPDList defines the shape typeS of doubly-linked list segments from head
cell p to last cellr (where the cells ahead ofp and behindr ares andq, respectively),
see the picture in Figure 3 (middle). The program definesS as both, anext-linked list
segment fromp to q, and aprev-linked list segment fromr to s. Moreover, it demands
thatp belongs toS iff r does, and thatp andr are the only cells inS that may point to
s andq, respectively. Finally, the last two clauses force thenext-pointers insideS to be
converses of theprev-pointers, and vice versa.

The LPPSList defines the shape typeS of sorted, singly-linked list segments. Its
parameter list extends that ofPList by the data sortD, the total ordering≤ onD, and
thedatafield. It adds one more clause toPList, for comparing the data values of adjacent
elements in the list segment.

Finally, the LPPSDList combines the LPsPDList andPSList, defining the shape type
S of sorted, doubly-linked list segments.

Shape types of cyclic lists.The LPPCList in Figure 2 defines the shape typeS of
cyclic singly-linked lists. Its input signature comprisesthe sort of list cellsL, thenext-
pointer function, and the pointerp into the cyclic list. The clauses express (in order of
appearance) that: (i)NULL does not belong toS, (ii) the cell pointed to byp belongs to
S unlessp points toNULL, (iii) S is closed under followingnext-pointers, and (iv) each
cell in S is pointed to by at most one cell inS (i. e., no sharing inS).
The LPPCDList defines the shape typeS of doubly-linked cyclic lists by extendingPCList

with a clause forcingnextandprevinsideS to be converses. We remark that the LPs for
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LP for singly-linked list segments
PList[L; next: L → L, p, q : L; S ⊆ L]
= {¬S(q),

S(p) ∨ p = q,
∀x:L . S(p) ∧ S(x) ⇒ next(x) 6= p,
∀x:L . S(x) ∧ next(x) 6= q ⇒ S(next(x)),
∀x, y, z:L . S(x) ∧ S(y) ∧ S(z) ∧ next(x) = z ∧ next(y) = z ⇒ x = y}

LP for doubly-linked list segments
PDList[L; next, prev : L → L, p, q, r, s : L; S ⊆ L]
= PList[L; next, p, q; S] ∪ PList[L; prev, r, s; S]
∪ {S(r) ⇒ S(p), S(p) ⇒ S(r),

∀x:L . S(x) ∧ ¬S(prev(x)) ⇒ x = p ∧ prev(x) = s,
∀x:L . S(x) ∧ ¬S(next(x)) ⇒ x = r ∧ next(x) = q,
∀x:L . S(x) ∧ S(next(x)) ⇒ prev(next(x)) = x,
∀y:L . S(y) ∧ S(prev(y)) ⇒ next(prev(y)) = y}

LP for singly-linked sorted list segments
PSList[D, L; next: L → L, data : L → D, p, q : L,≤ ⊆ D × D; S ⊆ L]
= PList[L; next, p, q; S]
∪ {∀x:L . S(x) ∧ S(next(x)) ⇒ data(x) ≤ data(next(x))}

LP for doubly-linked sorted list segments
PSDList[D, L; next, prev : L → L, data : L → D, p, q, r, s : L,≤ ⊆ D × D; S ⊆ L]
= PDList[L; next, prev, p, q, r, s; S] ∪ PSList[D, L; next, data, p, q, ≤; S]

LP for singly-linked cyclic lists
PCList[L; next : L → L, p, NULLL : L;S ⊆ L]
= {¬S(NULLL),

S(p) ∨ p = NULLL,
∀x:L . S(x) ⇒ S(next(x)),
∀x, y, z:L . S(x) ∧ S(y) ∧ S(z) ∧ next(x) = z ∧ next(y) = z ⇒ x = y}

LP for doubly-linked cyclic lists
PCDList[L; next, prev : L → L, p, NULLL : L; S ⊆ L]
= PCList[L; next, p, NULLL; S] ∪ {∀x:L . S(x) ⇒ prev(next(x)) = x ∧ next(prev(x)) = x}

LP for arrays of singly-linked NULL-terminated lists
PListArray[I, L; next : L → L, a : I → L, NULLL : L;S ⊆ I × L]
= {∀i:I . ¬S(i, NULLL),

∀i:I . S(i, a(i)) ∨ a(i) = NULLL,
∀i:I ∀x:L . S(i, a(i)) ∧ S(i, x) ⇒ next(x) 6= a(i),
∀i:I ∀x:L . S(i, x) ∧ next(x) 6= NULLL ⇒ S(i, next(x)),
∀i:I ∀x, y, z:L . S(i, x) ∧ S(i, y) ∧ S(i, z) ∧ next(x) = z ∧ next(y) = z ⇒ x = y,
∀i, j:I ∀x:L . S(i, x) ∧ S(j, x) ⇒ i = j}

LP for arrays of singly-linked cyclic lists
PCListArray[I, L; next : L → L, a : I → L, NULLL : L; S ⊆ I × L]
= {∀i:I . ¬S(i, NULLL),

∀i:I . S(i, a(i)) ∨ a(i) = NULLL,
∀i:I ∀x:L . S(i, x) ⇒ S(i, next(x)),
∀i:I ∀x, y, z:L . S(i, x) ∧ S(i, y) ∧ S(i, z) ∧ next(x) = z ∧ next(y) = z ⇒ x = y,
∀i, j:I ∀x:L . S(i, x) ∧ S(j, x) ⇒ i = j}

LP for binary trees
PTree[T ; left, right : T → T, r, NULLT : T ; S ⊆ T ]
= {¬S(NULLT ),

S(r) ∨ r = NULLT ,
∀x:T . S(r) ∧ S(x) ⇒ (left(x) 6= r ∧ right(x) 6= r),
∀x:T . S(x) ∧ left(x) 6= NULLT ⇒ S(left(x)),
∀x:T . S(x) ∧ right(x) 6= NULLT ⇒ S(right(x)),
∀x, y, z:T . S(x) ∧ S(y) ∧ S(z) ∧ left(x) = z ∧ left(y) = z ⇒ x = y,
∀x, y, z:T . S(x) ∧ S(y) ∧ S(z) ∧ right(x) = z ∧ right(y) = z ⇒ x = y,
∀x, y, z:T . S(x) ∧ S(y) ∧ S(z) ∧ left(x) = z ∧ right(y) = z ⇒ x = y,
∀x, y, z:T . S(x) ∧ S(y) ∧ S(z) ∧ left(x) = y ∧ right(x) = z ⇒ y 6= z}

LP for binary trees with parent pointers
PPTree[T ; left, right, parent: T → T, r, s, NULLT : T ; S ⊆ T ]
= PTree[T ; left, right, r, NULLT ; S]
∪ {s 6= NULLT ⇒ S(r),

S(r) ⇒ s = parent(r),
¬S(s),
∀x:T . S(x) ∧ S(left(x)) ⇒ parent(left(x)) = x,
∀x:T . S(x) ∧ S(right(x)) ⇒ parent(right(x)) = x,
∀y:T . S(y) ∧ S(parent(y)) ⇒ (left(parent(y)) = y ∨ right(parent(y)) = y)}

Fig. 2.LPs defining shape types of list segments, cyclic lists, arrays of lists, binary trees.
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Fig. 3.From top to bottom: shape typesS of singly-linked list segments (intended least
model and model with unreachable junk), doubly-linked listsegments, array of cyclic
lists, and binary trees.

cyclic lists are more elegant than the corresponding LPs forsingly- and doubly-linked
list segments.

Shape types of arrays of lists.The LPPCListArray in Figure 2 defines the shape typeS of
arrays of singly-linked cyclic lists, see Figure 3 (bottom left) for a graphical depiction.
The input signature comprises the array index sortI, the list cell sortL, thenext-pointer
function, and the functiona mapping array indices to pointers into the lists. The shape
type S is a binary relation between array indices and list cells. Note that we model
arrays as functions from index type to element type4, ignoring array bounds. In the light
of this, the shape typeS may be viewed as an array of sets of list cells rather than as a
binary relation.

The first four clauses ofPCListArray state that for each indexi, the unary relation
S(i, ·) — S with fixed first argumenti — is the shape type of a cyclic singly-linked
list pointed to bya(i); note how these four clauses correspond to the clauses ofPCList.

4 Our model assumes that arrays do not live in the heap.
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The last clause states that the shape typesS(i, ·) andS(j, ·) must be disjoint for distinct
indicesi andj.

The LPPListArray defines the shape typeS of arrays of singly-linkedNULL-terminated
lists in a similar way. Its first five clauses force each shape typeS(i, ·) to be a singly-
linked list segment froma(i) toNULLL, and the last clause forces disjointness of distinct
shape typesS(i, ·) andS(j, ·).

Shape types of binary trees.The LPPTree defines the shape typeS of plain binary
trees, see the picture in Figure 3 (bottom right). The input signature comprises the sort
of tree nodesT , the left- andright-pointer functions and the pointerr to the root. The
clauses borrow heavily from the LPPList for singly-linked list segments (withq replaced
by NULLT ) and express that: (1)NULL does not belong toS, (2) the root belongs toS
unlessr points toNULL, (3) no node inS points to the root, (4-5)S is closed under
following left- andright-pointers up toNULL, and (6-9) there is no sharing inS because
each node inS is pointed to by at most one node inS (clauses 6-8) and has distinctleft-
andright-successors (clause 9).

The LPPPTree defines the shape typeS of binary trees with parent pointers by
extendingPTree. The additional clauses express that (1-2)s is the parent of the rootr
unlessr is not inS, in which casesmust beNULL, (3)s does not belong toS, and (4-6)
theparent-pointers are converse to the union of theleft- andright-pointers.

3 Verifying Pointer Programs

We aim to verify imperative programs that manipulate dynamic data structures on the
heap. Given the code of a C function plus specifications of itsinput and output (and
possibly of loop invariants), we want to verify that the program maintains certainshape
invariants, e. g., that the sorted list being updated remains a list and sorted.

Notation. Given a signatureΣ, we define the signatureΣ′ as a copy ofΣ where
all functionsf (except the constantsNULLT ) and relationsR are replaced byprimed
functionsf ′ resp. relationsR′. Given aΣ-formulaφ (resp. a〈Σ,∆〉-LP P), we write
φ′ (resp.P ′) for theΣ-formula (resp.〈Σ′, ∆′〉-LP) that arises fromφ (resp.P) by
replacing all functionsf (exceptNULLT ) and relationsR by f ′ andR′, respectively.

3.1 Verification Problem

We verify C functions by checking verification conditions. To do this, we convert the
code of a function into a control flow graph (CFG) and find a set of cut locations,
to which we attach shape invariants. Each path between cut locations gives rise to a
verification condition (VC), which claims that the path establishes the invariant at its
end location, given that the invariant at the start locationwas assumed.

We will not elaborate on the well-known techniques for translating C code to CFGs
and identifying cut locations; the reader may consult Figure 4 for an example. The figure
shows the code for inserting an elemente into a non-empty sorted list pointed to byp.
The CFG has three cut locationsl0 (the entry location) tol2 (the exit location), with
four pathsσ1 to σ4 between them.
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void insert(L p, L e)
{

L s = p;
L t = s->next;
while (t != NULL) {

if (e->data >= t->data) {
s = t;

t = s->next;
}
else break;

}
e->next = t;

s->next = e;
}

t = s−>next;

s = p;

(t != NULL) (e−>data < t−>data)

(e−>data >= t−>data)

s = t;

t = s−>next;

s−>next = e;

e−>next = t;

(t == NULL)

0l

1l

2l

path path formulaπ

σ1 : l0 → l1 = s = p; s′ = p ∧
t = s->next; t′ = next(s′) ∧

p′ = p ∧ e′ = e ∧ next′ = next∧ data′ = data
σ2 : l1 → l1 = (t != NULL) t 6= NULLL ∧

(e->data >= t->data) data(e) ≥ data(t) ∧
s = t; s′ = t ∧
t = s->next; t′ = next(s′) ∧

p′ = p ∧ e′ = e ∧ next′ = next∧ data′ = data
∃next1:L → L .

σ3 : l1 → l2 = (t != NULL) t 6= NULLL ∧
(e->data < t->data) data(e) < data(t) ∧
e->next = t; next1(e) = t ∧ (∀x:L . x = e ∨ next1(x) = next(x)) ∧
s->next = e; next′(s) = e ∧ (∀x:L . x = s ∨ next′(x) = next1(x)) ∧

p′ = p ∧ e′ = e ∧ s′ = s ∧ t′ = t ∧ data′ = data
∃next1:L → L .

σ4 : l1 → l2 = (t == NULL) t = NULLL ∧
e->next = t; next1(e) = t ∧ (∀x:L . x = e ∨ next1(x) = next(x)) ∧
s->next = e; next′(s) = e ∧ (∀x:L . x = s ∨ next′(x) = next1(x)) ∧

p′ = p ∧ e′ = e ∧ s′ = s ∧ t′ = t ∧ data′ = data

loc. formulaφ of shape invariant〈P, φ〉 — see Section 3.1 for LPP

l0 S∩ E = ∅ ∧ S(p) ∧ E(e) ∧ next(e) = NULLL ∧ data(p) ≤ data(e)
l1 S= S0 ∧ E = E0 ∧ p = p0 ∧ e = e0 ∧

S∩ E = ∅ ∧ S(p) ∧ E(e) ∧ next(e) = NULLL ∧ data(p) ≤ data(e) ∧
S(s) ∧ data(s) ≤ data(e) ∧ next(s) = t ∧ (t = NULLL ∨ S(t))

l2 S= S0 ⊎ E0 ∧ p = p0 ∧ e = e0

path shape effectε

σ1 S′ = S∧ E′ = E
σ2 S′ = S∧ E′ = E
σ3 S′ = S⊎ E
σ4 S′ = S⊎ E

Fig. 4. Insert an element into a non-empty list sorted in ascending order: C code, control
flow graph, paths through the CFG, shape invariants, and shape effects.

State signature.Associated with a C function is astate signatureΣ, the signature of the
Σ-algebras serving as logical models of program state, see Section 2.1. In the following,
Σ always refers to a fixed state signature.

In the example of Figure 4,Σ declares the value sortD and the pointer sortL, the
constantsp, e, s, t,NULLL : L, the functionsdata : L → D andnext: L → L and the
order relation≤ ⊆ D ×D.

Path formulas. A path σ through the CFG is a sequence consisting of variable
assignmentsx = e; array updatesa[i] = e; heap updatesx->f = e; and conditions
(c) wheree is an expression (an R-value in C terminology) andc is a conditional

82



expression.5 The translation of such paths to first-order logic is well-known and will
not be detailed here; the reader is referred to Figure 4 for examples. Thepath formula
π resulting from translation of a pathσ is a (ΣΣ′)-formula, where the signaturesΣ
andΣ′ belong to the state at the start and end locations ofσ, respectively. Two things
to note. First, part of each path formula is an explicit “frame condition” stating which
variables and pointer fields do not change; note the use of second-order equalities like
next′ = next as short-hands for more complex first-order expressions. Second, path
formulae, like the ones for pathsσ3 andσ4, may start with a string of second-order∃-
quantifiers to project away intermediate state; these quantifiers will always be eliminable
by Skolemisation.

Shape invariants.A ∆-shape invariantis a pair〈P , φ〉, whereP is a〈Σ,∆〉-LP andφ
is a (Σ∆)-formula. Its purpose is to constrain the program state by the relating shape
types, which are defined by the LPP , with each other or with program variables.

Shape invariants are associated with cut locations in the CFG. Figure 4 presents the
shape invariants for theinsert function. These shape invariants involve two shape
typesS andE defined by the LPP = PSList[D,L; next, data, p,NULLL,≤;S] ∪
PList[L; next, e,NULLL,≤;E]∪{∀x:L . ¬S(x) ∨ ¬E(x)}. I. e.,S is the shape type of
NULL-terminated sorted lists pointed to byp,E of NULL-terminated lists pointed to bye,
and both shape types are disjoint. Note that the LPP is common to all three invariants.
The shape invariant atl0, for instance, stipulates that the listsS andE are disjoint and
non-empty (because they contain their headsp ande), E is of length1 (because the
next-pointer of its heade is NULL), and the data atp is less than or equal to the data
at e. Note the use of set-relational expressions likeS ∩ E = ∅ as short-hand for more
complex first-order expressions. The shape invariant atl2 stipulates that the listS is the
sum of the start listsS0 andE0

6 and that the program variablesp ande retain their start
valuesp0 ande0, respectively. This, together with sortedness ofS, which is enforced
by the LP definingS, is a statement of functional correctness ofinsert.

Verification condition.Given a pathσ from ℓ tok, letπ be the path formula forσ, 〈P , φ〉
the∆-shape invariant atℓ, and〈Q, ψ〉 theΛ-shape invariant atk. To prove correctness
of σ, we must show that every execution establishes thepostshape invariant〈Q, ψ〉 at
the end, provided that thepre shape invariant〈P , φ〉 held at the start. This translates to
the following verification condition.

∀(ΣΣ′)-algebraA : lm(P ,A) |= π ∧ φ =⇒ lm(Q′,A) |= ψ′ (VC)

Note that the antecedent of (VC) tacitly depends on the existence of lm(P ,A), and the
succedent tacitly states that the existence of lm(Q′,A) follows from the antecedent.

5 To keep the presentation simple, we ignore dynamic memory allocation and function calls.
Both could be handled: memory allocation through tracking the set of allocated heap cells,
function calls through extra cut locations before and aftercall sites.

6 The use of subscript0 indicates values of program variables or shape types at the initial
location l0. Strictly speaking, a shape invariant is not just constraining the program state at
locationℓ, but the relation between the initial state and the state at locationℓ.
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The trouble with (VC) is that it requires reasoning in least models, i. e., inductive
reasoning. The next section presents our methodology to rephrase the inductive condi-
tion (VC) in first-order logic.

3.2 Approximating Inductive Reasoning

The obvious problem with using first-order provers for reasoning about shape types is
their ignorance of least models. For instance, a VC on a pathσ may be invalid in first-
order logic because there is a counter model which picks the least interpretation for
shape typeS at the start ofσ but the greatest interpretation forS at the end.

To deal with this problem, we weaken the VC by speculatively assuming ashape
effectrelating shape types at the start and end ofσ. Often, the weakened VC becomes
provable in first-order logic. However, we still have to justify the assumed shape effect.
We do so by proving two further first-order VCs, which together imply that the shape
effect is an inductive consequence of the LPs defining the shape types.

Shape effects.Given a pathσ from ℓ to k, let π be the path formula forσ, 〈P , φ〉 the
∆-shape invariant atℓ, and〈Q, ψ〉 theΛ-shape invariant atk. A shape effectfor σ is a
(Σ∆Σ′Λ′)-formulaε which isback-and-forth total, that is,

– ∀(Σ∆Σ′)-algebraA: A |= P ∪ {π} =⇒ ∃(Σ∆Σ′Λ′)-extensionB: B |= ε, and
– ∀(ΣΣ′Λ′)-algebraC: C |= Q′ ∪ {π} =⇒ ∃(Σ∆Σ′Λ′)-extensionD: D |= ε.

The purpose of a shape effectε is to relate the shape types at the start of pathσ with those
at the end. A convenient way to specify simple shape effects is to write set-relational
expressions likeS′ = S ⊎ E (cf. Figure 4) as short-hands for more complex quantified
expressions. This style also makes it easy to check the totality requirement. For example,
back-and-forth totality of the shape effectS′ = S ⊎ E for σ3 holds because (1) every
(Σ∆Σ′)-algebra which interpretsS andE disjointly (which is enforced by the LPP)
has a(Σ∆Σ′Λ′)-extension which interpretsS′ as the sum ofS andE, and (2) every
(ΣΣ′Λ′)-algebra (which interpretsS′) has a(Σ∆Σ′Λ′)-extension which interpretsS
andE disjointly such that their sum isS′. Note that in this particular case, totality is
independent of the path formulaπ.

Notation. Given aΣ-algebraA, one may need to compare oneA-model of the〈Σ,∆〉-
LP P to another one. Logically, this can be done by fusing the two models, which
requires duplicating all symbols that are not shared, i. e.,all relations in∆.

We define the signaturê∆ as a copy of∆ where all relationsR are replaced by
cappedrelationsR̂. Given a∆-shape invariant〈P , φ〉, we write〈P̂, φ̂〉 for the∆̂-shape
invariant that arises from〈P , φ〉 by replacing all relationsR in∆ with R̂. Given a shape
effectε (as defined above) for a pathσ, we write ε̂ for the (Σ∆̂Σ′Λ̂′)-formulaε that
arises fromε by replacing all relationsR in ∆Λ with R′; note thatε̂ is also a shape
effect forσ.

84



Verification conditions.Given a pathσ from ℓ to k, let π be the path formula forσ,
〈P , φ〉 the∆-shape invariant atℓ, 〈Q, ψ〉 theΛ-shape invariant atk, andε the shape
effect forσ. To prove the inductive condition (VC) it suffices to prove the following
three first-order conditions.

P ∪Q′ ∪ {π, ε, φ} |= ψ′ (VC1)

P ∪ {π, ε, φ} |= Q′ (VC2)

Q′ ∪ Q̂′ ∪ {
∧

S∈ΛR
Ŝ′ ⊆ S′,

∨
S∈ΛR

Ŝ′ 6= S′, π, ε, ε̂} |=

P ∪ P̂ ∪ {
∧

S∈∆R
Ŝ ⊆ S,

∨
S∈∆R

Ŝ 6= S}
(VC3)

(VC1) and (VC2) together state preservation of shape invariants, subject to the (yet
unjustified) assumption of a shape effectε. (VC2) can be read as a model transformation:
Given any model ofP that satisfies the path formula and the pre shape invariant,
the shape effectε will produce models ofQ′. Finally, (VC3) implies thatε preserves
minimal models. It can be seen as a reverse model transformation which preserves order:
Given any two models ofQ′ such that both satisfy the path formula and one is strictly
contained in the other, the shape effectsε andε̂ will produce two models ofP such that
one is strictly contained in the other.

Soundness.The following theorem proves that the conditions (VC1) – (VC3) together
imply that a shape effect is an inductive consequence (i. e.,entailed in the least model)
of the LPs defining the shape types. Soundness of the first-order verification conditions
w. r. t. to the inductive condition (VC) is an easy corollary.

Theorem 2. Let σ be a path fromℓ to k. Let π be the path formula forσ, 〈P , φ〉 the
∆-shape invariant atℓ, 〈Q, ψ〉 theΛ-shape invariant atk, andε the shape effect forσ.
Assume that(VC2) and(VC3) hold. For all (ΣΣ′)-algebrasA, if lm(P ,A) exists and
lm(P ,A) |= π ∧ φ then lm(P ∪Q′,A) exists and lm(P ∪Q′,A) |= ε.

Proof. Towards a contradiction assume there is a(ΣΣ′)-algebraA such that lm(P ,A)
and lm(P ∪ Q′,A) exist and lm(P ,A) |= π ∧ φ, but lm(P ∪ Q′,A) 6|= ε. As ε is
total, the(Σ∆Σ′)-model lm(P ,A) of π extends to a(Σ∆Σ′Λ′)-modelB of ε. Thus,
B |= P ∪ {π, ε, φ}, which by (VC2) impliesB |= Q′. Note thatB is not an extension
of the (ΣΣ′Λ′)-model lm(Q′,A), for if it were thenB = lm(P ∪ Q′,A) and hence
lm(P ∪ Q′,A) |= ε, which would contradict our assumption. ThusB|ΣΣ′Λ′ is a non-
least, hence non-minimal,A-model ofQ′, which implies thatB has a(Σ∆Σ′Λ′Λ̂′)-
extensionC such thatC |= Q′ ∪ Q̂′ ∪ {

∧
S∈ΛR

Ŝ′ ⊆ S′,
∨

S∈ΛR
Ŝ′ 6= S′}. As the

shape effect̂ε is total, the(ΣΣ′Λ̂′)-modelC|ΣΣ′Λ̂′ of π extends to a(Σ∆̂Σ′Λ̂′)-
modelD of ε̂. Hence, the(Σ∆∆̂Σ′Λ′Λ̂′)-algebraE, which extends bothC andD, is a
model ofQ′∪Q̂′∪{

∧
S∈ΛR

Ŝ′ ⊆ S′,
∨

S∈ΛR
Ŝ′ 6= S′, π, ε, ε̂}. By (VC3), this implies

E |= P ∪ P̂ ∪ {
∧

S∈∆R
Ŝ ⊆ S,

∨
S∈∆R

Ŝ 6= S}, i. e.,E is an extension of a non-mini-
malA-model ofP , contradictory toE|Σ∆Σ′ = C|Σ∆Σ′ = B|Σ∆Σ′ = lm(P ,A). ⊓⊔

Corollary 3. If (VC1) – (VC3) hold then(VC) holds.

85



3.3 Experiments

We have used our methodology to successfully verify a numberof simple heap-
manipulating algorithms, including the sorted list insertfunction from Figure 4. Other
examples include functions for inserting and deleting elements into binary trees, and
functions for moving elements between ring buffers organised in an array. All functions
were manually annotated with shape invariants and effects.Due to lack of space, we do
not report on these experiments in detail.

We have run our experiments on the theorem provers SPASS and Yices. Both provers
succeeded to prove all verification conditions. The typicalrun-time per VC was below
10 seconds for SPASS, below 1 second for Yices. More experiments are necessary to
determine whether our methodology scales to more complex code.

We remark on the somewhat surprising fact that Yices succeeded on all VCs, despite
its incomplete heuristics for quantifier instantiation (which we did not assist using the
trigger mechanism). We suspect that a key reason for this is our choice of defining
shape types by logic programs, which to a first-order theoremprover are just universally
quantified clauses; avoiding existential quantifiers seemsto suit Yices well. However, we
did observe cases where Yices’ instantiation heuristic wassensitive to the formulation
of particular clauses (especially the no-sharing clauses for binary trees).

4 Related Work

Efficient theorem provers make first-order logic attractiveframework for studying
reachability in mutable linked data structures. However, transitive closure, essential for
properties of pointer structures presents a challenge because first-order theorem provers
cannot handle transitive closure.

Various approaches for program analysis that use first-order logic have been inves-
tigated. We next discuss the most prominent.

The logic of interpreted sets and bounded quantification is used for specifying prop-
erties of heap manipulating programs [18]. The logic uses first-order logic and is in-
terpreted over a finite partially-ordered set of sorts. It provides a ternary reachability
predicate and allows bounded universal quantification overtwo different kinds of (po-
tentially unbounded) sets. Following this approach first-order SMT solvers, augmented
with theories, are used for precise verification of heap-manipulating programs. An al-
ternative framework uses ground logic enriched with ternary predicate [22].

The use of a decidable fragment of first-order logic augmented with arithmetic on
scalar field to specify properties of data structures is studied in [20]. In contrast to ours,
this approach does not use theories for recursive predicates like reachability, and relies
on user provided ghost variables to express properties of data structures.

In [19] a first-order formula, in which transitive closure occurs is simulated by
a first-order formula, where transitive closure is encoded by adding a new relation
symbol for each binary predicate. This together with inductively defined first-order
axioms assures that transitive closure is interpreted correctly. A set of axioms defines the
properties of transitive closure inductively. The axioms are not complete over infinite
models. If the axioms are such that every finite, acyclic model satisfying them must
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interpret the encoding of transitive closure as the reflexive, transitive closure of its
interpretation of the transitive binary relation, then theaxiom schema is complete [3]. Its
incompleteness notwithstanding, the induction schema in [19] allows for automatically
proving properties of simple programs using SPASS [29].

Alternative approach for symbolic shape analysis [30] usesthe framework of (exten-
sions of) decidable fragments of first-order logic e. g., guarded fixpoint logic [10]. The
logic expresses reachability along paths and from a specificpoint, but not reachability
between a pair of program variables [12].

Syntactically defined logics for shape analysis, such as local shape logicLSL [26]
and role logic [15], are closely related to first-order logic. Our approach is applicable to
their translation in first-order logic. The logicLSL [26] is strictly less expressive than
the two variable fragment of first order logic with counting.Role logic [15] is variable
free logic, which is equally expressive as first-order logicwith transitive closure and
consequently undecidable. A decidable fragment of role logic is as expressive as the
two variable fragment of first-order logic with counting. Role logic is closely related to
description logic which we have investigated for symbolic shape analysis [9].

Approaches based on three valued logic, which use over-approximation, have been
studied in [13, 32]. The semantics of statements and the query of interest are expressed
in three valued logic. Only restricted fragments of the logic are decidable [12].

Prominent verification approaches for analysis of data structures use parameterised
abstract domains; these analyses include parametric shapeanalysis [2] as well as predi-
cate abstraction [1, 11] and generalisations of predicate abstraction [16, 17]. Similarly to
our approach, reasoning about reachability in program analysis and verification follow-
ing parametric shape analysis or generalisations of predicate abstraction, are dependent
on the invariants that the program maintains for the specificdata structure that it ma-
nipulates. An algorithm for inferring loop invariants of programs that manipulate heap-
allocated data structures, parameterised by the properties to be verified is implemented
in Bohne [31]. Bohne infers universally quantified invariants using symbolic shape anal-
ysis based on Boolean heaps [24]. Abstraction predicates can be Boolean-valued state
predicates (which are either true or false in a given state) or predicates denoting sets of
heap objects in a given state (which are true of a given objectin a given state).

An algebraic approach towards analysis of pointer programsin the framework of
first-order logic is presented in [21]. The underlying pointer-structures and properties
such as reachability and sharing are modelled by binary relations and the properties are
calculated by a set of rewrite rules.

Separation logic [23] is distinguished by the use of a spatial form of conjunction
(P ∗Q), which allows the spatial orientation of a data structure tobe captured without
having to use auxiliary predicates. Least and greatest fixpoint operators can be added
to separation logic, so that pre- and post-condition semantics for a while-language
can be wholly expressed within the logic [27]. Formalisation of recursively defined
properties on inductively (and co-inductively) defined data structures is then achievable
in the language. The addition of the recursion operators in separation logic leads to
alterations to the standard definition of syntactic substitution and the classic substitution;
the reasons are related both to the semantics of stack storage and heap storage as well
as to the inclusion of the recursion operators [27]. Inductive shape analysis based on
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separation logic using programmer supplied invariant checkers and numerical domain
constraints is proposed in [4]. This approach is applicableto more complex data
structures defined by counting, namely red-black trees.

In [25] pointer-based data structure of singly-linked lists and a theory of linked
lists is defined as a class of structures of many-sorted first-order logic. The theory is
expressive and allows for reasoning about cells, indexed collections of cells, and the
reachability of a certain cell from another. The theory is developed for linked lists only.

Alternative languages for modelling and reasoning includemodalµ-calculus [14,
28], expressive description logics [5], the propositionaldynamic logic [8] and temporal
logics [7], and rewriting approaches based on first-order logic [21].

5 Conclusion

In this paper we study imperative programs with destructiveupdate of pointer fields.
We model shape types, such as linked lists, cyclic lists, andbinary trees as least models
of logic programs. We approximate the inductive reasoning about least models by first-
order reasoning. We demonstrate that the method is effective for simple programs.
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