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Stepwise program refinement techniques can be used to simplify program verification. Programs are
better understood since their main properties are clearly stated, and verification of rather complex
algorithms is reduced to proving simple statements connecting successive program specifications.
Additionally, it is easy to analyze similar algorithms and to compare their properties within a single
formalization. Usually, formal analysis is not done in an educational setting due to complexity of
verification and a lack of tools and procedures to make comparison easy. Verification of an algorithm should not only give a correctness proof, but also better understanding of an algorithm. If the
verification is based on small step program refinement, it can become simple enough to be demonstrated within the university-level computer science curriculum. In this paper we demonstrate this
and give a formal analysis of two well known algorithms (Selection Sort and Heap Sort) using the
proof assistant Isabelle/HOL and program refinement techniques.

1

Introduction

Correctness of computer systems is critical in todays information society. Computer systems are present
in many forms all around us and often we do not even realize it. In many areas, errors in computer systems
both on the side of hardware and software may cause significant financial and health costs [18]. While
hardware errors are rather rare, software errors are very common and their presence in large projects is
generally accepted as unavoidable. Furthermore, ensuring the correctness of the software part is often
a greater problem than that of the underlying hardware. In recent years many flaws in software caused
increasing effort in investigating software verification.
General program verification techniques. Program testing can reveal presence of errors, but not their
absence. Software has to be executed to see how it behaves. Manual inspection of complex software is
error prone and costly. Formal program verification is the process of proving that a computer program
meets its specification which formally describes the expected program behavior. Early results date back
to 1950s and pioneers in this field were A. Turing and J. McCarthy. In the late 1960s R. Floyd introduced equational reasoning on flowcharts for proving program correctness [9] and T. Hoare introduced
axiomatic semantics for programming constructs [12]. In order to prove correctness of a program, it
has to be formalized in some meta-theory so its properties can be analyzed in a rigorous mathematical
manner. In order to achieve the desired highest level of trust, formalization in a classical pen-and-paper
fashion is not satisfactory and, instead, a mechanized and machine-checkable formalization is preferred.
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SMALL-STEP REFINEMENT FOR ALGORITHM VERIFICATION

There are many tools for automated program verification. Many of early results in mechanical program verification were carried out by Boyer and Moore using their theorem prover. Today, verification uses SMT solvers [4],[1] and systems such as ESC/Java [8], CBMC [7], Astrée [5], PEX [19],
KLEE [6], Calysto [2] and there are many more that are less used. Some are specialized for verification
of C-programs [17]. However these tools still require significant annotations from the programmer to
construct a proof. Many of them cannot verify complex systems. Several tools attempt to uncover design
flaws using test vectors to examine specific executions of a software system. Some tools, on the other
hand, can check the behavior of a design for all input vectors.
Proving full functional correctness of a program has been and still is a great challenge for fully automated systems, and for this purpose, usually an interactive approach is applied. Formalized mathematics
and interactive theorem provers (sometimes referred to as proof assistants) have made great progress in
recent years. Many classical mathematical theorems have been formally proved and proof assistants have
been intensively used in hardware and software verification. Theorem provers that are most commonly
used for program verification nowadays are Isabelle [16], Isabelle/HOL [15], Coq [3], PVS [13], HOL
Light [11], etc.
Using program verification within computer science education. Program verification is usually considered to be too hard and long process that acquires good mathematical background. A verification of
a program is performed using mathematical logic. Having the specification of an algorithm inside the
logic, its correctness can be proved again by using the standard mathematical apparatus (mainly induction and equational reasoning). These proofs are commonly complex and the reader must have some
knowledge about mathematical logic. The reader must be familiar with notions such as satisfiability,
validity, logical consequence, etc. Any misunderstanding leads into a loss of accuracy of the verification.
These formalizations have a common disadvantage, they are too complex to be understood by students,
and this discourages students most of the time. Therefore, programmers and their educators rather use
traditional (usually trial-and-error) methods.
However, many authors claim that nowadays education lacks the formal approach and it is clear why
many advocate in using proof assistants [14]. This is also the case with computer science education.
Students are presented many algorithms, but without formal analysis, often omitting to mention when
algorithm would not work properly. Frequently, the center of a study is implementation of an algorithm
whereas understanding of its structure and its properties is put aside. Software verification can bring more
formal approach into teaching of algorithms and can have some advantages over traditional teaching
methods.
• Verification helps to point out what are the requirements and conditions that an algorithm satisfies
(pre-conditions, post-conditions and invariant conditions) and then to apply this knowledge during
programming. This would help both students and educators to better understand input and output
specification and the relations between them.
• Though a program might work in general, it can happen that it does not work for some inputs and
students must be able to detect these situations and to create software that works properly for all
inputs.
• It is suitable to separate the abstract algorithm from its specific implementation. Students can
compare properties of different implementations of the same algorithms, to see the benefits of one
approach or another. Also, it is possible to compare different algorithms for the same purpose
(for example, for searching element, sorting, etc.) and this could help in overall understanding of
algorithm construction techniques.
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Therefore, lessons learned from formal verification of an algorithm can improve someones style of programming.
Modularity and refinement. The most used languages today are those who can easily be compiled
into efficient code. Using heuristics and different data types makes code more complex and seems like
a perplex mixture to novices of many new notions, definitions, concepts. These techniques and methods
in programming makes programs more efficient but are rather hard to be intuitively understood. On
the other hand, modularity is a highly accepted principle in nowadays programming. Adhering to this
principle enables programmer to easily maintain the code.
The best way to apply modularity on program verification and to make verification flexible enough to
add new capabilities to the program keeping current verification intact is program refinement. Program
refinement is the verifiable transformation of an abstract (high-level) formal specification into a concrete
(low-level) executable program. It starts from the abstract level, describing only the requirements for
input and output. Implementation is obtained at the end of the verification process (often by means of
code generation [10]). Stepwise refinement allows this process to be done in stages. There are many
benefits of using refinement techniques in verification.
• It gives a better understanding of programs that are verified.
• The algorithm can be analyzed and understood on different level of abstraction.
• It is possible to verify different implementations for some part of the program, discussing the
benefits of one approach or another.
• It can be easily proved that these different implementation share some same properties which are
proved before splitting into two directions.
• It is easy to maintain the code and the verification. Usually, whenever the implementation of the
program changes, the correctness proofs must be adapted to these changes, and if refinement is
used, it is not necessary to rewrite the entire verification, just add or change a small part of it.
• Using refinement approach makes an algorithm suitable for a case study in teaching. Properties
and specifications of the program are clearly stated and it helps teachers and students better to
teach or understand them.
We claim that the full potential of refinement comes only when it is applied stepwise, and in many
small steps. If the program is refined in many steps, and data structures and algorithms are introduced
one-by-one, then proving the correctness between the successive specifications becomes easy. Abstracting and separating each algorithmic idea and each data-structure that is used to give an efficient implementation of an algorithm is a very important task in programmer education.
As an example of using small step refinement, in this paper we analyze two widely known algorithms,
Selection Sort and Heap Sort. There are many reasons why we decided to use them.
• They are largely studied in different contexts and they are studied in almost all computer science
curricula.
• They belong to the same family of algorithms and they are good example for illustrating the refinement techniques. They are a nice example of how one can improve on a same idea by introducing
more efficient underlying data-structures and more efficient algorithms.
• Their implementation uses different programming constructs: loops (or recursion), arrays (or lists),
trees, etc. We show how to analyze all these constructs in a formal setting.
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SMALL-STEP REFINEMENT FOR ALGORITHM VERIFICATION

There are many formalizations of sorting algorithms that are done both automatically or interactively
and they undoubtedly proved that these algorithms are correct. In this paper we are giving a new approach
in their verification, that insists on formally analyzing connections between them, instead of only proving
their correctness (which has been well established many times). Our central motivation is that these
connections contribute to deeper algorithm understanding much more than separate verification of each
algorithm.
The paper gives a clear picture of central ideas relevant for verification by means of small step
refinement. We give all definitions, but some proofs and implementations are omitted, and can be found
in Isabelle/HOL formalization1 .
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[3] Yves Bertot & Pierre Castéran (2004): Interactive theorem proving and program development: Coq’Art: the
calculus of inductive constructions. springer, doi:10.1007/978-3-662-07964-5.
[4] Armin Biere, Alessandro Cimatti, Edmund M Clarke, Ofer Strichman & Yunshan Zhu (2003): Bounded
model checking. Advances in computers 58, pp. 117–148, doi:10.1016/S0065-2458(03)58003-2.
[5] Bruno Blanchet, Patrick Cousot, Radhia Cousot, Jérôme Feret, Laurent Mauborgne, Antoine Miné, David
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