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Abstract. With the increasing use of sensors and actuatotschnical systems
and knowledge-intensive services the need for psicg the information
captured by these sensors and “making sense” oiitinfreases. Knowledge
fusion is supposed to contribute to this field sinit aims at integrating
knowledge from different sources. Development odwiedge fusion solutions
is a complex task which can be compared to systamdssoftware development.
As in other development areas there is a need fficiemt development
processes which can be supported by reusing solptats, such as patterns or
components. The paper brings together experiemoes knowledge fusion sub-
system development and from design of knowledg@fupatterns. The main
contributions of this paper are (1) a real-worlglagation scenario presenting
typical requirements to knowledge fusion syster@¥ application of knowledge
fusion patterns from context-based decision supjoosituation recognition, (3)
recommendations from this application case.
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1 Introduction

With the increasing use of sensors and actuatordedahnical systems and
knowledge-intensive services, like in cyber-physigstems, preventive maintenance
or intelligent information logistics, the need fmocessing the information captured by
these sensors and “making sense” out of it inceed&eowledge fusion is supposed to
contribute to this field since it aims at integngtiknowledge from different sources.

The development of knowledge fusion solutions ayglesns usually is a complex
task which can be compared to systems and softdewelopment projects. As in
other development areas there is a need for afficievelopment processes which can
be supported by reusing solution parts, such d@erpator components. The aim of this
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paper is to bring together experiences from knogdefision sub-system development
and from design of knowledge fusion patterns. Wé amalyze applicability and
pertinence of knowledge fusion patterns in a pegjept from civil security and derive
recommendations from this analysis for future prg@iming at using fusion patterns.

The main contributions of this paper are (1) a-wealld application scenario
presenting typical requirements to knowledge fusBystems, (2) application of
knowledge fusion patterns from context-based degissupport to situation
recognition, (3) recommendations from this applaratase.

The remaining part of the paper is structured dbvie: section 2 gives an
overview to the field of knowledge fusion and disses related work. Section 3
presents the application case constituting the dréon this research. An overview to
the basic concept of knowledge fusion patternvemin section 4. Section 5 discusses
the applicability of fusion patterns in the givemppécation case and derives
recommendations. Conclusions and future work eseudised in section 6.

2 Knowledge Fusion

Techniques for data, information and knowledge dasfrom different sensors,
services and components have received much attedtioing the last decade. This
section will give a brief overview to the field vahi starts from data fusion since this
often lays the ground for higher level fusion aitiédg, like knowledge fusions.

The process model for data fusion suggested byt Iirectors of Laboratories
(JDL) which later became the Data Fusion Group (PE&he most popular of the
fusion models. First proposed in 1985, the JDL/DR@del was revised several times
(see [1] and [2]) due to observed shortcomings (@Jrrently, the levels with the
JDL/DFIG model are: Source Pre-processing/Subjezse8sment (level 0), Object
Assessment (level 1), Situation Assessment (leyellrBpact Assessment / Threat
Refinement (level 3), Process Refinement (levelahy User Refinement / Cognitive
Refinement (level 5). Through its different leveleg model divides the processes
according to the different levels of abstractiorttef data to be fused and the different
problems for which data fusion is applicable (eGharacteristic estimation vs.
situation recognition and analysis). The model digwescribe a strict ordering of the
processes and the fusion levels, and the levelsaralways discrete and may overlap.
The model was initially proposed for the militanypdications but is now widely used
in civil domains as well, such as business or niedicThe JDL/DFIG model is useful
for visualizing the data fusion process, facilitgti discussion and common
understanding and important for systems-level mition fusion design [4].

Other fusion models include the Boyd loop [5], Waterfall model [6] and the
Endsley model [7], which focus on different perdpecof the fusion task and propose
refined structures or processes. The Omnibus m@eak an attempt to achieve a
unified model by merging different fusion modelsrdflects the cyclic nature of the
Boyd loop, and carries the finer structure of that®vfall model, of the JDL model,
and of the Endsley model.
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Two main groups of knowledge fusion approachescaramonly distinguished:
knowledge fusion based on knowledge representdaimhnologies and semantic
integration for federated systems. Semantic integravill not be discussed in detail,
since it primarily focuses on applications in infation systems and database context,
i.e. fusing schemata of the information sourcesowledge Fusion approaches based
on knowledge representation techniques, like seémaets or ontologies, have been
subject to research during the last 20 years asdtesl in a number of methodology
and technology approaches. The most cited and agaaches include the following
ones.

The KRAFT [9] architecture for knowledge fusion anansformation: knowledge
fusion is defined as a combination of knowledgenfrdisparate sources in a highly
dynamic way. In order to do this, data instance=drte be associated with knowledge
concerning their context, such as how they shoaléhterpreted and how they can be
used. Two main kinds of operations are recommerided distributed knowledge
fusion system: knowledge retrieval (to find out mtking the organization knows
about something) and problem solving (to use thebined knowledge to solve a
particular problem).This leads to a number of smwirequired by the system:
knowledge location services (to find the relevamowledge on the network),
knowledge transformation services (to translate km®wledge into a common
representation language), and knowledge fusionicrv(to combine and process
knowledge).

The Knowledge Supply Net approach KSNet [10]: tbal@f the KSNet approach
is to complement insufficient knowledge and obtaéw knowledge using knowledge
from different sources. The technologies involvedrs from ontology management
and intelligent agents to constraint satisfactiod aoft computing. Knowledge as a
set of relations, such as constraints, functiongutes, that can be used by a user or
expert in order to decide how, why, where, and wbatlo with the information in
order to meet a goal or a set of goals within arctntext and time. The knowledge
fusion process structure has several steps, ingudianslating knowledge from
different knowledge sources into a unified formguicing knowledge from external
sources, select the relevant knowledge producinvg keowledge by discovering or
deriving it from the existing knowledge, internaliion of knowledge, and knowledge
fusion management.

The general idea to capture the domain under ceretidn in a domain ontology,
the tasks to be supported in task ontologies bairmart of the domain ontology,
integration the knowledge sources by using theselagies and fusing the relevant
knowledge on-demand is suitable for the plannedeptoA commonality between
these approaches is that industrial scale appitaséind support by off-the-shelf
products so far is quite sparse.
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3  Application Scenario

The content of this paper is based on work fromRR&-Security-IP Integrated Mobile
Security Kit (IMSK) project IMSK was addressing the continuously evolvinge#tr
of unpredictable terrorist activity, which demantie application of existing and
developing technology for the protection of citigeMore concretely, IMSK combines
technologies for area surveillance, checkpoint mdnNCBRNE detection and support
for VIP protection, into a mobile system for rapldployment at venues and sites
which temporarily need enhanced security. The pt@eapproach is to design a
system (IMSK) that will integrate heterogeneouinfation to provide a common
operational picture. This includes to employ legaoy novel sensor technologies, and
to adapt the system to local security forces.

Data, information and knowledge fusion have magbes within the IMSK system.
IMSK integrates different kinds of sensors provigliobservations of the sites to be
protected. The data provided by physical sensarswell as pieces of information
provided by human observers and open sources, ttave combined in order to
provide an overview of the ongoing situation. Whithihis work, we are particularly
interested in knowledge fusion and fusion of highel information. We decompose
the fusion process into several phases of fusidrst, Fentities of the world are
represented using detailed observations providediffgrent kinds of sensors. This is
the attribute fusion phase. Then, the recognizddiesare combined and relations
among them are observed. The situation fusion phase at reconstructing a more
global view of the observed situation that contdingh the entities recognized in the
attribute fusion phase and the relations that Hmen observed among them by other
information sources providing information of a higHevel. Both the attribute and
situation fusion, rely on the same approach. Thephases differ only by the level of
detail of the observations that are processed. Gmeeaepresentation of an ongoing
situation is achieved, the situation recognitiomsiat deciding whether the ongoing
situation is one of the “critical situations” pmaihary defined by the end users. Last,
the event correlation phase allows for combinirg different static critical situations
recognized in order to detect the occurrence ofpdexncritical situations. The event
correlation phase allows taking into account timd apace issues of the critical event
detection process.

Several scenarios were defined within the IMSK @cbjthat aim at showing the
adaptability of the platform to different typeserfvironments and events. One of these
scenarios is the protection of ViRduring an EU summit. The events of the summit
take place in three different locations of a cifje participants have thus to go from
one place to another one. One of the tasks to pposted is the protection of VIPs
when crossing a bridge when going from the congoesger to the dinner place.
Several sensors are deployed in order to detectNEBiiReats, fireworks, approaching
vehicles, etc. Our aim, within knowledge fusiontdascombine observations acquired
through the different sensors (and potentially adse fused at a low level), with

6 http://www.imsk.eu
7VIP = Very Important Person
8 CBRN = chemical, biological, radiological and nuclear
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information coming from other sources. We then h&wvedetect potential critical
situations and events, according to the ones tleaspecified by the end users of the
IMSK system. Our example here focuses on the detecf a vehicle approaching a
VIP while he/she crosses the bridge. We use theleshtracking system observations,
the schedule of the summit and observations pravigepeople on the site.

The requirements to the functionality of a knowledgsion sub-system derived
from this scenario are defined as “capabilitiesg,. idesirable functionalities to be
supported by knowledge fusion. Examples for capadslare:

e Area surveillance: Area control: airspace, Areatadnland, Area control:
waterways, Protection of public infrastructure, tBotion of buildings and
Protection of property.

e Command & control (C2): Situation awareness, Deaisisupport,
Deployment support and Communication management

» Communications: Emergency communication, secure nuamication and
communication in buildings.

» Access rights: verification of access rights, ecéonent of access right
restrictions, crowd monitoring, identification ifnwanted behavior, VIP
assault prevention, identification of wanted people

4  Knowledge Fusion Patterns

Knowledge fusion patterns were developed to geizer&howledge fusion processes
in relation to sources involved in these processes. this, the knowledge fusion

processes ongoing in a context-aware decision stuppgtem (CADSS) were

investigated [11].

In the CADSS a situation is modeled by a two-leegeintext. Abstract and
operational context represent the situation afiteeand second levels, respectively.

The abstract context is a non-instantiated ontclogged situation model. This
context is created for a specific situation. It tcaps knowledge relevant to this
situation from an application ontology. The ontglogombines domain and task
knowledge needed to describe situations happenitigei application domain.

The operational context is the result of an abstantext instantiation for the
actual circumstances. Data and information fromower sources (sensors, humans,
etc.) is fused within the abstract context struetir produce the operational context.
This context is a near real-time schematic pictiréne ongoing situation.

The operational context is the basis for decisi@king. The system supports the
decision maker with a set of decisions feasibléhm current situation. This set is a
result of solving tasks specified in the abstramhtext as a constraint satisfaction
problem.

The investigation of the processes ongoing in tA®SES results in the following
knowledge fusion patterns:

Selective fusianintegration of multiple knowledge pieces fromigas ontologies of
different types into a new ontology. The patternused for application ontology
creation.

22



2" International Workshop on Ontologies and InformatBystems

Simple fusion integration of multiple knowledge pieces from &gt large
multipurpose ontology into a new knowledge piectenided to restricted purposes.
The pattern is used for abstract context building.

Extension inference of new knowledge as a result of knogéedntegration. The
pattern is used for abstract context building.

Instantiated fusionfusion of data/information from multiple (possibheterogeneous)
sources to create a representation that may behys#iie CADSS, decision makers,
and other humans as the basis for problem solidgdacision making.

Flat fusion(see Fig. 1): fusion of knowledge from multiple krledge sources during
problem solving. The pattern is used for generatioa set of feasible decisions.
Adaptation gaining new capacities/capabilities by units (kfexlge sources, source
network, actors, etc.) as a result of their adapiato new circumstances or new
scenarios. The pattern is used for adaptation afxsting knowledge source network
to new scenarios and for adaptation of decisiomatikees to changing settings.
Historical fusion revealing new knowledge from hidden knowledgeebasn the
accumulated one. The pattern is used to inductifexrénce of new relations between
the entities presenting in different contexts.

The knowledge fusion patterns are formalized im&eof preservation/change of the
structures and autonomies of the initial and tasgeirces, and in terms of the results
the knowledge fusion processes produce in the CADO3® reasons of choice the
states for structures and autonomies as a measuas follows.

Name flat fusion

Problem: providing the decision maker with a set of alttive decisions

Solution: solving the problems, to which the decision maias to find solutions

in the current situation, as a constraint satigfagbroblem

Initial source: operational context

Target source a knowledge source fusing operational contexttaadset of

alternatives

Autonomy pre-states initial source targetsource
non-autonomous n/a

Result in CADSS a new knowledge source of a new type

Result in ontology terms a new knowledge source representing the result of

fusion of the dynamic ontology with the set of aitative decisions

Post-states initial source targetsource
Structure: changed n/a
Autonomy: n/a autonomous

Schematic representationFig. 2
Phase of CADSS functioninggeneration of a set of alternative decisions

“n/a means the source does not exist
Fig. 1. Flat fusion
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Operational context
New knowledge source

......................
S, —source
Cn — internal units in representations of sources
d, — feasible decision
— relationship

—> - link between the knowledge source and the wiitdinstantiated
--» — reference to the unit to be instantiated
= — new knowledge

Fig. 2. Flat fusion: schematic representation

Knowledge fusion involves multiple sources in tmtegration processes. In the
context-aware systems integration of data/inforamdkinowledge refers to the process
of integration of their conceptual structures. Efiere, source’'s structure is an
obligatory concept taken into account by the irséign.

Autonomy creates awareness of the reliability otatiaformation/knowledge
represented in the sources. The CADSS operates yimnuc environments.
Information and knowledge represented in the emvirental sources that are related to
the internal system sources (i.e., the environneaiarces and system ones are non-
autonomous) are considered to be more reliable thdarmation/knowledge
represented in the autonomous environmental saufceargument in favor of this is
any changes in the linked (non-autonomous) enviemai sources are reflected in the
system sources.

An example of patterns specification is given ig.Hi; a schematic representation in
Fig. 2. Flat fusion patter is used in this example.

5 Knowledge Fusion Patterns for Situation Detection

Within IMSK, the domain modeling and knowledge eg@ntation is based on
ontologies [12]. They are used as the core reptasen paradigm and formalism. The
knowledge representation for the fusion module udek two main categories of
knowledge: (1) knowledge specifying fusion tasksl §8) knowledge forming the
input for these fusion tasks. The fusion tasks o dupported are attribute and
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observation fusion, critical situation recognitiand event correlation. In this paper,
we will focus on situation recognition and the iaitite and observation fusion forming
the basis for it. An ontology-based formalizatidrttee situation model is available in
[12].

Within the attribute fusion, the different featurasquired through the various
sensors of IMSK are combined so to determine tbatity of the objects and entities
taking part of the external situation. As oppose#ihematic information (i.e. position,
velocity and acceleration), attribute informatiamyide descriptive information about
an entity’s characteristic or quality. The ID-taglor, width or acoustic signature on
an entity all make plausible attributes. Attributeg, by many means, useful within
systems such as IMSK. In crowded spaces, attribotes facilitate a tracker to
associate observations to correct tracks. A ritloBattributes can also support in the
situational- and behavioral analysis, e.g. by deiteing the identity of entities, by
establishing their relations, and by indicating atiiibute combinations.

The aim of the attribute fusion module is to budldnore precise and complete
description of the entities taking part in an obedr situation. This is made by
continuously trying to extend and refine the flafattributes associated with each
entity. For this task, we use heterogeneous sereiodstake advantage on their
different qualities and the kind of attributes thegn deliver. During the situation
fusion phase, the focus is on the relations that detween these different entities.
Finding these relations allow having a more coherepresentation of the ongoing
situation. The representation goes from a set afenled entities to a structured
observed situation in which the previous entitigset part, with specific roles. When
two observations (at least partially) overly, théormation fusion sub-processes builds
an unique view of the observed object or situatioom them. The fusion phase
confronts several points of view on the state of aoject or a situation. This
confrontation leads to a conflict resolution pha&enajor stake of information fusion
is to automate the conflict resolution phase.

Fig. 3 describes the general information flow ug®dsituation recognition. IMSK
smart sensors, fusion modules and open informadimurces provide information
which are captured in observation graphs baseti@ddmain model. These graphs are
used for observation fusion and create fused observ graphs. The observation
graphs are the basis of situation recognition, tigissentially is based on comparison
with a-priori defined models of critical situationn case a critical situation is
detected, alerts are generated in the command &a@ystem.

When investigating the use of knowledge fusiongrat for situation recognition
in IMSK, the following process was used: we firsatohed the decision support
process forming the ground for knowledge fusiontgyas onto the situation
recognition flow in IMSK. Afterwards the matchindpgses were investigated in more
detail in order to identify potentially suitabletfgans. The potentially suitable patterns
then were mapped onto the IMSK ontology in orddirtally decide on applicability.

The first step, mapping the decision support preaes the situation recognition
flow, showed a principal difference in the appressHMSK did not explicitly use an
abstract context which was adapted and configuoedhie actual operative situation
but rather applied the same application ontologhictv was configured for the
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Fig. 3. General information flow for situation recognition

application case under consideration by instanggit. Although the approaches have
similarities, the fundamental difference is thaustural changes and extensions as
supported by the knowledge fusion patterns addrgsbe process flow in adapting the
abstract context (abstract context creation, refex and reuse) are not applicable. It
should be noted that the use of “context” from dieti support systems in IMSK is
appropriate, since both event correlation and s@dnaecognition depend on the actual
situation of an entity (e.g. the access controtsygiems for the EU-summit).

The knowledge fusion patterns defined for the “apigee” part of the decision
support system process could be applied even f@KIMAn example is the “flat
fusion” pattern presented in section 4. This patteould be used to create a list of
critical situations based on the representatioobservations in the knowledge base. In
DSS, flat fusion creates a list of feasible solsidor a decision problem. In situation
recognition, this “feasible solution” correspondptmssible situations.

Other knowledge fusion patterns considered as Lsaid pertinent for the
situation recognition scenario are ‘“instantiatesgidn” (for creating a real-time
representation of the current situation based enotiservations), “historical fusion”
(for creating new knowledge based on archived previcritical situations) and
“adaptation” (for adaptation of the knowledge b&sdhe detected situation). Fig. 4
gives an overview to the fusion process and us&hfawledge fusion patterns in
IMSK.
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In addition to the use of KF (knowledge fusion)tpats in the knowledge fusion

process, we also investigated possible knowledgmriuresults [13 — 23]. Potential
results enhancing the knowledge base are:

new knowledge created from data/information. Sucdfovkedge represents
information having been processed, organized arctired in a way that may be
used by systems and humans as the basis for praloleimg and decision making;

a new type of knowledge. This result means intégnadf such knowledge that the
outcome is knowledge of a radically new type;

a new knowledge about the conceptual scheme. Esigltrconcerns changes in
schemes formally representing knowledge. New @tati concepts, properties, etc.
appearing in existing schemes are examples of mewledge;

a new problem solving method or a new idea howoteesthe problem. This is the
result of reuse and combining existing knowledgeeaw scenarios;

new capabilities/competencies of a unit (a unitt timmoduces or contains
knowledge). Like the item above, the new capabgitompetencies are the result of
reuse and combining existing knowledge in new stesia

a solution for the problem. This outcome meansgiagon of knowledge from
various sources in problem solving, which resuta problem solution;

a new knowledge source created from multiple saurcehis result is a
generalization of different knowledge fusion result implies origination of a new
source to represent the new knowledge.
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6 Summary and Future Work

The paper investigated the possibility of KF pattase in situation recognition using
the example of civil security from the IMSK proje@the main result was that four KF
patterns from the operative part of the knowledggon process were found applicable
and useful. Based on this insight, we recomment fiitare projects aiming at the
development of knowledge fusion systems for situatiecognition should take these
patterns into account. We expect this to speedhepcbnstruction process of the
domain model and the knowledge base. Another resulis investigation is that KF
patterns designed for DSS at least on the conddptted can be transferred to another
knowledge fusion purpose: situation recognition.

The main limitation of the research presented Ietlat it stays on a conceptual
level. 1t would be worthwhile and interesting tovdp an actual knowledge fusion
solution for situation recognition based on KF eats. During this development
process, the efforts spend would have to be doctedeand compared to other
projects in order to validate whether pattern esdly saves efforts.
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