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Abstract. The difference between Collaborative Business Processes (CBP) and
ordinary sequential business processes (BP) is in the necessity for decentralized
coordination, flexible backward recovery, participants notification about the
current state, fast adaptability to changes in participants’ work, multiple
information systems, individual authorization settings of the participants, etc.
The paper presents a literature survey of four CBP paradigms (namely oriented
on activity flows, documents, cases, and business artifacts) conducted from the
perspective of a vendor of the Enterprise Resource Planning (ERP) system.
Restrictions of the case are implicit information flows in BPs, diversity of ERP
integrations with customers’ information systems (IS), a lack of mechanisms
for BP monitoring, backward recovery and for user notification about the
current state and tasks as well as inability to make changes in customers’ ISs.
The paradigms are reviewed and analyzed regarding these restrictions.

Keywords: cross-enterprise; collaborative business process; process monitoring

1 Introduction

In order to create innovative business products, share knowledge between people and
business, or increase the control and quality of service, enterprises need to collaborate
with each other, thus delegating or providing some pieces of work to other
enterprises [1]. First introduced in [2], such processes are called Collaborative
Business Processes (CBP). The specifics of CBPs is that they are not coordinated by
one central workflow (WF) engine, but rather by multiple engines collaboratively.
Research on CBPs have two aspects. The first, personal, collaboration includes
support of personal negotiations, personal knowledge sharing as well as coordination
and planning of activities (e.g., in the so-called industrial clusters [3]) by using
networks, voice, video and audio IT solutions (e.g., [3, 4, 5, 6]). The second, let us
call it “computer system driven”, collaboration includes support by a business-to-
business (B2B) Workflow Management System (WMS) that “defines, creates and
manages the execution of workflows through the use of software, running on one or
more workflow engines (WE), which is able to interpret the process definition,
interact with workflow participants and, where required, invoke the use of IT tools



and applications” [7], like FITMAN [8]. CBPs are more dynamic than sequential
processes without collaboration and involve more complex communications between
enterprises, especially in relation to non-functional aspects [1].

CBPs among enterprises are called also cross-enterprise [9], cross-organizational
[10], multipartner [11], and intra-enterprise [2, 12] processes. The main distinction
from inter-enterprise CPSs is that they involve several autonomous enterprises in the
business process (BP) execution. This requires decentralized coordination
(choreography) among enterprises’ BPs, since centralized coordination (orchestration)
usually cannot help here (because of loosely coupled collaborations). Choreography is
not trivial, since business independency and sometimes unwillingness/inability to
introduce changes into the already implemented IT solutions is at the fore also for our
business case [2].

Among other IT implementations, Enterprise Resource Planning (ERP) systems
also support cross-enterprise CBPs [13]. It might have specific restrictions (discussed
further) that make it hard to control and monitor such processes, e.g., private/public
and explicit/implicit information flows, diversity of ERP integrations with customers’
information systems (IS), a lack of mechanisms for collaborative process monitoring
and backward recovery, and inability to make changes in customers’ ISs. The goal of
our research is to find out an answer to the question: “What existing solutions and
techniques could be promising to solve issues caused by restrictions of the ERP
business case discussed in this paper?” In order to achieve this goal, we have carried
out a survey of techniques and mechanisms which are used for cross-enterprise CBPs.
The results of the survey will indicate techniques and mechanisms for deeper research
on BP monitoring and runtime user guidance during experimental modeling activities.

The paper is organized as follows. Section 2 provides a brief discussion of the
cross-enterprise CBPs and their management. Section 3 illustrates the context of the
ERP business case as well as its restrictions. Section 4 presents a view on existing
solutions within the CBP management regarding the ERP business case. We conclude
with the summarization of main results.

2  Cross-enterprise Collaborative Business Processes

Usually B2B collaboration systems are static. This means it is not possible to
create/adjust BPs dynamically according to the constantly changing needs and
constraints of the businesses. Instead processes are described in some hardcoded
notations, e.g., BPMN (Business Process Model and Notation). Some research try to
tackle this issue by applying semantic business process management (BPM)
approaches, e.g., hierarchical task networks and Web ontologies [9, 14]. However,
they are dealing rather with the task of generation of BPEL (Business Process
Execution Language) specifications, but not with the task of running and monitoring
execution processes thereafter.

BP monitoring has been widely applied in ISs (e.g., [15]). It usually involves some
form of event-based processing, when it is possible to attach some action(s)
before/after an activity. Such events are mostly used for monitoring the compliance



within the enterprise, but they also can be used to send notifications to some external
endpoints, e.g., for informing other systems/enterprises. Such systems usually utilize
some form of a rule/condition engine, so that the events are fired only when the
condition is met. However, in order to make a decision for a particular
implementation, it is important to evaluate its appropriateness in the context of the
used WF engine, e.g., whether addition of event processing involves changes in the
BP definitions or can be applied transparently to it.

As mentioned in the introduction, in the cross-enterprise processes non-functional
requirements, like privacy and confidentiality, might play even a more crucial role
than functional ones. For managing interests and protecting privacy of the involved
enterprises, CBP management system should provide different perspectives/views for
a particular party. However such adoption of views inevitable increases complexity
both in overall process representation and maintenance of ever changing BPs.

We are mostly concerned to add event processing and data state identifying
capabilities to the legacy/non-process oriented systems. Namely we need to know
how to ensure monitoring and runtime user guidance without influencing legacy
applications and still be able to apply some form of BP modeling and integration with
third party workflows. Currently there exist at least four paradigms to BPM [16]:

o Activity-flow oriented, when the activities and their predefined sequences are used
at firsthand, but the data that must be processed is perceived as second-class
citizen [1, 2, 17];

e Document oriented, when it is important to finish some document using a strict
authorization mechanism, document partitioning and templates [18, 19, 20];

e Case handling, when it is important to resolve a case without necessarily
specifying the order of activities, obtaining some minimum amount of data or
making predefined number of decisions [21, 22];

e Business artifact-centered (a special case of data-centric paradigm), which
combines and models both data (information model) and process (lifecycle model)
aspects as a single unit [16, 23, 24, 25, 26, 27, 28].

The first paradigm is quite mature already and implemented in many enterprise
information systems. Many WMSs offer general modeling and execution of structured
BPs. Besides pure WMSs, ERP systems such as SAP, Oracle, Baan, PeopleSoft have
also adopted this technology [21].

The second and the third paradigms are dedicated for knowledge-intensive
applications, where decision making could be based on unspecified data and facts and
usually involves mental activities or where a WF highly depends on the runtime
context [21, 29]. The document-oriented paradigm provides a flexible decision
making mechanism and a strong authorization mechanism, whereas case handling
aims to provide rather full data than partial one, allow editing data before and after an
activity is executed, decide about availability of activities based rather on the current
information than on the previously executed activities.

The last paradigm, originally proposed in [23], initiated many further studies and
applications because of “a natural modularity and componentization of business
operations and varying levels of abstraction” and the familiarity of the artifact concept



to the business people [16]. Business artifacts can be mapped onto a WF engine, thus
enabling attachment of other BPM capabilities, including specification and
monitoring of business rules and KPIs [16]. Artifact-centered research continues to be
actively developed, especially in the context of declarative style for lifecycle
specification and their tool support [24].

WF monitoring starts with the execution of a BP instance in the WF engine.
Usually it is implemented in a form of event logging and logs more or less complete
information. Another form that must be mentioned is process mining from event logs
[30] or execution records [29]. Modern process mining tools use the control-flow
dimension of a WF by using, e.g., Workflow Petri Nets [29]. Within ERP, bi-partial
monitoring agents called probes can be used [31, 32]. They contain a memory for BP
allocation and a logic for BP monitoring. However, deployment of agents over a
business process may be hard to automate.

3 The ERP Vendor’s Business Case

ERP systems can be divided into two groups, namely ERP | and ERP Il [13]. While
ERP | systems focus on integration of back-office information systems, ERP 1l
systems (which we consider here) focus on collaboration among companies and their
customers, serve all sectors and have web-based open architectures. ERP Il are
complex systems that have more difficulties in coordination among partners as well as
in management and assessment, and, thus, can lead to more frequent failures [13].

Let us illustrate the general features of our business case. An ERP vendor has
many customers, mostly, small and medium size enterprises. Each customer uses the
vendor’s ERP solution for his specific business needs, integrates it with its own and
third party ISs and ERPs, and collaborates with other enterprises. The complexity of
the case is that a single BP may have several participants from different enterprises,
which collaborate to get some business value, as well as may involve functions
provided by other vendors’ 1Ss. However, the ERP vendor has access and ability to
change/enhance functionality only in his own product.

Let us look at the simplified example of the cross-enterprise CBP. Participant 1
initiates the business process, executes his own activities, and then requires
collaborative activities from other enterprises, e.g., agreement of Participant 2 and
approval of Participant 3. In the worse case, Participant 1 might not even know about
the necessity of approval by Participant 3, since this could be Participant’s 2
confidential information. Besides, Participant 1 cannot monitor other participants
activities and his own created documents until the final status of them will be
available for all allowed participants.

From the ERP vendor’s viewpoint, this problem will look more complicated
(Fig. 1). User tasks may be automated in the ERP and other ISs. There is no automatic
coordination between tasks, i.e., only the experienced users might know about the
correct order of tasks and how to conduct them. The participant who initiated the WF
(e.g., Participant 1) does not even know what happens within the business process
until the last “link” in the task chain is completed (e.g., registering the completed



document in the database by Participant 3). Therefore, there is the necessity to know
how the collaborative business process is executed in reality. In our case, it could be
some external monitoring process that follows changes of data and BP states.
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Fig. 1. The simplified CBP from the ERP vendor’s viewpoint

In the context of legacy systems, when a running WE might not exist, or when
knowledge about business processes are only in the users’ heads, or at best in some
decoupled description, knowing how a process is being used in reality becomes even
more crucial. If it would be possible to detect changes in the business objects or
obtain information about ongoing/completed activities, this information could be used
to generate some form of further user guidance. For example, by showing what
activities a particular user should perform next. We should note once more, that the
particular ERP vendor’s customers mostly are small and medium size enterprises, and
they are not able to make great financial investments into purchasing and introducing
expensive BPM products.

To sum up, the main issues within the business case that we are analyzing in this
paper lie in the field of information logistics and are the following:

e FEach participant has its own ERP solution, integrated with other 1Ss. The ERP
vendor has no access to these systems’ internals. It is not welcomed to change the
existing IT solution, and it is not possible to change other information systems.

e There is no mechanism to monitor the current state of the business process and
data, if they are under other participant’s or system’s control. Only the direct user
of the corresponding system is able to find out this information by querying data.
Other participants don’t have such rights due to an access control restrictions.



e There is no notification mechanism about consequent participant’s tasks even when
the document or activity is completed by another participant, and the participant
has access to the database entries.

¢ Information flows are not transparent for participants. Experienced users do know
their own tasks and task execution order, but are not able to see the whole picture.
Thus, a participant who has initiated the business process might not know about all
other participants involved in the execution as well as about the results of
execution of their functions or tasks within the business process.

e There is no informational support regarding the required actions within the task
execution, only experienced users’ knowledge.

Our idea is to introduce runtime user guidance to support participants' work with the
vendor’s ERP by monitoring the current state of BPs and data. One approach to tackle
this case is to employ some form of monitoring data changes in the data store (e.g.,
database). However, usual approaches that use trigger or transaction log analysis
mechanisms might not be sufficient, because it is not possible to detect all kind of
data usage with them. For example, selection queries are not logged in the transaction
logs. Instead we must use specialized database activity monitoring modules (e.g.,
Microsoft’s SQL Server database Change Tracking or Oracle’s Audit Vault and
Database Firewall).

Next sections are devoted to analysis of existing solutions in the field of CBPs.
Since ERP systems are mostly process and data oriented, but quite often may require
backward recovery, only the first and the last paradigms are considered relevant to
our case and will be studied in the next section.

4 Existing Solutions in the CBP context

Accordingly to the issues and corresponding constraints mentioned in the previous
section, we have defined criteria for paradigm/solution analysis that we will use
further: maturity of the implementation technique, specification languages, execution
principles, monitoring mechanisms (active or passive), easiness of current state and
task identification, flexibility of decision making mechanism, communication and BP
coordination/synchronization mechanisms, authorization and privacy, integration with
other ISs, and a compensation mechanism (transaction backward recovery).

4.1  Activity-flow Oriented Paradigm

The first technique is peer-to-peer collaborative business process management [2,
33], where a role [17] or an agent [2] can create an instance of the CBP, initiate his
own “peer-side” instance, and then notify his peer to instantiate the peer’s side
instance. In case of roles, the workflow must be well-understood, specified and shared
by all participants. Holding privacy of enterprise activities within the workflow is the
challenge in this case. In agents-based processes, an agent must know its
communication paths with other agents and a corresponding part of the workflow
state space. For roles the workflow could be specified using CPDL (Collaborative



Process Definition Language) in an XML document, then compiled to DOM (Data
Object Model) tree of Java objects, then to a Java class. For agents it could be any
executable workflow specification. The process is executed as a set of peer process
instances (which share the same process definition and may have private data and
sub-processes) run by process management systems of the participants [2]. The
monitoring is realized as a collaboration among multiple engines which share one
common predefined workflow specification. Besides, each agent has its own engine
and querying server which collaborates with other agents’ querying servers, thus
getting data about the current process state and data statuses. Another way is
implementing monitoring agents within the ERP that collect metrics from the ERP
database and log files, make an analysis and inform the ERP users about analysis
results [31]. The decision making is decentralized and could be based on predefined
roles within the shared workflow [2] or on a set of predefined links to partners related
to the possible process states [17] which contain also data about requested and
suggested tasks. Communication is implemented as peer-to-peer messaging
mechanism [2], however simple message interchange (at conversational level) is not
enough when a workflow is complex and includes intra- and inter-enterprise
collaborations. In this case process-level coordination is critical. Authorization can be
role-based [2], when each participant has its own role within the shared workflow and
the rights to manage access permissions within his/her role. If the multipartner
collaboration uses the peer-to-peer messaging mechanism, then the solution could be
embedded as a set of separate external WMSs [2], or completely implemented in the
single WMS [17] that controls and coordinates all process invocations.

The second technique is workflow-view-based process collaboration [1], where
processes are views on the workflow from the participant’s viewpoint, and their
instances may form a network. Still, the common synchronization means is defined by
the workflow specification. Specification could be written in BPMN, WS-BPEL
(Web Service BPEL), ebXML (Electronic Business using eXtensible Markup
Language), or RosettaNet, and then they can be run in some WMS [1]. Unlike [2], the
specification is implemented and executed by a single WMS engine, and
communication is controlled and managed by this engine. The open challenges are
analysis of visibility constraints between entities, process view coordination and
deployment of process views for partner organizations [1]. The monitoring uses
tracking of a network of process instances that have multiple collaborative relations
with each other. Unlike [2], in a variety of workflow views, each process has its own
view on the common workflow and may change authorization settings. Tracking in a
network of process instances could be a useful compensation mechanism for
backward recovery, notifying corresponding partners about failures.

Another kind of views on the workflow are web services (WS). Their
implementation, monitoring and coordination is well elaborated during previous
years. However, currently service networks might not correspond to business services
and their combination requires good understanding of their business properties
(ontology based semantic services is the promising answer to this issue), and their
coordination is not flexible. Specifications, like WS-BPEL and WS-CDL, use
predefined processes or rules to solve questions on inputs/outputs, message



correlations, etc., but do not take into account dynamics of business processes in
collaboration. They require more transactional support because standards and
protocols like BPEL4WS, WS-Coordination, WS-Transaction, WSCI (Web Service
Choreography Interface) and WS-CDL have too fixed compensation mechanism [1].

4.2  Business Artifact-centered Paradigm

While activity-flow oriented business process modeling is oriented on the
activity/task flows and considers data flows as secondary, but document/case oriented
modeling — vice versa, another paradigm is centered around the data. A very
promising data-centric paradigm is the business artifact paradigm that uses a
combination of data and process flows as a single building block called (business)
artifact [16]. “Artifacts are business-relevant objects that are created, evolved and
archived as they pass through a business” [16] (e.g., a deal).

Artifacts are specified by two models (or schemas [26]), namely an
information/data model and a lifecycle model [25, 27]. The information model
specifies data about the business objects during their lifetime. The lifecycle model
specifies tasks and their order (way) in time, when they must be invoked on the
business objects in the state-based form. There are two notations for the lifecycle
specification [26]. The first one is Finite-State-Machines (FSM) for lifecycles without
multiple state paths. The second one is Guard-Stage-Milestones (GSM) for lifecycles
with complex branching. Decision making is implemented by rule definitions in form
of Event-Condition-Activity (ECA), where artifact data serve as business terms in the
rules. The current state and data statuses are kept in the artifact and business rule
instances and are available on demand. Thus, monitoring could be provided in a
simple way — by inspecting artifact instances directly [27].

Participants might use only a part of artifact’s lifecycle, however they will be
familiar with other stakeholders needs and their own needs [25]. In this case
coordination could be implemented by using log files and controllers of processes,
artifacts, and business rules [27]. Artifact specifications may be mapped into
workflow designs and executed by a WE, but this leads to losing information about
business rules, since they are degraded to control flows and become hardly
manageable [27]. Some authors encourage to use special artifact-oriented
management systems [25, 26, 27]. In such systems business rules may be
modified/removed/added at run-time. Authors suggest using two kinds of
management systems: procedural and declarative. The imperative (Siena for FSM
models [28] and Barcelona for GSM models [24]) systems are similar to the WMS.
The declarative artifact system is under development. It is passive, since allows
querying and retrieving artifact information, invoking business events and notifying
about the pre-subscribed events [26]. Passive systems could be integrated easier than
imperative ones. However, currently artifact-centric management systems mostly
have prototype implementation. At the present realization of this paradigm in WMS is
faster and more mature, however requires additional efforts in monitoring and
business rule flexibility [27].



The artifact model is represented as an XML document and interpreted directly
[16]. All these systems foresee participants’ access control over artifact data [16, 26]
using the CRUDAE (create, read, update, delete, add, edit) mechanism.

Table 1. Characteristics of the activity-flow and business artifact oriented paradigms

Features Activity-flow oriented Acrtifact oriented

Technique mature immature

Specification standardized, broad @ WMS not standardized but could be
(standardization,  support, levels of abstraction mapped to WMS supported

tool support, levels
of abstraction)

Execution
(engines,
collaboration,

contexts)
Monitor

State and task

notification

Decision making

Communication

Coordination

Authorization

Integration

Compensation
mechanism

(conceptual, design, executable)

XML + Java, one or several
WESs; process instance or agent
collaboration; the WF/process
context

active within WMSs

kept implicitly  within  WF
instances (requires additional
calculations)

glued with control flows (more
static)

peer-to-peer messaging,
notification by a WE
agent/process choreography,

shared WF specification, single
WF

roles, agents;
processes and data
WE must be tightly integrated
with other ISs in order to manage
WFs

private/public

too  fixed for  dynamic
collaboration if standardized,
otherwise requires  additional

effort

standards, tool support only by
prototypes, levels of abstraction
(conceptual, design, executable)

the artifact or WF engine; artifact
collaboration; the artifact/process

context

active within WMSs or
active/passive  within artifact
management systems

kept explicitly  within artifact

instances (fast access)

at the conceptual level is separated;
at other levels is glued only if WMS
are used

notification by a WE or artifact
engine (in passive systems after the
request or after artifact state
updates)

artifact  lifecycle choreography,
shared artifact specifications, (in
case of WMSs) process
orchestration or choreography

roles; private/public processes and
data

- if the WE, then must be tightly
integrated with other ISs in order to
manage WFs;

- if the artifact engine, then may be
realized as a passive system.

direct retrieve of information from
the artifact’s historical data




The compensation mechanism could be implemented in the context of business
artifacts, since all states are known and historical data are logged.

In overall, this paradigm is at the early stage of elaboration and its implementation
may require additional research on implementation, e.g., in the context of databases,
concurrency control of artifact instances, and data integrity [16].

43 Summary

Summarizing all features (see, Table 1), we can conclude that conceptually the
business artifact paradigm has almost all features of the activity-flow oriented
paradigm and is more flexible. It has a different viewpoint in the flow of work
activities and data, but may be successfully mapped to the already matured activity-
flow oriented paradigm and existing tools. However, in such case the implementation
will lose separate logic of business rules, since it will be distributed within control
flows. Another advantage of the business artifact-centered paradigm is in its potential
implementation as a passive (monitor) system that is one of our business case needs.
However, this paradigm is new and its realization in an artifact management systems
could have various technical challenges.

5 Conclusions

Small and medium businesses, which the ERP vendor targets, are not able to
introduce expensive WE solutions, as well as adaptation of legacy ERP for WF based
execution usually is not possible without completely redesigning the architecture. As
a compromise, BP monitoring and runtime user guidance during cross-enterprise CBP
execution could be introduced. However, there are various complex technological
issues to solve among other, e.g., state change detection in the process and data flows,
access control, determination and notification about subsequent tasks.

Analysis of the available techniques for managing cross-enterprise CBPs
concluded that for the business case discussed we should focus on activity-flow
oriented and artifact-centric approaches. The former is mature and has developed tool
support, but is imperative and less flexible. The latter one might be more promising,
but its practical application and tool support are weak and are to be studied in more
detail.

This research is ongoing and we continue elaborating on the selected approaches.
We plan to research technical implementation of their principles during experimental
modeling activities based on the real cross-enterprise CBP.
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