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Abstract. In several application domains ranging from automotive to aerospace (Garro, Grof3,
Riestenpatt Gen. Richter and Tundis, 2013; Falcone, Garro and Tundis, 2014; Garro, GroB,
Riestenpatt Gen. Richter and Tundis, 2012; Garro and Tundis, 2012b; Garro and Tundis,
2012c; Garro, Tundis and Chirillo, 2011), a great variety of systems are currently designed and
developed by organizing and integrating existing and heterogeneous components. This design
approach potentially offers many advantages in terms of time and cost reductions as promote
the reusability of existing components and enable a natural parallel work organization in the
system realization (Falcone, Garro, Longo and Spadafora, 2014); in fact, system components
can be selected/customized/realized separately and then integrated so to obtain the overall
system. However, the integration of system components is a challenging task whose criticality
increases as the heterogeneity and complexity of the components increase. Thus, suitable
engineering methods, tools and techniques need to be exploited to prevent and manage the risks
arising from the integrationofsystem components and, mainly, to avoid their occurrence in the
late phases ofthe system development process which may result in a significant increase in the
development cost.

To overcome these issues the adoption ofthe Systems Engineering approach represents
a viable solution as it provides a wide set of methods and practices which allow the definition
of'the system architecture and behavior at different abstraction level in terms ofits components
and their interactions (Garro and Tundis, 2014; Tundis, Falcone and Garro, 2014; Garro and
Tundis, 2012). Moreover, systems requirements are constantly traced during the different
system development phases so to clearly specify how a system component concurs to the
satisfaction of the requirements (Garro, Tundis, Rogovchenko-Buffoni and P. Fritzson, 2013;
Rogovchenko-Buffoni, Fritzson, Garro, Tundis and Nyberg, 2013; Tundis,
Rogovchenko-Buffoni, Fritzson and Garro, 2013). However, in the Systems Engineering field,
even though great attention has been devoted to functional requirements analysis and
traceability, there is still a lack of methods which specifically address these issues for
non-functional requirements. As a consequence, the analysis concerning if and how
non- functional requirements are met by the system under development is not typically
executed contextually to the design of the system but still postponed to the last stages of the
development process (e.g. system verification) with a high risk of having to revise even basic
design choices and with a consequent increase in both completion time and development cost.

Among non-functional requirements, Reliability, which represents the ability of a
system to perform its required functions under stated conditions for a specified period oftime,
is a key requirement to satisfy especially for mission critical systems where system failures
could cause even human losses. Moreover, it is strongly related to other main system properties
such as Availability, Maintainability, and Safety.



To perform quantitative and qualitative Reliability analysis, several techniques are
currently available which are mainly based on statistical and probabilistic tools and on the
hierarchical decomposition of the system in terms of its components. Nevertheless, the
increase in both system complexity and accuracy required in the reliability analysis often goes
beyond the capabilities of these techniques. Moreover, their integration in typical system
development processes, and especially in the design phases, is quite difficult and then their use
is oftenpostponed to the later development stages (e.g. system verification). As a consequence,
new techniques are emerging which are centered on model-based approaches so to benefit from
the available modeling practices and which incorporate the use of simulation to flexibly
evaluate during the design the system reliability performance and compare different design
choices (Fritzson, Garro, Nyberg, Rogovchenko-Buffoni and Tundis, 2013; Garro and Tundis,
2013). Despite a general consensus on the advantages that could derive from their exploitation,
the use of these model-based techniques has been traditionally unusual and has not been
recommended by international standards until recently (see IEC 61508, 2010). This delay in
the adoption is mainly due to the lack of methods able to integrate available modeling
languages, tools and techniques in a consistent modeling framework.

In this context, the talk aims to discuss the main issues related to system dependability
analysis and to present possible emerging solutions, centered on model-driven and
simulation-based approaches, which will be exemplified through industrial case studies (Garro
and Tundis, 2014; Garro, GroB3, Riestenpatt Gen. Richter and Tundis, 2013; Garro and Tundss,
2014b).
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