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Abstract. Ubiquitous computation refers to the creation of environments with 
high processing and communication capacities in which the computers 
practically go unnoticed by the users. A context in which this vision of the 
future opens different lines of research is the field of health. The goal of this 
paper is to present a proposal for ubiquitous computation in a hospital context 
for the application of medical protocols that help with the taking of decisions. 
As a case study we use a protocol of action for the prevention, diagnosis and 
treatment of the infections caused by central catheters. 

1   Introduction 

The term ubiquitous computation, as coined by Weiser [17], refers to the creation of 
environments with high processing and communication capacities in which the 
computers practically go unnoticed by the users [16]. 

One of the promises of this vision of the future is that, in so far as the computers are 
capable of gathering and storing information from the environment, it will be able to 
better help the user to reach his goals [11]. The aim is that the interaction with the 
user adapts itself to the particular needs of the user and to his previous behaviour, 
being able even to anticipate his (her) actions. 

The goal of this paper is to present a proposal for ubiquitous computation in a 
health context for the application of medical protocols that help with the taking of 
decisions. The concrete case of protocol that we use as a case study is a protocol that 
the sanitary personnel must follow in the Intensive Care Unit (ICU) of a hospital 
when they suspect that a patient has an infection caused by an intravenous catheter 
(IRC). 

In the following section we explain the scenario that we try to develop once the 
whole system had been implemented. In that section we intend to clarify our goals. In 
the following section we present particular aspects of our concrete proposal. We will 
start by describing the architecture hardware that we propose to be able to go on to 
analyze and to present, later on, how we tackle the implementation of the medical 
protocols and the interaction between the user and the system. Finally, the current 
state of the project is explained. 



2   The scenario 

A patient comes to the ICU (Intensive Care Unit) from another service of the hospital 
with a radiofrequency identification card (RFID RadioFrecuency IDentification) [3, 
9]. The clinical history number, identifying the patient in an unique way, his (her) 
clinical conditions, symptoms, diagnosis and the service which sends the patient to 
the ICU have been previously stored on the microchip of the card. On entry to the 
ICU there is a card reader, which sends a set of radio waves to the card, with the 
result that the card catches them by means of a small antenna. These waves activate 
the microchip, which, by means of the microantenna and the radio frequency, 
transmits the information that it stores. At the same time, the antenna sends the 
information to the ICU’s server, which has software that is responsible for storing the 
information received in the Departmental Database, registering furthermore, the 
exact time when the patient is admitted. When this entry is registered in the database, 
the clinical history of the patient is requested, in an automatic way, from the Central 
Database. The clinical history is stored in the ICU’s database in such a way that users 
can only read but not modify the information. 

Once the patient is admitted, a catheter is inserted and, later on, a possible 
infection caused by the catheter is observed. In this situation, the doctor, after his 
(her) authentication and the identification of the patient by means of a PDA [18], 
gains access to the set of symptoms established by the protocol on catheter 
infections. The doctor indicates the group of symptoms observed in the patient and, 
in turn, the application communicates to him (her) the possible treatments and tests 
established by the protocol, which results possibly, in a change of the patient’s state. 
The doctor chooses, if necessary, the treatment and the tests that he (she) considers to 
be more appropriate. This information is transferred, by means of WiFi or Bluetooth 
technology, to the Departmental database server. 

The doctor finishes his (her) shift, and he (she) is worried about the state of the 
patient, he (she) sends a message to the computer system requesting to be informed, 
by means of SMS messages, of any changes in the state of the patient.  

When the situation of the patient gets worse, the system automatically sends to the 
doctor’s mobile the corresponding SMS messages. 

Faced with the critical state that the patient is in, the doctor visits a work partner in 
order to analyze the situation. In the office of the latter, both colleagues accede, 
through the intranet of the hospital, with the correct authentication and the 
identification of the patient, to his (her) evolution in the ICU and, if it is necessary, to 
his (her) clinical history. 

Finally, the patient reacts favourably to the treatment and the infection disappears, 
which is registered in the Departmental database server. All the information 
regarding the states, treatments and tests carried out, is stored in the Departmental 
database, as part of the local clinical history of the patient. 

When the patient is sent to another service, his (her) transfers are registered by the 
card reader. The registration causes the transfer of the clinical information generated 
in the ICU and the deletion of the clinical history that was sent by the server at the 
time of the patient’s admission. 



3   Hardware architecture 

With regard to the described situation, which is the declared goal of our project, we 
set out the proposed hardware architecture in figure 1 which shows all the hardware 
elements and the mobile devices that will make up the system. 
 

 
 

Fig. 1. Hardware architecture. 
 

It is supposed that the hospital has a central server with two databases, one that 
contains the information about patients with his (her) clinical histories and another 
one that contains the information about the clinical personnel. The hospital also has a 
Web applications server, by means of which an intranet application is managed, 
which is addressed to the clinical service. On the other hand, the ICU has a local 
server for the management of its own information. Just as has been mentioned above, 
when a patient is admitted in the ICU, the Departmental Database requests the 
clinical history of the patient from the Central Database, which is stored as an 
unmodifiable file. Thus avoiding the highly undesirable situation that the doctor 
cannot consult the clinical history of the patient in a critical state because of a 
breakdown in the net.  

In general, all databases, irrespective of their location, collaborate through a 
federated system architecture interchanging information through services requests [4]. 
The goal of the project is to include mobile elements in the system and to construct 
the applications that are necessary in order that the described scenario can be real.  



4   Medical protocols 

Initially the protocols are on paper, at the disposal of the clinical personnel. The 
protocols are hospital dependent so that they must be freely accessible especially to 
new personnel. 

Moreover, the medical protocols, due to their individualized characteristics, must 
be modified with the passage of time in order to adapt both to the evolution of 
medical knowledge and to the advances that can take place in pharmacological 
treatments or in clinical tests. For this reason, at the moment of deciding the way in 
which the protocols are going to be implemented, it is important to take into account 
in our decision whether the resultant code and data structures are easy to be 
maintained or not. A medical protocol establishes the interventions that must be 
carried out with regard to the current circumstances of a patient. Taking this into 
account, we consider that there are two types of changes which can be produced in a 
protocol:  

 
- modification of static aspects of the protocol: for example the symptoms that must 

be considered, the treatments to be given, the tests to be taken... 
- modification of dynamic aspects of the protocol: for example the moment at which 

it is necessary to consider a symptom, when a treatment begins, or at what moment 
a clinical test is to be requested... 
 
The protocol that we are using for the development of the project is a protocol that 

the sanitary personnel must follow in the ICU when it is suspected that a patient has 
an infection related to intravenous catheter (IRC). The use of vascular catheters for 
diagnostic or therapeutic purposes is more and more frequent, especially in patients in 
a critical state or with severe pathologies or serious chronic illness. The problem is 
that the infections caused by catheters constitute the principal cause of hospital-
acquired nosocomial bacteremia and are related to a high morbidity and high 
mortality rates [2, 12]. On account of all this intervention protocols for the 
prevention, diagnosis and treatment of  infections caused to central catheters must be 
established. 

In particular, an action protocol establishes the criterion that the doctor must take 
into account to decide whether the catheter can be kept in or if, to the contrary, it 
must be removed and to decide what antibiotic treatment must be given to the patient. 
The range of possibilities that the protocol permits depends principally on the clinical 
characteristics of the patient, on the concrete symptoms that the doctor observes and 
on the results of the clinical tests. Thus, the protocol helps the doctor to decide 
whether to remove the catheter or not and what antibiotic treatment is to be given, 
with regard to the patient’s condition at every moment. 

4.1   Adaptation to static changes 

In order to adapt the computer tool when static aspects of the protocol are modified, 
we have considered it appropriate to store all the static information in a database, 



which we will call protocol database. This database will contain the symptoms, 
clinical characteristics, pharmacological treatments and clinical tests that are related 
to the application of the protocol. A change of any one of those aspects of the 
protocol will suppose only the modification of the information stored in the database, 
without, in principle, it being necessary to modify the code of the programs.  

4.2   Adaptation to dynamic changes 

The achievement of a completely satisfactory solution for the case in which the 
changes take place in the dynamics of the protocol is more difficult. The explanation 
of our approach is the following.  

Several formalisms have been proposed in the literature for the specification of 
systems behaviour. The modelization of diagnostic and therapeutic processes has 
been tackled using both formal and informal methods  [1]. 

The problem of informal methods is their ambiguity and that the models can not be 
formally analyzed. On the other hand, formal methods do not have the problems of 
informal methods but, in general, they are more difficult to understand [5, 6, 7] 
(specially for people such as doctor who typically do not have a specific 
mathematical background). In [1] it is claimed that the modelization of medical 
processes must be done by means of methods that overcome the problems of formal 
and informal approaches. Methods that, on the one hand, have an easily 
understandable notation and, on the other hand, can be formally analyzed. 

Following this criterion we have considered appropiate to use the statechart 
technique [8] in order to represent the dynamics of the protocols. We have taken this 
decision in view of the fact that several proposals value positively the notational 
facility of the statecharts to make it easily to understand the specific case of the 
representation of diagnostic and therapeutic processes [10]. All this with the 
advantage that this easily understandable visual formalism is at the same time formal 
and rigorous. It must be acknowledged that, to our knowledge, nobody has used the 
statecharts for the specific case of the representation of medical protocols. For this 
reason our approach would open a new field for the application of these statecharts. 

In our particular case the states of a statechart can represent what the different states 
of a patient can be, as the protocol is applied to him (her). The transition between two 
states will represent the events that cause patient to change state, for example, as a 
consequence of results obtained from the clinical tests, or because the doctor 
considers it appropriate. 

Once the statechart that represents a protocol has been established, we make double 
use of it. On the one hand, following a design methodology controlled by models, the 
statechart will help us to construct the program that implements the protocol. And on 
the other hand, it will help us to fix the structure of the database in which the clinical 
history of the patients will be stored indicating the different states through which they 
have passed during the application of the protocol. 

There are a variety of proposals in the literature about how to implement a 
statechart (see, for example, [13, 14, 15]). In general two types of approach can be 
distinguished: 



- One can be defined as a global variable whose purpose is to store the current state 
and the action to be taken is decided by means of conditional sentences with 
regard to the value of that variable and the event that has happened. 

- Every state is implemented by means of a class and every event is implemented as 
a method of the origin class of the transition that the event triggers. 

 
In our particular case we consider more appropriate the second option since, 

though the first one needs less space for storage, the second one has the advantage 
that it generates code that is easier to maintain when changes are produced [15]. 

However, although we have used the ideas of the authors that follow the second 
option as a starting point, our proposal has several characteristics that make it 
different. In general, the authors are only concerned about constructing a program 
whose code determines the behaviour of an object which lives and dies during the 
execution of the program. In our case the needs are different. On the one hand, the 
functionality that we want for the PDA needs that the application starts by requesting 
from the database the current state of the patient and that, after the decision of the 
doctor, if it is the case, it stores the new state of the patient. In this way our solution 
has to equate the implementation of the statechart with the management of the objects 
persistence (something that other authors do not address). And on the other hand, 
besides the implementation of the dynamics represented in the statechart, we also 
want to use the statechart as a guide which helps how to store the patient states, in 
order to obtain the backward traceability of the patients evolution with regard to the 
application of the protocol. For this reason our proposal also includes the definition of 
a database schema for the storage of the information related to the patients states. 

5   State of the project 

The databases that store the information with regard to the patients, the sanitary 
personnel, the protocol and the patients states, have been implemented using the 
agent database Oracle 10g. Since the Oracle Application Server 10g is optimized for 
ORACLE Database 10g, we have considered it appropriate to use it as an applications 
server.  

The application of the Web server that shows information with regard to the 
application of the protocol is being developed with the JSP. Regarding the client 
application that will allow the management of the protocol and, particularly, the 
maintenance of the information concerning the medical tests, medication and other 
elements that define the protocol; this is implemented in Visual Basic. The PDA 
application that allows the doctor to consult in real time information concerning the 
protocol, is implemented with technology .NET.  

Finally, it is to be noted that in order to achieve communication between the 
mobile and the Web server by means of SMS messages, different options have been 
considered. Possibly the best option will be to use a service provided by a mobile 
telephone company that allows the above mentioned requests to be performed by an 
existing application. 



Among all the elements that take part in the scenario we have suggested, we 
consider that the PDA application is the one that is most innovative, both  from the 
technological point of view due to the technical characteristics of the device, as well 
as from the stand point of the difficulty of the particular form in which we implement 
the statecharts, such as has been previously explained.  
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