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Abstract. Industry governance, risk, and compliance (GRC) solutions stand to
gain from various analyses offered by formal compliance checking approaches.
Such adoption is made difficult by the fact that most formal approaches assume
that a mapping between concepts of regulations and models of operational specifics
exists. We propose to use Semantics of Business Vocabularies and Rules along
with similarity measures to create an explicit mapping between concepts of reg-
ulations and models of operational specifics of enterprises. We believe that this
proposal takes a step toward adapting and leveraging formal compliance checking
approaches in industry GRC solutions.
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1 Introduction

With non-compliance being penalized severely in most countries and across various
business domains [1, 2], effective and efficient resolution of regulatory compliance is
high on priority for modern enterprises. While industry governance, risk, and compli-
ance (GRC) solutions help enterprises in managing regulatory compliance, they are
mostly document-oriented and are not as rigorous as formal approaches to compliance
checking. Formal compliance checking can offer several analysis benefits to indus-
try GRC solutions such as formally finding out (non-)compliance to regulations [3-9]
against document-based evidence as in industry GRC solutions, computable explana-
tion of proofs of (non-)compliance [10, 11] against expert’s judgement as in industry
GRC, management of frequent changes in regulations [12, 13] against functional heat
maps derived from experts’ knowledge as in industry GRC, etc.

Each formal approach ideally requires to relate regulations to operational specifics
of enterprises. A terminological mapping would essentially tell where in the operational
activities a rule from the regulation becomes applicable. Surprisingly, formal compli-
ance checking approaches implicitly assume such mapping to exist without describing
how to arrive at it as also indicated in [14—16].



If some means were provided whereby similarity between concepts from regulations
and operational specifics could be formally established, then it would be easier to relate
concepts from regulations with operational specifics and indicate where a rule from
regulation becomes applicable. This would also make it easier to transfer results in
formal compliance checking to practical usage.

We take a step in this direction by using Semantics of Business Vocabularies and
Rules (SBVR) to model vocabularies of regulations and operational specifics of enter-
prises. We also propose to map the concepts from structured SBVR-based vocabularies
of regulations and operational specifics using semantic similarity measures.

The paper is arranged as follows. In Section 2, we review several works in for-
mal compliance checking with regards if and how they map concepts from regulations
and operational specifics of enterprise and enlist our observations. Based on our ob-
servations, we propose the use of SBVR-based vocabularies and semantic similarity
measures in Section 3 to map these conceptual realms. Section 4 concludes the paper.

2 Related Work and Motivation

Several formal compliance checking approaches have been presented in literature. These
approaches treat business process (BP) models as the de-facto representation of opera-
tional specifics of enterprise and check BP models for compliance against regulations.
Our specific aim in presenting the related work is to show how these approaches map
concepts from regulations with concepts from BP models. We consider five representa-
tive formal compliance checking approaches, namely defeasible logic-based [9,17,18],
Petri-net based [11], compliance rule graph-based [7, 8, 19], extended BP modeling no-
tation (BPMN) query and linear temporal logic (LTL)-based [3, 20, 21], and Business
Property Specification Language (BPSL) and LTL-based approaches [22,23]. Table 1
illustrates these approaches in two columns. First column shows how each approach
maps labels/phrases from regulations to labels/phrases from approach-specific repre-
sentation of BP models and second column notes formalism in that approach. In the
following, we briefly elaborate the formal compliance checking approaches with re-
gards mapping between labels/phrases row by row from Table 1.

First row from Table 1 shows defeasible logic-based approach for checking compli-
ance of BP models against regulations [9]. Regulations are modeled in Formal Contract
Language (FCL) which is a combination of efficient non-monotonic defeasible logic
and deontic logic of violations. First row shows a formulation of a regulation the cre-
ation and approval of purchase requests must be undertaken by two separate purchase
officers. Labels CreatePR and ApprovedPR from FCL expression match with Create
Purchase Request and Approve Purchase Request activities from BP model respec-
tively. Label PurchaseOfficer from FCL expression maps to Purchaser from BP model.
It is evident that this mapping is presumed to exist implicitly in [9]. SBVR-based trans-
formation of business rules to FCL expressions is suggested in [18] and semantic an-
notations of BP models in [17], but a structured terminological mapping of concepts is
yet not explored.

Second row from Table 1 shows an approach in which an event log describing the
observed operational behavior is aligned with a Petri-net pattern that formalizes a reg-
ulation. From the regulation shown in the second row of Table 1, phrases a discount of
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10% is granted if the customer is a gold customer and 5% are granted if the customer
is a silver customer are mapped to phrases grant 10% gold and grant 5% silver. No
explicit terminological mapping exists in this approach [11].

Third row from Table 1 shows an approach where events from operational event
trace are checked against graph-based compliance rule language called compliance rule
graph that formalizes a regulation. Phrases payment runs, list has to be signed, trans-
ferred to the bank from the regulation are presumed to match with similarly named
events and are mapped to labels PR, SL, and TB respectively in the compliance rule
graphs. No explicit terminological mapping has been suggested in [19] from which this
example is taken or other publications from same authors [7, 8].

Fourth row from Table 1 shows an example from [3]. It uses BPMN-Q which is
a visual language based on BPMN used to query BP models by matching a process
graph to a query graph. Visual queries labelled Rule 1 and Rule 2 in the middle indicate
BPMN-Q queries adapted to expressing the regulation on left. Interestingly, the con-
cepts from BPMN-Q representation of the regulation match with the BP model shown
by process graph on the right. This is to be expected since BPMN-Q visual queries are
based on corresponding BP models. Yet, translation of regulations to BPMN-Q queries
does not preserve same concepts, for instance, phrase customer information must be
obtained is mapped to phrase Obtain Customer Info. Other publications by the same
authors [20,21] similarly do not express the need for explicit mapping and presume that
terminological mapping from regulation statements to BPMN-Q queries exists.

Finally, fifth row from Table 1 shows an example from [22]. BP models expressed in
the Business Process Execution Language are transformed into Pi calculus and then into
Finite State Machines. Compliance rules captured in the graphical BPSL are translated
into LTL. This way, process models can be verified against these compliance rules by
means of model checking technology. The example shows that BPSL formulation of la-
bels RecordCustomerInfo and VerifyCustomerld map to BP labels RecordAccountlnfo
and VerifyCustomerldentity respectively. This approach too does not consider an ex-
plicit terminological mapping and with several transformations between specifications,
lack of explicit mapping is likely to be problematic.

Table 1 essentially shows that most formal compliance checking approaches assume
that labels/phrases from regulation statements map to labels/phrases used in various reg-
ulation and BP specification languages. There are approaches that recognize the need
for explicit mapping between the concepts such as [16] and use word databases which
consider co-occurrent words and synonyms of an activity name from the BP models.
However, this approach lacks formal compliance checking as in other approaches enu-
merated so far. Considerable research has been done on semantic similarity of texts out-
side the context of regulatory compliance. An approach in [24] uses information content
of texts to yield similarity judgements that correlate more closely with human assess-
ments than other measures. Since rules and activities are short length pieces of text, it is
possible to use method described in [25], which combines corpus- and knowledge-based
similarity measures targeted at matching short length pieces of texts more accurately.

Industry models of operational specifics, whether they are BPMN-based BP models

or enterprise data, are generally extremely large. Texts of regulations such as Sarbanes-
Oxley (SOX), Foreign Account Tax Compliance Act (FATCA), BASEL-III, Dodd-



Frank and various anti money laundering regulations like Know Your Customer (KYC),
etc., are similarly large with several interdependent regulations. From semantic similar-
ity point of view, specific and short length pieces of texts need to be matched. Without
such an explicit terminological mapping between these two sets of concepts, it is dif-
ficult to practically apply formal compliance checking approaches. In the next section,
we sketch our proposed approach in this direction.

3 Vocabularies and Semantic Similarity

Our approach for mapping concepts from regulations and operational specifics is il-
lustrated in Figure 1. Vocabularyg., and Terminological Dictionaryoperarions indicate
SBVR vocabularies of regulations and operational specifics respectively. Operational
specifics may be present in any BP modeling form or as enterprise data. The concepts
from individual vocabularies Vocabularyg,, and Terminological Dictionaryoperarions are
mapped using semantic similarity measures. By expressing these concepts with a pre-
determined set of synonyms for each pair of concepts from both Vocabularyg., and
Terminological Dictionary operarions, it is possible to express compliance checking uni-
formly using a given formalism. We briefly describe next how SBVR can be used to
model aforementioned vocabularies.
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Fig. 1: Using Vocabularies and Semantic Similarity to Map Regulations and Operational Specifics

Modeling Concept Vocabularies SBVR vocabularies for regulations and operations
can be defined in terms of four sections. First, vocabulary to capture the business con-
text is created, consisting of the semantic community and sub-communities owning the
regulation and to which the regulation applies. Each semantic community is unified by
shared understanding of an area, i.e., body of shared meanings and a body of shared
guidance containing business rules. These concepts are shown as Business Vocabulary
in SBVR metamodel in Figure 2.

Second, the body of concepts is modeled by focusing on key terms in regulatory
rules. Concepts referred in the rule are modeled as noun concepts. A general concept is
defined for an entity that denotes a category. Specific details about an entity are captured
as characteristics. Verb concepts capture behavior in which noun concepts play a role.
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Fig.2: SBVR Metamodel For Creating and Mapping Regulations and Operations Vocabularies

Binary verb concepts capture relations between two concepts. Characteristics are unary
verb concepts. The SBVR metamodel for modeling regulation body of concepts are
shown as Meaning and Representation Vocabulary in Figure 2.

Third, we build the body of guidance using policies laid down in the regulation. This
includes logical formulation of each policy (an obligation formulation for obligatory
rules) based on logical operations such as conjunctions, implications and negation. This
is shown in Business Rules Vocabulary in Figure 2.

Fourth and lastly, we model the terminological dictionary that contains various rep-

resentations used by a semantic community for its concepts and rules defined above.
These consist of designations or alternate names for various concepts, definitions for
concepts and natural language statements for policies stated in the regulation. We also
use the terminological dictionary to capture the vocabulary used by the enterprise in its
business processes. Each activity in the process becomes a verb concept wording in the
terminological dictionary. SBVR concepts for modeling terminological variations are
shown as Terminological Dictionary in Figure 2.
Mapping Concepts by Similarity Once the vocabularies of concepts from regulations
and BP models are available, we can use similarity measures as in [16, 24, 25]. Note
that the SBVR-based vocabularies provide a structured corpus where it is possible to
encode domain knowledge including interpretations of regulations by various stake-
holders [14]. The intended outcome of using vocabularies of regulations and BP mod-
els and similarity measures is that unlike approaches illustrated in Table 1, an explicit
mapping between concepts of regulations and BP models will be achieved.

4 Conclusion

We illustrated several formal compliance checking approaches that assume a termino-
logical mapping to exist between concepts of regulations and BP models when checking
BP models for compliance against regulations. Structured vocabularies with semantic
similarity between concepts would be needed when checking compliance of large BP
models in industry against extensive regulations like BASEL-III, Dodd-Frank, FATCA,
and various geography-specific KYC regulations. We plan to create an explicit mapping



between regulations and BP models concept for which we briefly described how SBVR
and semantic similarity measures can be used.
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