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Abstract

With the spreading of sensors networks, the manegemwf business
reality has been progressively changed exploitiregibherent features
of the future 10T and smart objects. Today's eniegs need to become
self-aware not only in terms of their networked s&tem but also in
face of their inner sub-systems and devices. Ind#edintegration of
service and event technology, smart agents andrtsshgects” enables
enterprise innovation and competitiveness in a alebd economy.
Those enterprises would be capable of sensing aadting from
physical to complex business incitements, maxingizimeir innovation
potential and sustaining interoperability along dperational life cycle.
This paper presents the OSMOSE paradigm for theidligensing
enterprise, a novel concept being developed ircdmext of the Future
Internet to enable new business models for thersgesiterprise. Initial
developments and a conceptual architecture aremezsand illustrated
with the help of an on-going industrial scenario.

1. Introduction

According to the FINES research roadmap 2025 4éhsing enterprisand liquid enterpriseare two qualities of
being which are considered strategic for any furmerprise. The sensing enterprise will emergb thie evolution
of the Internet of things (loT), when objects, gupoént, and technological infrastructures will exhédvanced
networking and processing capabilities, activelppmrating to form a sort of 'nervous system' witi@ enterprise
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next generation [2].

The concept represents a fundamental change inbtiseness models and information systems that is not
immediate, and should be supported by methods amidcepable of supporting the evolution of the itiadal
organizations towards the tremendous possibilifésred by the loT-enabled worlds. Indeed, latesearch in the
area is making quite clear that the take-up ofstresing enterprise concept will enable very advduacel promising
new business models and applications thanks tadwoption of FI technologies. Research initiativashsas the
OSMOSE (www.osmose-project.g@uor Proasensewfvw.proasense.g¢uEuropean projects as well as dedicated
scientific sessions and working groups such aotieeheld in the last IFAC World Congress [3] proatba wide
debate on the need for a convincing unifying hiclishodel for a digital sensing enterprise as wesllaacommon
reference architecture for next generation entsepapplications based on the IoT and other FI tdolgires and
generic enablers.

This paper explores this need and presents thalimdevelopments of a conceptual model and referenc
architecture for the liquid-sensing enterprisepectfication of the sensing enterprise conceptagdeveloped with
the support of project OSMOSE (Osmosis Applicatifanghe Sensing Enterprise). The main objectivehefproject
is to develop a reference architecture, a middlewand some prototypal applications for thensing-liquid
enterprise by interconnectingeal, digital, andvirtual worldson the same way a semi-permeable membrane permits
the flow of liquid particles through itself. Aftem initial assessment of the OSMOSE metaphor,&f btate of the
arte regarding event driven architectures is méausection 4, the conceptual architecture for tf&MDSE liquid
sensing enterprise is presented and section 5nseseme of the deployed middleware and implemiemsteing
conducted. Section 6 concludes and presents sduare fuork.

2. The OSM OSE Metaphor

The liquid enterprise can be considered as an enterprise having fuzepdaoies, in terms of human resources,
markets, products and processes. Its strategieserdtional models will make it difficult to disguish the ‘inside’
and the ‘outside’ of the company[1]. This concegm be better explained if a metaphor from physicdiopted. Let
us imagine that théquid-sensing enterprise is, in fact, a pot internally subdivided into tareectors by means of
three membranes and forming the real-digital-virsector [4][5]. Like is represented in Fig. 1, lé liquid is
poured into the bottom section (real world popola}j a red liquid to the middle section (digital dopopulation)
and a green liquid into the third sector (virtualrid population).

If the membrane is totaliynper meable (left part of Fig. 1), the population of the thiegiids (worlds) will never
mix together and, if they want to communicate, thegd to send blind messages across the membiidngsneats
the classical definition of interoperability, which defined as the ability of disparate and divessganizations to
interact towards mutually beneficial and agreed mom goals, involving the sharing of information aarbwledge
between them [6]. However, in those interoperabifitenarios, the two or more actors are totallyejpreshdent
entities (e.g. two or more enterprises, organizatior even people and objects).

On the other hand, if the membranes sai-per meable, by following the rules of osmosis, each of theldis
population could pass through the membrane andenfle the neighbouring world, so that in realityhia blue real
world is possible to find a red-green shadow amdss of the digital/virtual world and similarly rfehe other
worlds (see right part of Fig. 1).
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Fig. 1: Liquid-Sensing Enterprise physics metaphor

2.1. 10T enabled M anufacturing L SE Framewor k

The European Research Cluster on the Internet ofg§hIERC) recognizes that ICT development is geiieg
more and more things/objects embedded with senatbish are gaining the ability to communicate wéich other.
Hence, 10T is enabling objects in our environmemtbecome active systems, sharing information witnyn

stakeholders, and gaining the skills for recogmjzrents in their surroundings, to which they aiting and reacting
autonomously [7][4].

Virtuad Cyber Warld

Fig. 2: OSMOSE Liquid Sensing Enterprise Framew8tk



Following the OSMOSE metaphor, each 10T objectesyshas a physical presence in the real world, aeiviad
the digital world specifying predefined patterns lwehaviours, and an image in the virtual world tojgct
hypothetical what-if scenarios ruled by some lawsl golicies (e.g. forecasting the behaviour of a bg
mathematical models, or simulating the performasfca production plant given some dynamic inputsmodelling
crowd behaviour in panic situations at the stadiuhtus, from the OSMOSE perspective, the three dgochn be
represented as a set of enterprise processes lsmiaesses, with their internal tasks and evditits.events can be
generated in any of the three worlds of a liquidss®y enterprise and a set of them (osmosis eveats)be
propagated to the other two worlds by triggering $b called ‘Osmosis Processes’. A triangular disgffFig. 2) can
be used to represent these processes used to nthaagteractions between the worlds.

Nevertheless, there should be some automatictiralbut context-based mechanism for consistenepikg and
reconciliation of the shadow images. Thus, regingaroperability techniques for exchanging inforimatshould be
substituted by an integrated intelligent entitiesble through the gates of each world (as in th@41Stargate movie
teleportation device - imdb.com/title/tt0111282/).

2.2. Osmosis Processes

The osmosis processes are a special type of pescassed to moderate the information exchanged athengorlds.
As mentioned in the previous sub-section, in thelOSE context are distinguished six osmosis procepse 1)
Digitalization: Modelling and representation of Irg@eorld data in a computer-tractable form; integmatof event
driven with service-oriented architecture; 2) Adiola: Plan and implement highly distributed deaisioaking.
Takes processes through pervasive and autonomawsrke of smart objects and intelligent things;E3)richment:
Extends the computational and experiential cagedsliof the digital world with annotations and getjons coming
from simulations and what-if hypothetical scengridsSimulation: Instantiate and run hypotheticalife scenarios
fed by digital world data; 5) Virtualisation: Prolgs data for simulation of hypothetical simulatidram the real
world and runs the simulation; and 6) Augmentatismnotates real world objects with virtual worldarmation;

3. Event Driven Architectures

Especially with the advent of the Internet of thEn@oT) and big data, interest in event driven aectures (EDA)

grew significantly. EDA and service-oriented arehtures (SOA) complement each other [9]. While SIBA
synchronous and mainly covers processes which caording to their design, EDA is inherently asymgious.

Combining the two is a complex endeavour and gdlgeapplicable concepts are therefore either rattosr

unspecific or too difficult to apply in differenpplication contexts. Rather than trying to give grah advise for the
design of such applications we present how theseepis were used in the OSMOSE project.

3.1 Event Processing

Event processing is the basis of an EDA. “An evsrdn occurrence within an particular system or d@omit is
something that has happened, or is contemplatba\asg happened in that domain. The word evenisis ased to
mean a programming entity that represents suctceurieence in a computing system” [10]. Accordingvtichelson
there are three general styles of event proce$3jng

1. Simple Event Processing: An event happens which triggers downstream astion

2. Stream Event Processing: Is used to process the real-time flow of inforimatin and around the enterprise which
enables in-time decision making;

3. Complex Event Processing: Evaluates a confluence of events to derive astiortake. Events may cross event
types and occur over a long period of time.

In a mature EDA the three basic styles are mothetime used together. OSMOSE’s aim is not tordoute to
the investigation of the general concepts or toeam with a new execution machinery but ratherefing from a
methodological point of view how to deal with thasting concepts and tools in an osmosis architectu

The main interest of OSMOSE is to investigate osmpsocesses where events are passed betweenathe re
digital, and virtual worlds. In the first place shineans that event processing needs to take plakthree worlds
and events have to be classified according to venettey trigger osmosis processes, i.e. proceskieh \passes the



events from one world to another, possibly withiiddal information which is referenced in the ezdn OSMOSE
we do not try to come up with a new event ontologgvent classification but rather build on whaeatly is there.
We therefore only define a simple envelope to passnformation between the different worlds. Thdd@ing
example shows an instance of such an event envelope

<domain> Aeronautics </domain>

<worldID> Real World </worldID>

<eventType> Critical Error </eventType>
<timeStamp> Time </timeStamp>
<eventResourceURI> URI </eventResourceURI>
<dataURI> URI </dataURI>

In this envelope the attribute eventType needsttulther clarified. We combined the ontologiestrthe BPMN
2.0 event package and linking open descriptionsveints (LODE) [11] to classify and describe thenéweén the
three different worlds. The idea of the envelopth&t only the event type and the resource which tha source of
the event is provided. All the rest of the inforioatis provided in the document the URI in the datiibute is
referring to. The osmosis processes which trantferevents from one world into another one are $iedves
described in BPMN 2.0 [12].

3.2 Context Awareness

According to Dey and Abowd [13], context can beadde®d as “any information that can be used toattarize the
situation of an entity. An entity is a person, glaor object that is considered relevant to therattion between a
user and an application, including the user andicgpns themselves”. In the OSMOSE Project, shathages of
entities present in all of the worlds need to bptlansistent. Thus, managing the context of estits extremely
important. Knowledge about the context needs tethectured and provided in a machine-readable Wayologies
have raised attention in knowledge managementragstaer the past decade [14]. They can be usefidg@sent
knowledge formally and to enable shared knowledgseb, from which knowledge can be inferred. Onfplog
modularization [15] divides large monolithic ontgles into domain modules, such as entity, procegsnt or
service ontologies.

Each OSMOSE world structures information in its ammiology module, calleknowledge base extensi@i¢BE).
Thus, the three separated worlds are enabled Wiedhaslevant context information independently, exitig to the
concepts given by the liquid sensing enterpriseckBeound consistency of contextual information matded by
inter-world communication with the six osmosis Esses.
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Fig. 3: OSMOSE Metamodel

4. A Conceptual Architecturefor the OSMOSE L SE

The conceptual architecture follows the OSMOSE ptada, in which the three worlds, namely the redjtdl and
virtual world, are separated from each other andnboby a semi-permeable membrane. The overall OSMOS
architecture is illustrated in Fig. 4. Communicatizetween the three worlds has to pass the membetneen the
worlds, which is incorporated in the OSMOSE midciesv

The OSMOSE middleware is responsible for intelliggsmmunication delegation which is supported byass
and context management.d&ta access gateway allows theliquid stargate to access data and models of the three
worlds seamlessly.

By utilizing complex event processing and Semawti&b technologies, intelligent and controlled comioation
is enabled.

Digital datasets, metadats,

Physical sensors, actuators,
models and multimedia

devices and objects

/" Inter-World Cummunicaﬁono

Background Consistency, Virtual 2D/30 AR/VR Models,
Privacy & Security Simulation Environments

Fig. 4: Overall OSMOSE Architecture




4.1. OSM OSE Worlds Architecture

The OSMOSE world template serves as a generictaothie for each of the OSMOSE worlds that are eotad to
the OSMOSE Middleware. Thiater-world router acts as a gateway and interface for inter-worlehroonication,
thus taking on the role of the semi-permeable mambroncept. Messages or events from inside thielsvitrat are
passed to this component enriched with necessigmation for inter-world routing and delegatedhe OSMOSE
middleware. Messages or events from outside thédea/are unwrapped and delegated to the intra-wariutilizing
complex event processing and Semantic Web techieslo§ervices inside the worlds are registerechatiriner
enterprise service bus.

Fig. 5: OSMOSE World Template

In 10T systems, the abstraction of physical sensacsuators, devices and objects play a fundamente]
allowing end users or applications to access legktl representations of 0T information, regardle$sthe
underlying implementation. The OSMOSE real worldydes inner-world services for devices and objéct the
physical world which serve as a high-level abstoscin order to overcome heterogeneity. Devices alnjgcts are
deployed as services and registered at the semaceger, which orchestrates the communication @leer the real
world bus. The OSMOSE virtual world provides thenssor applications with services to access arefant with
virtual reality (VR) and augmented reality (AR) nedsl such as 3D models of physical objects, augrdemality
information or virtual simulators in an integratednner. The OSMOSE digital world incorporates s@wifor user
models and multimedia representation of data. OSEI@$plications are able to adapt to user behavitbws
making it crucial for the OSMOSE system to handlerwcontext. User context and information is hashdtkside the
user content service which allows applications to access this informatiand adapt to the user. Multimedia
representations are handled inside rindtimedia content service. The described worlds are instantiations of the
OSMOSE world template connected to the inter-woolater of the middleware described in the followsegtion.

4.2. OSMOSE Middleware Architecture

Like in the OSMOSE worlds, thmter-world router acts as an endpoint to the inner workings. The OSH
worlds are connected to this endpoint by their omier-world router. Messages or events coming ftom real,
virtual or digital world are unwrapped and deledgate themembrane bus. The membrane bus handles further
communication between the OSMOSE middleware commsne
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Fig. 6: OSMOSE Middleware Architecture

The event manager handles events processing of the OSMOSE middlesemaces. Events are sensed in order
to provide classification and intelligent communica. The service manager handles service orchestration and
choreography of the OSMOSE middleware services.cbheext manager comprises contextual information about
entities, events, services and processes that elated to the OSMOSE worlds and regarding interdvor
communication. Thus, theontext manager incorporates all necessary information to distisgibetween events
leading to osmosis processes. Tlaea access gateway provides interfaces for sensing-liquid enterpepglications
and thdiquid stargate. The communication inside the OSMOSE middlewaenibled via thenembrane bus.

5. Deployed Middleware and | mplementation

The middleware architecture aims to support theet@n of osmosis processes. In particular the faigdre refers
to the management of the OSMOSE membrane that gtmaohitor events and allow the exchange of infoiomat
among the three different worlds at the time anamsnevent is recognized and pass through the nambil hus,
the membrane process (see OSMOSE lane of Figt¥paa listener component that, at the time e\aetseceived,
checks their context and natuevéntTypgand decides whether an event is an osmosis evendt. If it is the case,
the corresponding osmosis process(es) is/are dtadinerwise the system can decide to do nothintp @tart an
intra-world process needed to manage the evehtisdope of the world that originated it.
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Fig. 7: Example of recognition, generation and nganaent of an osmosis event

Fig. 7 provides an example for the recognition,egation and management of an osmosis event. Theasseis
based on the aeronautics industry scenario in wiédicopter training solutions are provided. Fligithulators are
intended as training device which let pilots parfaseveral types of training in different flight seeios. The most
important feature of these devices is the possilii reproduce system malfunction and emergenegaio that for
obvious reasons cannot be done on the real airdrafise flight simulators can lead to a higher ll@fdraining if
compared to the real helicopter, thanks to therag¥iégght scenarios that can be reproduced onkirid of device.
However, the Flight Simulator itself is not free lmigs and maintenance activities. Thus, the predestample is
triggered following an identification of a situatidghat can be dangerous for the safety of pilot the simulator
itself, because a simulator component is overheated
Events generation — the hardware simulator (seen as a business gwacdhe real world) has a sub-process that is
the simulation session. During each session, ev@igmal) are sent to the middleware, and in paldic the
temperatureSignal is monitored.

Event evaluation — the membrane process contains the rules to a&eatbe type of the event. Here the event (or a
set/sequence of events or a pattern) is recogrisemh osmosis event because certain conditionmeateln this
example, the temperature is over the thresholdifsge@dor that context. So it is so recognized aBDANGER
(osmosis) event. In case it is not recognised awsis event the monitor can decide to do nothingpdaunch a
process in the same world from which the event @ome

Reaction to the osmosis event — the system reacts to the recognised DANGER edemiomposing the event and
executing two services or activities in the origing world to respond accordingly: just warning timaintenance
responsible about the temperature of a specifidiare component (e.g. email since the situatiorotssevere); or
shut down the simulator and send a mobile phonesagesto the maintenance (it requires immediatetaite. In
parallel, it starts the virtualisation osmosis s

Virtualisation process — the virtualisation process aims at preparingdé for launching a what-if scenario. The
process collects data about the real world flightutator and flight simulation session, as well @smponents
temperature, to create a package that will be tsédvestigate the problem in a virtual recreat{@intual world).
The process ends with a pending virtualisation etebe consumed from the virtual world asynchramau



Consuming the virtualisation event — at the time the human accesses the virtual wirdpending event is loaded
and the human is notified to load simulation datal &nvestigate the problem occurred by simulatimffeent
scenarios. Possible scenarios to test are “Whiieifsimulator is overheating because the lampsisitieis too
high?” and “What-if the simulator is overheatingchese some simulator parts are worn down or broken”

For the implementation of the scenario, the tentpesavalue was sent to the ESpeomplex event processor,
with a predefined frequency (e.g. 10 per secondidlthe predefined threshold values, Esper rdiesked whether
there is the danger of overheating of the lampgebDding on the time pattern of the temperatureilpraiessages
events in RabbitM®were created. This could result in messages (Emn&@MS) sent to technicians informing them
about the critical status of the lamp and/or iggering an osmosis process as explained aboveprbleesses were
modelled in BPMN 2.0 and executed in the Jddgpent platform.

6. Conclusions and Futurework

The presented paper addresses the liquid-senstagoese paradigm, where exists a need for a camgnunified
model and common reference architecture. To addhesseed, a framework based on the osmosis nmatdgs
been proposed on the OSMOSE project together wi¢gh dorresponding architecture. In this architectilme
communication between the three worlds (real woddital world, virtual world) passes through thenwsis
membrane, which is incorporated in the OSMOSE neiddte architecture. It monitors the events andnallthe
exchange of information among the worlds. To derrates the successful application of the architextitr was
deployed and implemented in accordance to oneegbtbject pilots (aeronautics).

The major next steps towards the final architecapproach comprise functional and non-functionall@ation
and testing in order to validate and verify theegrated architecture. Proper testing procedurdsbeilapplied to
assess the compliance of the whole system witheotsp the original user specifications. Additidpabsmosis
processes modelling, performance, and availaliditgomplex event processing tools need to be fudbgeloped,
analysed, and evaluated.
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