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Abstract. In this paper, we propose a participative method to design a security
risk reference model, composed of a domain model and a security risk model.
We relate the application of the method to our attempt for a design of a national
reference model of the medical laboratories in Luxembourg, for which we ran
five participative workshops with domain experts to gather their knowledge.
We validated the designed models with both the participating experts and nonparticipating experts. The design method and the structure of the participative
workshops are described and results obtained are discussed.
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Introduction

The healthcare sector is undergoing profound changes that are triggered by diverse
and opposite drivers [1]: a demographic shift leading to an increase in chronic
diseases and a need for continuity of care, associated with increased patient
expectations in terms of healthy living and quality of life; increasing costs of
medication and medical devices generated by the pace of technological innovation
(smart living, genetics, nano-medical universe) associated with an economic pressure
to reduce social security spending. Healthcare providers have to cope with these
challenges by leveraging multiple system integration solutions: the development of
new collaborations (business process integration, organizations’ merger, etc.); the
sharing of medical and IT resources (technical integration); the development of
electronic health records system (data integration). These integration points require
information flowing beyond the classical healthcare organizations boundaries [2] and
lead to increased risks in information security.
In order to address these increased information security risks, we propose sectorspecific risk analysis approaches relying on a security risk model and a domain model
of the sector [3]. This paper describes the approach we have developed to acquire and
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formalise the knowledge offline; (4) the domain experts are consulted to ensure that
the shared knowledge is reflected in the final model.
The method is composed of a set of performed functions: (a) Domain Knowledge
Acquaintance is performed by the Modelling Experts; (b) Co-Modelling Workshop
Organisation is performed by the Modelling Facilitator, with the support of the
Modelling Experts; (c) Knowledge Acquisition and Sharing are performed by all roles
in participative workshops; (d) Sectorial Model Consolidation is performed by the
Modelling Experts; (e) Sectorial Model Validation is performed by Domain Experts,
with the support of the Modelling Experts.
The process is run iteratively and the reference model is built incrementally: each
iteration focuses on a specific aspect of the model (environment of the system,
processes and activities, technical architecture and infrastructure, security threats and
vulnerabilities, information security risks) and is the object of a specific three hour
workshop with all participants.
From an organisation perspective, the modelling experts’ team is made up of four
persons, two experts in Enterprise Modelling and ArchiMate [7], and two experts in
ISSRM. We doubled the roles of modelers to ensure a completeness of the models:
two persons capture more information than just one, and negotiation between them is
a first step of validation. They all have previous experience in collaborative
modelling. The facilitator is an expert in creativity techniques and focus group
animation. None of the team members had any particular knowledge of healthcare.
2.2

Validating the method in a medical laboratories’ ecosystem

We experimented with our participative modelling method in the context of the
medical laboratories. The participative workshops were designed on the basis of the
information we wished to collect to build the domain and security risk models. Five
participative workshops were necessary.
Two private medical laboratories and one hospital laboratory composed the
sectorial committee. One to three representatives of each actor attended the
workshops. Different profiles were identified and required in order to smoothly run
the workshops: biologists, software engineers and business intelligence experts.
During the Domain Knowledge Acquaintance, the modelling experts gathered
some preliminary information on the sector: they identified industry standards and the
legal framework relevant for the medical laboratory activities: ISO 15189 [8] and the
Luxembourg National Public Health Code [9], as well as ISO 27799 [10] and the
Guide to Information Security for the Health Care Sector [11] were analysed. During
the Co-Modelling Workshops Organisation, the modelling experts and the facilitator
planned the workshops according to the structure of the models that were to be
designed. After each participative workshop, the modelling experts consolidated the
knowledge (Sectorial Model Consolidation) in specific modelling language
(ArchiMate models for the domain model and risk catalogues for the risk model).
These models were validated with the domain experts (Sectorial Model Validation),
to ensure that they actually reflect the outcomes of the participative modelling effort.
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Table 1. (a) Matrix displayed to support discussion on process definition. (b) Matrix displayed
to support exchanges on the activities definition. Different colours were used for each concept.
This is only an illustration of possible results.
Steps
(a)
Begin
End
Activitie
s

Step 1

Step 2

Step 3

Functions Step 1
(b)
Who
What

Activity1

Step 2
…

Activity i

Step 3
…

Activity n

Support
functions
…

Activity x

Where
How

WS3: Infrastructure layer. The third participative meeting was dedicated to the
identification of the generic infrastructure.
First, we started with the usual validation of the consolidated domain model
integrating the outcomes of the WS2. Participants proposed minor changes. We then
switched to the modelling of the generic infrastructure supporting the business
activities. For each activity, the participants detailed the involved supporting assets
(hardware, software, network, people, facility and system). As they were quite
reactive to the matrix presentation, we continued with a matrix displayed on a wall
(see Table 2). Literature review and previous session allowed us to prepare a list of
potential items of each category on sticky notes.
Table 2. Matrix displayed to support exchanges on the generic infrastructure definition.
Different colours were used for each concept. This is only an illustration of possible results.

Functions

Step 1

Supporting
assets

Activity1

Step 2
…

Activity i

Step 3
…

Activity n

Support
… Activity x

…

Devices
Software
Networks
People
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Systems

WS4: Generic infrastructure finalisation and security risk awareness. In this
workshop we finalized the generic infrastructure and gave some introductory
information security risk training to the participants. This was required to ensure a
shared view on the concepts of information security risk, as the participants were not
experts in this area.
The proposed scales (risks, threats, vulnerabilities and impacts) were presented and
discussed. Only the impact scale required adaptation to the specific context, and we

…
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the basic impact scale at the request of domain experts, and the listed threats were
compared to the generic threats from literature.
3.3

Results

Domain Model. The Domain Model has been built during the workshop sessions by
addressing the multiple views on the system: (operating and support) functions and
activities, localisation, roles, information, IT application and infrastructure.
Information System Security Risk Management (ISSRM) Model. The ISSRM
model for healthcare has been built based on a generic ISSRM domain model [12] in
which sector-specific generic concepts (i.e. assets, threats, vulnerabilities, security
requirements, etc.) have been specialized and specified based on the initial review of
the literature as well as based on the workshops results.

4

Validation

The main objective of the proposed method is to improve the way the information
is collected from domain experts, i.e. the modelling process. The product of the
process (the model) has also been validated: (1) A first internal check was done by
modelling experts with regard to the national regulation and ISO standards. Then,
each part of the produced models was validated by domain experts during specific
steps of the participative workshops. (2) After the WS5 we validated the ISSRM
model with external ISSRM experts. (3) As we identified several minimal differences
between hospital and private medical laboratories, we plan to meet medical laboratory
representatives from other hospitals and present the model to check the differences. If
other differences appear, we will discuss the necessity to split the domain model into
two specific sub-domain models. (4) The domain model will be presented to the
specific instance regulating the healthcare sector for validation. (5) Finally, the use of
the generic ISSRM model during risk analyses that will be done by laboratories in the
future will enable to verify the completeness of the model.
4.1

Satisfaction of participants

In previous works, we had validated the value of a participative approach in the
design of sector-specific ISSRM model. In order to improve the approach, we
structured the activities in a method and experimented it in the medical laboratories’
sector. We distributed a questionnaire to business experts at the end of the
participative phase, to measure how they perceived the participatory aspect of the
method, with a pair Likert scale from 1 (Not satisfied at all) to 4 (Very satisfied). We
asked them how they perceived the consideration of their comments (M=4 SD=0.52),
the diversity of exchanged points of views (M=4, SD=0.52), the possibility to express
themselves (M=4, SD=0) and the listening and exchange between participants
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The co-modelling workshops organisation activity also helped to share the same
language between the modelling experts themselves and the modelling facilitator.
This step facilitated the consolidation of the different models.
It may be noted that laboratories’ representatives participated well and were
involved throughout the workshops. That is a key factor of success for this method of
participative modelling.
4.3

Issues in modelling

The quality of the model depends both on the modelling process and on the
available knowledge. It was important to have representatives of each kind of
laboratory in Luxembourg, i.e. private and public (hospital) laboratories were
represented. Although the organization of their activities might differ a lot, they were
able to build a common view on both the domain and the risks. This type of approach
depends of the skills of participants, their openness and willingness, even though this
can be improved by animations techniques. As a matter of fact, some participants
prefer certain animations techniques over others; this required certain agility in the
use of participative method and particularly of the proposed design method.
Our modelling approach covers the traceability aspect: what is the source of
information of which of the model’s elements. This is very useful when dealing with
the evolution of the sources, such as a legal framework. It is relatively straightforward
to implement when we face (semi-)structured information, such as reports, standards,
or laws. However when dealing with participative discussion, it brings a new
challenge in terms of information traceability.
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Conclusions and future work

To build a national reference domain and an ISSRM model of the Luxembourg
healthcare sector, we began to model the medical laboratories’ activities. This step
was realised thanks to five participative workshops involving representative domain
experts (bio-analysts, IT and business intelligence profiles) from two of the three
national private medical laboratories and one hospital laboratory. The participative
workshops focused on several aspects of the system: processes, activities, IT
infrastructure and information security risks of the laboratories. We observed a large
part of commonality in these aspects among the participating laboratories, enabling us
to quickly produce a complete generic domain model and an ISSRM model. These
models are still under validation for some aspects, but, with regard to first checks,
seem relatively complete and coherent.
The proposed participative method to collect, model and validate the information
with domain experts was very useful. Based on this observation, the method will be
reproduced soon with the Emergencies services and Radiology laboratories in order to
incrementally design a reference national healthcare model. This will give us the
opportunity to check the replicability of the method.
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Some improvements have already been identified, notably to better support the
traceability of information used to build the model. The consolidation of the models is
also an area for improvement: we currently have to take the outcomes of the
participative workshops in the form of flipcharts, pictures, sets of sticky notes, and
transform these into elements of a modelling language. We worked on the semantic
mapping and shared the same meta-model between any representation, (regardless of
whether it is an ArchiMate model or a bunch of sticky notes). We now also envisage
working on the infrastructure that will help us to digitalize the gathered information
earlier in the process, but without losing the interactivity associated with the
manipulation of the real objects, like reported by Ionita [13].
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