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Abstract. The sharing of product information plays a central role in
coordinating the actions and decisions undertaken by supply chain trad-
ing partners. The Electronic Product Code Information Service (EP-
CIS) is an EPCglobal standard, that aims to enable the sharing of
serial-level product related information via the Electronic Product Code
(EPC). Central to the EPCIS data model are events that describe spe-
cific occurrences in the supply chain. This paper presents a unified,
provenance-aware framework, driven by Semantic Web standards and
Linked data principles for representing and sharing EPCIS events on
the Web of data. Event-based linked pedigrees are utilised as the basic
artifact for exchanging knowledge in supply chains. Traceability is im-
plemented through the automated generation and validation of linked
pedigrees. We exemplify our approach using the pharmaceuticals sup-
ply chain and show how counterfeit detection is an implicit part of our
traceability framework.

1 Introduction

One of the most important challenges in logistics and supply chains is informa-
tion integration. Sharing of data and knowledge in a standardised manner among
the various stakeholders, is crucial to enable efficient management. Further, re-
cent advances in sensor technology has resulted in wide scale deployment of RFID
enabled devices in supply chains. Timely processing of RFID data facilitates ef-
ficient analysis of product movement, shipment delays, inventory shrinkage and
out-of-stock situation in end-to-end supply chain processes [1]. The scanning of
RFID tags in production and storage facilities generates unprecedented volumes
of events as data streams, when trading partners exchange and handle products
from inception through to the end-of-life phase.

This paper presents a unified, provenance-aware framework, driven by Se-
mantic Web standards and Linked data principles for representing and sharing
of supply chain data, specifically for the purposes of tracing and tracking. Trace-
ability data in supply chains is generated when barcode and RFID readers record
traces of products tagged with an EPC (Electronic Product Code), monitoring
their movement across the supply chain as specific occurrences of “events”. In the
proposed framework, description of events is facilitated using EPCISH(Electronic
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Product Code Information Services), a standardised event oriented specifications
prescribed by GSlE| for enabling traceability [4] in supply chains. We exploit two
information models: The EPCIS Event Model (EEM)E| based on the EPCIS spec-
ification, that enables the sharing and semantic interpretation of event data and
CB VVocalﬂ a companion ontology to EEM for annotating the business context
associated with events.

The abstraction we use for encoding and sharing traceability data is a “linked
pedigree”. Event-based linked pedigrees are utilised as the basic artifact for ex-
changing knowledge in supply chains. We propose, OntoPedigre a content on-
tology design pattern for generating the linked pedigrees. We represent supply
chain events as streams of RDF encoded linked data, while complex event pat-
terns are declaratively specified through extended SPARQL queries. Traceabil-
ity is implemented through the automated generation and validation of linked
pedigrees. We exemplify our approach using the pharmaceuticals supply chain.
Counterfeiting has increasingly become one of the major problems prevalent in
these chains. The WHO estimates that between five and eight percent of the
worldwide trade in pharmaceuticals is counterfeit [9]. Counterfeit detection is
an implicit part of our traceability framework.

The paper is structured as follows: Section [2] presents our motivating sce-
nario from the pharmaceuticals supply chain. Section [3| highlights the contextual
background for the proposed framework. Section {4| provides a brief overview of
various elements of the traceability framework with references to more detailed
literature. Section [5| presents conclusions.

2 DMotivating scenario

We outline the scenario of a pharmaceutical supply chain, where trading partners
exchange product track and trace data using linked pedigrees. Figure[I]illustrates
the flow of data for four of the key partners in the chain.

The Manufacturer commissionsﬂ i.e., assigns an EPC (Electronic Product
Code) to the items, cases and pallets. The items are packed in cases, cases are
loaded onto pallets and pallets are shipped. At the Warehouse for the Wholesaler,
the pallets are received and the cases are unloaded. The cases are then shipped
to the various Distribution centers. From the Distribution centers the cases are
sent to retail Dispenser outlets, where they are received and unpacked. Finally,
the items are stacked on shelves for dispensing, thereby reaching their end-of-life
in the product lifecycle.

EPCIS events are internally recorded for various business steps at each of
the trading partner’s premises and used for the generation of linked pedigrees.
When the pallets with the cases are shipped from the manufacturer’s premises to
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Fig. 1. Trading partners in a pharmaceutical supply chain and the flow of infor-
mation

the warehouse, pedigrees encapsulating the set of EPCIS events encoding trace-
ability data are published at an IRI based on a predefined IRI scheme. At the
warehouse, when the shipment is received, internal EPCIS events corresponding
to the receipt of the shipment are recorded. The IRI of the pedigree sent by
the manufacturer is dereferenced to retrieve the pedigree. IRIs of the events cor-
responding to the transaction (shipping) and consignment (goods) information
encapsulated in the pedigree are also dereferenced to retrieve the event specific
information for the corresponding business steps. When the warehouse ships the
cases to the distribution center, it incorporates the IRI of the manufacturer’s
pedigree in its own pedigree definition. As the product moves, pedigrees are
generated with receiving pedigrees being dereferenced and incorporated, till the
product reaches its end-of-life stage. Note that pedigrees sent by a distributor
may include references to the pedigrees sent by more than one warehouse.

3 Preliminaries

3.1 EPCIS

An Electronic Product Code (EPCE is a universal identifier that gives a unique,
serialised identity to a physical object. EPCIS is a ratified EPCglobaﬂ standard
that provides a set of specifications for the syntactic capture and informal se-
mantic interpretation of EPC based product information. As the EPC tagged
object moves through the supply chain, RFID readers record and transmit the
tagged data as “events”. Given the scenario in Section [2] we are concerned with
three types of EPCIﬂﬂ events: ObjectFEvent represents an event that occurred
as a result of some action on one or more entities denoted by EPCs, i.e., com-
missioning of an object AggregationEvent represents an event that happened to
one or more EPC-denoted entities that are physically aggregated (constrained
to be in the same place at the same time, as when cases are aggregated to a
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pallet) TransactionFEvent represents an event in which one or more entities de-
noted by EPCs become associated or disassociated with one or more identified
business transactions, i.e., the shipping of a pallet of goods in accordance to the
fulfillment of an order.

3.2 The EEM ontology

EEM is an OWL 2 DL ontology for modelling EPCIS events. EEM conceptu-
alises various primitives of an EPCIS event that need to be asserted for the
purposes of traceability in supply chains. A companion standard to EPCIS is
the Core Business Vocabulary(CBV) standard. The CBV standard supplements
the EPCIS framework by defining vocabularies and identifiers that may popu-
late the EPCIS data model. CBVVocab is an OWL ontology that defines entities
corresponding to the identifiers in CBV. Development of both the ontologies
was informed by a thorough review of the EPCIS and the CBV specifications
and extensive discussions with trading partners implementing the specification.
The modelling decisions [7] behind the conceptual entities in EEM highlight the
EPCIS abstractions included in the ontology. It is worth noting that in previous
work [12] we have already defined a mapping between EEM and PROV—Cﬂ,
the vocabulary for representing provenance of Web resources. This implies that
when a constraint violation is detected, the events in the history can be interro-
gated using PROV-O for recovering provenance information associated with the
events.
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Fig. 2. Structure of EEM and its alignment with external ontologies (noted in
blue coloured text)

The EEM ontology structure and its alignment with various external ontolo-
gies is illustrated in Figure [2l The ontology is composed of modules that define
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various perspectives on EPCIS. The Temporal module captures timing prop-
erties associated with an EPCIS event. It is aligned with temporal properties
in DOLCE+DnS Ultralite (DUL)E Entities defining the EPC, aggregation of
EPCs and quantity lists for transformation events are part of the Product mod-
ule. The GoodRelations{E ontology is exploited here for capturing concepts such
as an Individual Product or a lot (collection) of items, SomeItems of a single
type. Information about the business context associated with an EPCIS event
is encoded using the entities and relationships defined in the Business module.
RFID readers and sensors are defined in the Sensor module. The definitions here
are aligned with the SSNIE ontology. The EPCISException module incorporates
the hierarchy of the most commonly observed exceptions [13] occurring in EPCIS
governing supply chains.

For further details on EEM and its applications in real world scenarios, the
interested reader is referred to [6,/7,|11,/12].

3.3 Linked pedigrees

A Pedigree is an (electronic) audit trail that records the chain of custody and
ownership of a drug as it moves through the supply chain. Each stakeholder
involved in the manufacture or distribution of the drug adds visibility based
data about the product at their end, to the pedigree. Recently the concept of
“Event-based Pedigree”E has been proposed that utilises the EPCIS specifica-
tion for capturing events in the supply chain and generating pedigrees based on
a relevant subset of the captured events. In previous work [6] we introduced the
concept of linked pedigrees in the form of a content ontology design pattern,
“OntoPedigree”. We proposed a decentralised architecture and presented a com-
munication protocol for the exchange of linked pedigrees among supply chain
partners. In |11}, we extended OntoPedigree to include provenance metadata as
illustrated in Figure 3] and proposed an algorithm for the automated genera-
tion of linked pedigrees. For the purpose of completeness, we briefly recall the
axiomatisation of a linked pedigree in Figure

The definition highlights the mandatory and optional restrictions on the re-
lationships and attributes for every pedigree that is exchanged between stake-
holders. Based on these, we define the requirements on the constraints to be
validated for the pedigrees.

4 The traceability framework

In this section we provide a brief overview of the traceability framework. Inter-
ested readers are referred to specific past work that cover the various aspects in
further detail.

"' http://ontologydesignpatterns.org/ont/dul/DUL. owl

12 http://purl.org/goodrelations/vi

13 http://purl.oclc.org/NET/ssnx/ssn

" http://www.gsl.org/docs/healthcare/Healthcare_Traceability_Pedigree_
Background.pdf


http://ontologydesignpatterns.org/ont/dul/DUL.owl
http://purl.org/goodrelations/v1
http://purl.oclc.org/NET/ssnx/ssn
http://www.gs1.org/docs/healthcare/Healthcare_Traceability_Pedigree_Background.pdf
http://www.gs1.org/docs/healthcare/Healthcare_Traceability_Pedigree_Background.pdf

ped:hasReceivedPedigree
i exactly 1 Pedi

and (hasSerialNumber exactly 1 rdfs:Literal)
rdfs:subPropertyOf and (hasTransactioninfo min 1 rdfs-Literal)
GITEREETY and (hasConsignmentinfo min 1 rdfs:Literal)

and (hasProductinfo min 1 rdfs:Literal)

_ . and (hasReceivedPedigree only Pedigree)

prov:wasDerivedFrom rdfs:subClass(

prov:wasAssociatedWith

: B

—

pr

—
prov:wasGeneratedAt

-
" _—ped hasSErla\Number—[‘
ped:Pedigree

haspedigreestatus ,/d”ypyc)ped|mermed|a(el’ed\gree

rdf:type

prov: Orgamzamon] [ prov:Entity

~
prov:used rdfs:subClassOf rdfs:subClass

provused ped:PedigreeCreator[¢— prov:wasAttributedTo:

ped:hasTransactioninfo

‘eem:SetOfEPCISEvents. ped:hasProductinfo
ped:hasConsignmentinfo
grProductOrservice

proviused

ped:InitialPedigree

—Q ped:FinalPedigree
ped:PedigreeCreationstatus|¢ " tyPe P 9

Prefixes

ped:http://purl.org/pedigree#

CE SRR R grhttp://purl.org/goodrelations /v1#

eem:http://purl.org/eem#

prov:http:/ rg/ns/prové

Fig. 3. Graphical Representation of Provenance based OntoPedigree

4.1 Automated generation of linked pedigrees

We have proposed a pedigree generation algorithm based on complex processing
of continuous and real time streams of RFID data in supply chains. Our streams
comprise of events annotated using RDF/OWL vocabularies. Event streams are
generated, as products tagged with RFID identifiers are scanned and handled by
diverse trading partners, in various phases of an end-to-end supply chain. Anno-
tating streams using standardised vocabularies ensures interoperability between
supply chain systems and expands the scope to exploit ontology based reasoning
over continuously evolving knowledge.

In the proposed approach, we represent supply chain events as streams of
RDF encoded linked data, while complex event patterns are declaratively speci-
fied through extended SPARQL queries. In contrast to existing approaches [3,5,8]
where an element in a stream is a triple, our streams comprise of events where
each event is represented as a named graph [2]. A linked pedigree is considered
as a composition of named graphs, represented as an RDF datasetIE

A detailed explanation of the methodology can be found in [11].

4.2 Validation of traceability artefacts

Supply chain data is inherently very sensitive to adhoc integration with third
party datasets. For a specific stakeholder, effectiveness of the business workflows
and decision support systems utilised within its supply chain operations, that
ultimately govern the timely fulfillment of its contractual obligations, is directly
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dependent on the quality and authenticity of the data received from other part-
ners. Before traceability datasets received from external sources and partners
can be incorporated and integrated with the supply chain datasets generated in-
ternally within an organisation, to be further shared downstream, they need to
be validated against information recorded for the physical goods received as well
as against bespoke rules, defined to ensure the quality, uniformity, consistency
and completeness of datasets exchanged within the supply chain.

We have proposed a methodology for validating the traceability data sent
from one stakeholder to another in the supply chain. Our approach is motivated
by four main requirements: (1) The validation should be supply chain domain
agnostic, i.e, the constraints must be reusable independently of the goods being
tracked. (2) The representation and sharing of traceability data must conform to
standards most commonly deployed in supply chains (3) The architecture must
be scalable to handle large volumes of streaming traceability data and (4) The
constraints must be formalised using widely used Semantic Web standards that
are fit-for-purpose. While constraints can be represented using expressive for-
malisms such as temporal logics, adopting a unified mechanism for representing
domain knowledge and constraints eliminates impedance mismatch between the
representations, avoids the need for an intermediate mapping language, makes
the addition of new constraints easier and simplifies implementation require-
ments.

In the proposed approach, we show how linked pedigrees received from exter-
nal partners can be validated against constraints defined using SPARQL queries
and SPINIE rules. To the best of our knowledge, validating constraints on (real
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time) supply chain knowledge has so far not been explored both within the
Semantic Web and supply chain communities.
A detailed illustration of the proposed approach can be found in |10}13]

5 Conclusions

Data visibility in supply chains has received considerable attention in recent
years. In the healthcare sector, visibility of datasets that encapsulate track and
trace information is especially important in addressing the problems of drug
counterfeiting. In this paper we have shown how Semantic Web standards,
ontologies and linked data can be utilised to represent and process real time
streams of supply chain knowledge, thereby significantly contributing to the vi-
sion. Provenance, which is a critical aspect of supply chain knowledge is an
integral part of our framework. We have shown how we exploit this knowledge
for the validation of constraints that are defined to ensure the quality, unifor-
mity, consistency and completeness of datasets exchanged between supply chain
partners. We have performed an exhaustive evaluation of the framework which
have been reported in various works outlined in the paper. Our results provide
very useful insights in improving the overall efficiency of the supply chain. It is
worth noting that while we have chosen the healthcare sector as a case study, our
approach is domain independent and can be widely applied to most scenarios of
traceability.
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