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Abstract tributed and heterogeneous, and the access context can be
very different each time. There is a clear need for a model
High level security is a key requirement in hyperme- that considers these issues and makes it possible to express
dia/web applications. The systems opening to the Internetthe access policies in a flexible way. From an architectural
makes the research effort to move towards protecting thepoint of view, it is recommended to keep some separation
information transmission (i.e. SOAP messages, policy de-between the security controls and the controlled resources
scriptions...), but little attention is paid to what the user themselves, what makes the Web Services paradigm a per-
can do with the system. Role-based access control (RBACJect deployment platform to test our ideas.
allows to formulate the organization’s resource access pol-  MARAH is a role-based access model for hypermedia
icy in a natural way, so a role-based access model for hy- applications, that works with concepts of the hypermedia
permedia will make it easier to integrate the security design domain (i.e. contents or links), and is based on the RBAC
with the rest of the system design. In service oriented archi-model. RBAC articulates the access policy around the role
tectures, an access policy service would allow to gather the concept: instead of granting permissions directly to system
management and deployment of the security policy in dis-ysers, permissions are assigned to roles, and users are as-
tributed and heterogeneous environments. This paper de-signed to the roles they can play, acquiring its permissions.
scribes a role-based access control model for hypermediaThe role represents job functions, responsibilities or qual-
called MARAH, and its implementation as a web service. jfications in the context of some organization, and groups
An use case of the model in the design of the ARCE appli-hoth the permissions and the users allowed to use them.

cation is also discussed. The use of roles and proper hypermedia abstractions
to express the access rights makes it possible to integrate
MARAH in a development method, due to designers can
1. Introduction decide about what the access policy is while designing other
system aspects, such as navigation or content layout. This
The industry and research community trend towards thefacilitates the policy definition, because now access con-
openness and interoperability among systems is very cleartrol is not performed on the application code in terms of
what makes very important the adequate resource protecclasses/objects, database tuples or other paradigm, but pro-
tion. The balance between service providing and asset protected resources are the elements of a hypermedia design,
tection becomes an strategic issue, so the security desigthat have a correspondence with one or more systems re-
has to be more than an implementation/deployment aspectsponsible of the information generation.
security is a first-class element whose requirements should MARAH is available as Web Service, with the goal of
be taken into account throughout all development process providing the access policy information in a concrete do-
This design integration would help to face the security anal- main. The implementation covers the core RBAC standard
isys and design [4], but in order to achieve it with success, [2], and does not assume any specific hypermedia model, so
a formal basis gathering the relevant concepts in the protecAt can be used from any hypermedia implementation. This
tion domain is required, taking the form of formal models. work is organized as follows: section 2 presents a reduced
In the highest abstraction level, access control is a securityversion of the model, based on core RBAC specification.
service that allows to regulate how users interact with the Section 3 describes the implementation and architecture of
system. the MARAH web service. Section 4 introduces an use case
Hypermedia/web applications are implemented in a va- in the ARCE application, and finally section 5 discusses
riety of platforms, where the information is probably dis- some conclusions and future works.



2. The MARAH model

Initially MARAH was defined as an unique model,
specifically designed for a hypermedia reference model
called Labyrinth[6, 7]. After some implementation experi-
ences [8, 11] and the creation of the RBAC ANSI standard
[2], it is being restructured for a twofold purpose: to de-
fine the model features in an incremental way, as the RBAC
family of models do, and to be independent of the underly-
ing hypermedia model, and so applicable to any hyperme-
dia architecture. We try to make more flexible the use of the
model in a variety of situations, and to face its transforma-
tion to an independent service. We are working on the core
of the model (Core MARAH in this paper), that, starting
from the core of RBAC, includes the very basic elements
for a hypermedia access control model.

Next subsection introduces the core RBAC model, as
previous requirement to define the core MARAH model.

2.1. The core RBAC model

The core RBAC is one of the four model components
defined in the RBAC reference model, and “defines a min-
imum collection of RBAC elements, element sets and re-

lations in order to completely achieve a Role-Based Access

Control system” [2]. The elements of the core RBAC model
are:

e U R, OPS,O
Sets of Users, Roles, Operations and Objects respec

tively.

UACRxU
A many-to-many mapping user-to-role assignment re-
lation.

assignedusers: R — 2Y

The mapping of a role onto a set of users allowed
to hold it. Formally, assignedsergr) = {u € U |
(u,r) € UA}.

PC 20PS><O

The set of permissions. A permission represents an

approval to execute an operation on a protected object.

PACPXxXR
A many-to-many relationship mapping the permission-
to-role assignment relation.

assignedpermissions R — 2°

The mapping of a role onto a set of permissions. For-
mally, assignegpermissions) = {p € P | (p,r) €
PA}.

Op: P— OPS
The permission to operation mapping, which gives the
set of operations associated with permissgion

Ob:P—0O
The permission to object mapping, which gives the set
of objects associated with permissipn

S

The set of sessions. A session represents an user in-
teraction period, where the user activates some subset
of the roles she is assigned to. Each user can establish
one or more sessions.

sessionusers: S — U
The mapping of sessianonto the corresponding user.

sessiomroles: S — 28

The mapping of sessiononto a set of roles. Formally,
sessiorolegs) C {r € R | (sessionuserss),r) €
UA}

avail.sessionpermissions S — 2°

The permissions available to the user in a ses-

sion.  Formally, avaikessionpermissionés)
U assignecpermission&-)

resessionroles(s)

In addition to the sets, relations and functions, the RBAC
standard also defines the system and administrative func-
tional specification for the core model. Administrative func-
tions allow to create and maintain the RBAC sets and rela-
tions, administrative review functions allow to perform ad-
ministrative queries, and system functions allow to creat
and manage user sessions and make access control deci-
sions.

2.2. The core MARAH model

The core of MARAH is based on a hypermedia meta-
model that assumes two fundamental elements of this dis-
cipline: the distinction between container and content, and
the information linking. As in RBAC standard, to apply
MARAH in a concrete system, a mapping from the access
model components to the system components has to be pro-
vided. Due to MARAH is an access control model for
hypermedia, this mapping should not be very complex, as
MARAH provides the proper abstractions representing pro-
tected objects. Starting from the core RBAC specification,
the Core MARAH model provides three contributions.

The first of these contributions is the definition of the
protected objects. The hypermedia metamodel assumed by
MARAH defines four object typéghat can be identified in
most hypermedia models:

Nodes abstract information containers, they have whole
meaning in the application context. Represent presen-
tation units.

1These object types reflect the application information structure, re-
gardless how the information is modeled (i.e. OO model), stored or gener-
ated to give place to such structure.



Contents individual pieces of information that are in-
cluded in the nodes. They can be simple (e.g. text)
or complex (e.g. video).

Anchors represent areas or fragments in the node or con-
tent representation space (i.e. characters, pixels, rows,
seconds...).

Links represent information connections, by means of re-
lationships between a set of source and a set of target
anchors.

Nodes and contents represent the system information, so
they are the basis on which privileges are established. An-
chors and links are used to represent relationships between
information elements, so its definition is somehow tied to
the elements in which are defined, and thus its access rights
have to be derived from the permissions of these elements.

The second is the addition of relationships among ob-
jects. Core MARAH considers two relation types in the
object set:

Location reflect the spatial/temporal placements among
objects. For instance, the inclusion of contents into
nodes or the definition of anchors.

Linking represent associative connections between nodes
and/or contents.

As explained later, these relationships are used to propagate
access rights in a variety of situations, so the administra-
tion cost is reduced due to there is no need to specify the
permissions for each object.

The third contribution is the addition of one abstraction
level on top of the system operations, reducing the number
of permissions assignments by means of a classification of
operations. The classification groups the operations and al-
lows to easily set permissions involving several operations.

Core MARAH is an extension of Core RBAC standard
that defines the object typesnew elements and the rela-
tionships between the RBAC standard model, as shown in
figure 1:

e O=NUCUAUL
Sets of nodesX), contents (), anchors Q) and links
(L) respectively.

e OR= {ZZ’ Ii’ Z}

Set of object relationships.
three relationship types:

Core MARAH defines

Ifa =~

loc

Location. - € O x O. b, there is a spa-

tial/temporal relationship from object a to object
b. For instance, if anchor a is defined to start in
the third second of video b, then there is a loca-
tion relation from the anchor to the video.

2Due to its generality, the RBAC standard leaves open this question.

user_sessions

@

(UA)
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session_roles
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(OR) object_
relationships

Core RBAC

Figure 1. Core MARAH model and Core RBAC
model

Source linking. ;- C Ax L. Ifa/; b, the anchor ais
an origin of the link b.

Target linking. 7 C A x L. Ifa/; b, the anchor ais
a target of the link b.

e OPS

Set of operations. Core MARAH only considers
generic operations for system use, such as “seeNode”
or “traverseLink”. Like the object set, the operations
are provided by the underlying hypermedia model.

SC ={B,E}

Set of security categories, with two elements. Each
category represent abstract manipulation types that ex-
ist in any hypermedia system. The value B represents
“browsing” and allows to see the element, and the
value E means “editing” and allows to modify or cre-
ate an element. A partial order is definedd6’ such
asF > B, since the edition manipulation includes the
viewing manipulation.

e w:0PS— SC

Classification of operations function, that relates each
operation with the manipulation type that its execution
requires, for instancey(getLinksToTarget() = B.

¢: Rx{NUC}— SC

The clearance function returns the highest manipula-
tion ability that a role can do on an object. This value
is set by the security officer for contents and nodes,



and involves the creation of a set of permissions in icy enforcement poin(PEP) where the actions according
P for the object and the operations classified with a to the PDP take place, typically in systems responsible of
lower or equal category than the one specified. For- content generation, integration and/or delivery. Previous

mally, if administrator sets the following clearance
¢(r,0) = E, thenVYop € OPS | w(op) < E =
P =PU(op,0), PA=PAU{(op,0),7}.

[[:5x0—SCU0
The authorization rule returns the highest manipulation
ability available in a session for a given object. The

value depends on the session active roles, the type an

relationships of the involved object. The function is
defined as follows:

— For nodes and contents, returns the maximum of

the session permissions:
[1(s,0) =

max(0 U {

w(Op(p)y)
pEASP(s),0b(p)=0
(ASP(s) = availsessionpermissionés)). For the
maximum, a total order is defined such Es>

B > 0. The value of 0 indicates the absence of
permissions for the object in the session

— Anchors take directly the permission granted to
the object on which are located.

[1(s,a) =T1(s,0) | a0
For links, “B” access is allowed if there is ac-

cess to at least one anchor in each link end. “E”
access is allowed if all anchors have editing per-

missions:
B if 3(11,(12 | al[i_la a2L>t_l’
[1(if,a1) =[I(s,a2) = B
[l(s.) =4 E siVay,a; | ar}7la;57,
[1(s,ai) =[I(s,a;) = E
0 otherwise

e §:OPSx0Ox8—{0,1}
The transition function checks if an operation can be
performed on an object from a given session.

0 otherwise

The Core MARAH model defines also a set of admin-

istrative and system functions, in order to create, maintain

and query the different sets and relations, as well as creatin
user sessions and taking access control decisions.

3. Core MARAH Web Service

Core MARAH is being implemented as web service. It
acts agolicy decision poin{PDP), independent of thol-

3The model does not provide an interpretation for this situation.

implementations of MARAH were integrated in the con-
tent server [8], making no distinctions between the PDP
and PEP, and constraining its use to only one website. The
MARAH service offers a RBAC standard implementation
that is reusable by several applications within the organiza-
tion. As figure 2 shows, the differences between MARAH

addUser

addRol e

creat eSessi on
assi gnPer m ssi on
checkAccess

CoreRBAC Service

transitionFunction

| CoreMARAH Service

addUser(John) 4
addRole(N1)
assignUser(John, N1)
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Security Policy

(I i ]

transitionFunction

(user, operation, object) yes/no

Web browser Management tool

Figure 2. Core MARAH service architecture

and RBAC standard have led to a broad service split in two
smaller cooperating subservices. This cooperation gath-
ers the transformation rules from MARAH components to
RBAC components described in previous section, in terms
of service operation execution. From the point of view of
the service clients, whether administrators or systems im-
dalementing PEPs, this separation is completely hidden. The
service usage is very simple: first, access policy is notified
to the service. Then, the service is requested for access con-
trol decisions involving operations, objects and roles previ-
ously defined. Here the term access policy means the defi-
nition of the set of objects and its relations, roles and clear-
ances. It is important to note that the adoption of the web
service paradigm and the creation of a policy service sepa-
rated from the PEP introduces new challenges, due to there



is a need to protect the information during transmission be-functions, that, in addition to the functionality provided by
tween PEP and PDP. Due to the focus of this work is the Core RBAC, allow to:
deployment of the abstract core access control model, and
taking into account the advances to come in the web ser-
vices security area [9], issues related to low level security
in the service usage (|e identiﬁcation, authorization, end- ° Creating/de'eting Object re|ati0nships (|Ocati0n’ source
to-end encryption,...) have not been considered yet. linking and target linking),

The Core RBAC web service implements the Core
RBAC administrative and system functional specifications, ® Granting/revoking clearances to roles,
providing operations for:

e Creating/deleting object instances, for each one of the
four types,

e Checking the access, by the transition functién (

e Adding/removing users and roles, Figure 4 shows part of the WSDL definition for the Core

« Assigning/deassigning users to roles, and permissionsMARAH service. The implementation Qf some of its opera-
to roles, tions make use of the Core RBAC service, some of them be-
ing simply wrappers for the RBAC service operations. Core
e Creating/deleting sessions for an user and activat- MARAH service also uses string based primitive types.
ing/deactivating some roles,

> © ozl Flg=iene =) (2] %]
° CheCkiI’]g the access. Eile Edit view Go Beokmarks Teels Help |
- <wsdl:portType name="MARAHService'"> =

In order to provide a general service, all elements *<wsdl:operation name="createSession" parameter
I rs, permissions and operations) are identified by * -"SdL:operation name=‘addRole” parameterOrder=
(roles, users, p p Y +<wsdl:operation name="addNode" parameterOrder=

string  tokens, whilst the service returns information us- | +<wsdl:operation name="addUser" parameterOrder=
ing primitive types such as string lists or boolean values. | +<wsdl:operation name="deleteUser" parameteroOrd

. . - +<wsdl:operation name="deleteRole" parameterOrd
Figure 3 shows part of the web service definition (WSDL) +<wsd1:o:eration name="assignUser" EarameterOrd

for Core RBAC service. +<wsdl:operation name="deassignUser" parameter0
+<wsdl:operation name="deleteSession" parameter

) @ 4 ollE) Flraiiene =) | (3¢ +<wsdl:operation name="addActiveRole" parameter
Elle Edit Wiew Go Bookmarks Tools Help | +<wsdl:operation name="assignedUsers" parametergj
- <wsdLl:portType name="CoreRBACService"> - +<wsdl:operation name="assignedRoles" parameter

+<wsdl:operation name="sessionRoles" parameter0
+<wsdl:operation name="sessionPermissions” parar
+<wsdl:operation name="roleOperationsOnObject"
+<wsdl:operation name="userOperationsOnObject"
+<wsdl:operation name="addContent” parameterOrd
+<wsdl:operation name="addAnchor" parameterOrde
+<wsdl:operation name="addLink" parameterOrder=
+<wsdl:operation name="placeElement" parameter0
+<wsdl:operation name="addLinkSource" parameter
+<wsdl:operation name="addLinkDest" parameteror
+<wsdl:operation name="assignClearance" paramet
+<wsdl:operation name="transitionFunction" paral
</wsdl:portType> 1ﬂ
O |

+<wsdl:operation name="createSession" parameter
+<wsdl:operation name="addRole" parameterOrder=
+<wsdl:operation name="addUser" parameterOrder=
+<wsdl:operation name="deleteUser" parameterOrd
+<wsdl:operation name="deleteRole" parameterOrd
+<wsdl:operation name="assignUser" parameterOrd
+<wsdl:operation name="deassignUser" parameter0
+<wsdl:operation name="grantPermission" paramet
+<wsdl:operation name="revokePermission" parame
+<wsdl:operation name="deleteSession" parametergJ
+<wsdl:operation name="addActiveRole" parameter

+<wsdl:operation name="dropActiveRole" paramete
+<wsdl:operation name="assignedUsers" parameter
+<wsdl:operation name="assighedRoles" parameter
+<wsdl:operation name="rolePermissions"></wsdl:

+<wsdl:operation name="userPermissions" paramet Figure 4. WSDL fragment for the Core MARAH
+<wsdl:operation name="sessionRoles" parameter0 )

+<wsdl:operation name="sessionPermissions" parai service

+<wsdl:operation name="roleOperationsOnObject"

+<wsdl:operation name="userOperationsOnObject"

+<wsdl:operation name="checkAccess" parameterOr Both Core RBAC and Core MARAH services are be-
</wsdl:portType> = ing developed using Java, and made available as web ser-

T — | . ) : .
: ’ vice using the Axis software, from the Apache project

Figure 3. WSDL fragment for the Core RBAC (http://ws.apache.org).

service
4. Use case: the ARCE system

The Core MARAH service acts as client of the Core The Core MARAH service is being probed in an use case
RBAC service, and implements administrative and systemof the ARCE system (networked application for emergency



situations), which goal is to facilitate the efficient aid man- — If the sendercan chooséf the receiver will read
agement in emergency situations among Latin-American the message or not, then the checkbox has a “E”
countries [1]. One of the ARCE functions is to promote the clearance
communication between users, and so a messaging mech-
anism has been designed, similar to the email, but the re-
ceiver of the message is a role, and not a concrete user.
There is an information flow policy such that one given According to this modeling, table 1 shows the clearances for
sender can write messages only to a concrete set of tarthe contents of message composition node, for roles N2 and
get roles. There are roles representing different job func-N3 (the symbol) indicates that no clearance is assigned).
tions and organizations in the Latin-american Association Each checkbox is named using the destination role. It is
of Governmental Organisms of Civil Defence and Protec- important to note that the system implementation (PEP) is
tion. Roles N1, N2, N3, N4, N5, N6, N7 and N8 are mes- responsible for taking the right action according to the re-
sage senders. For the sake of clarity, we will describe asponse of the PEP, what includes choosing presentation is-
subset of the information flow policy. sues. Figure 5 shows the aspect of the generated pages in
) ) conformance with the policyfor roles N2 and N3, where
* Role N2 sends messages to N2 receivers, with mandahe non-editable checkboxes appear disabled. If some re-
tory copy to N1. The rest of receivers can be selected cejver must be notified, the corresponding checkbox ap-

— If the sendercan notsend the message to a re-
ceiver, there is no permission for the checkbox

by the sender when composing the message. pears marked and disabled.
e Role N3 sends message to N3 users, with mandatory N2 | N3
copy to N1. The rest of receivers can be selected by checkboxN1 | B | B
the sender, excepting N8, that can't receive messages checkboxN2 | B | E
from N3. checkboxN3 | E | B
The messaging subsystem has three pages: the message CEGCEEOXmg E E
composition page, the message list page (provides a table checkboxNG E|E
with message subjects) and the message view page (show- checkboxN7 E|E
ing one message). The system has been modeled as follows: ghggkbgiNS E | 0

e Nodes: the message composition, message list and
message view are nodes. For each new composed mes-
sage, a new node is generated representing it.

Table 1. Values of the clearance function for
roles N2 and N3 in the ARCE messaging sys-
tem

e Contents: Each form element in the message compo-
sition page is a content. In the message list, there is

a table which rows representing links to'messages. N The messaging subsystem has been implemented in PHP
the message view page, the message title and text argye 1o this language offers SOAP functions that make it
also contents. Each new message generates contenigysy the coding of web service clients. The web server cho-
for the text and title. sen to host the PHP pages is Apache. Nodes and contents
L . are PHP objects that provide their information through the
e Anchors and_lmks. from the message composition the show() method, that includes a call to the Core MARAH
g;e;(ii&;r: nlivt'ﬁzte forwa}[Lds af‘d b?ctv::/ards tc;]the.trtnes'service transition function. The PDP queries are performed
9 - N INIS page, there Is a fink for each written by the class pdp.php, whose objects are built by providing
medssage pointing to the corresponding message VI®Wihe URL of the WSDL description of the Core MARAH
node.

service, as shown in figure 6.

« Clearances: The message composition and list nodes Each node and content in Core MARAH corresponds to
have the “B” category for everybody. The message a PHP_object_, but nodes keep refe_rences to t_he objects rep-
composition form has checkboxes in order to select the €Senting their contents (and thus implementing fhere-
receiver roles. These checkboxes have different per-lation), as shown in figure 7, where a generic node code is
missions according to the information flow policy: shown. Using this mechanism, a PHP node will perform

several queries to the PDP during its dynamic generation.

— If the sendemustsend the message to the re- The process for the generation of the message composition
ceiver, the checkbox has a “B” clearance, stating node (see figure 5) is as follows: once policy is notified to

that the checkbox value can't be modified PDP, an authenticated user tries to visualize the page, so



@ @LARSELSmitin) =) (2] (%]
File Edit View Go Bookmarks j

w @ ARCEN Gy (- &)

File Edit Wiew Go Bookmarks I|

Comunicacién entre
usuarios de ARCE

Visualizar mensajes

Comunicacién entre
usuarios de ARCE

Visualizar mensajes

Escribir mensaje. Emisor:
N2

Roles receptores:
FAE [FAM2 TTN3 N4
[TNS ["Ne N7 ["N8

Escribir mensaje. Emisor:
N3

Roles receptores:
FAF N2 [FA3 N4
[TNS [TN6 " N7 [ NS

Tema: Tema:
Mensaje: Mensaje:
Enviar | Cancelar | Enviar Cancelar

Figure 5. Views of message composition page

for roles N2 and N3

<7php

class pdp {
private $client;
public function

__construct($wsdl) {

$this-sclient = new SoapClient($wsdl];

i

public function safe($user, $object, $operation) {
return $client-stransitionFunction($user,
$object, $operation);

[ B
i

Figure 6. Core MARAH web service invocation

from PHP

PHP callsshow() on the PHP object implementing the
page. First, the node checks access for itself, using context
information that includes the user name and session iden-
tifier. After querying the PDP and checking the transition
function value for the “B” category, the node starts to show
its own contents, according to its own source code.

<?php
class node {
private $pdp;
private $1d;
private $contents;
public function __construct($pdp, $1d) {
$this-=pdp = $pdp;
$this-=1d = $1d;
}
public function placeContenthMode ($content) {
$this-=contents[] = $content;

public function show(guser) {
if ($this-spdp-ssafe($user, $this-sid, "browse")) {
$this-=beginwrap(];
foreach ($this->contents as $content) {
$content->show($user);
1

$this-=endwrap(];

Figure 7. Generic code for a node

Each content to show is a PHP object, that is notified
to show itself by theshow() method. In order to show
its information, the transition function has to return 1 for
the content itself, so the PDP is queried again. When the
content includes anchors or other contents, the process is
repeated again, so each HTML element sent to the client
has been filtered by the access control mechanism, and so
it is an allowed element. In this way, a given sender can
not select roles for which sending a message is prohibited,
because the contents that allow this action are skipped or
otherwise disabled from the page.

Once the sender writes the message title and body, se-
lects the receivers and sends the message, the system does
the following:

e Generate a new node representing it, including the
message title and body in its contents. Define an an-
chort and include it in the node.

e Add the message title content in the message list page,
creating an anchorfor it

e Create a new link, whose source is thanchor, and
the target ig.

e Set the clearances corresponding to the new node for
the selected roles, using the checkbox information. If
aroleN; is marked, ther(N;,n) = B.



Now we illustrate how links are skipped in the message vide an access control decision.
list node. When processing this node, each table row repre-
sents a link to a message. In order to get access to a Iink6
one of its sources and targets must be accessible. Since the
target anchor takes the permission from the node in which
is defined, the whole link has the permission of the destina-  This work is part of the ARCE++ project (TSI2004-
tion. This implies that if the message is denied to some role,03394) funded by the Spanish Ministry of Science and Ed-
the link to it is too denied, so the PHP page will not add the ucation (MEC) and a cooperation agreement between Uni-
Corresponding row to the table. So, it can be said that thereverSidad Carlos Il de Madrid and Direccin General de Pro-
are one or more PEP for each object, but the PDP answeréeccin Civily Emergencias (Ministry of the Interior).
are provided by Core MARAH service.
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