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ABSTRACT 
This paper examines a semantic approach for identity 
management, namely the W3C WebID, as a representation of 
personal information, and the WebID-TLS as a decentralized 
authentication protocol, allowing individuals to manage their own 
identities and data privacy. The paper identifies a set of important 
usability, privacy and security issues that needs to be addressed, 
and proposes an end to end authentication mechanism based on 
WebID, JSON Web Tokens (JWT) and the blockchain. The 
WebID includes a personal profile with its certificate, and the 
social relationship information described as the RDF-based FOAF 
ontology. The JWT is a standardized container format to encode 
personal related information in a secure way using "claims". The 
distributed, irreversible, undeletable, and immutable nature of the 
blockchain has appropriate attributes for distributed credential 
storage and decentralized identity management. 
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