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Abstract

We used a complex network approach to
study the evolution of a large software system,
Eclipse, with the aim of statistically charac-
terizing software defectiveness along the time.
We studied the software networks associated
to several releases of the system, focusing
our attention specifically on their community
structure, modularity and clustering coeffi-
cient. We found that the maximum average
defect density is related, directly or indirectly,
to two different metrics: the number of de-
tected communities inside a software network
and the clustering coefficient. These two rela-
tionships both follow a power-law distribution
which leads to a linear correlation between
clustering coefficient and number of communi-
ties. These results can be useful to make pre-
dictions about the evolution of software sys-
tems, especially with respect to their defec-
tiveness.
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1 Introduction

Modern software systems are large and complex prod-
ucts, built according to a modular structure, where
modules (like classes in object oriented systems) are
connected with each other to enable software reuse, en-
capsulation, information hiding, maintainability and
so on. Software modularization is acknowledged as
a good programming practice [Par72, BC99, SM96]
and a certain emphasis is put on the prescription that
design software with low coupling and high cohesion
would increase its quality [CK94]. In this work we
present a study on the relationships between the qual-
ity of software systems and their modular structure.
To perform this study we used an approach based on
the concept of complex networks.

Due to the fact that software systems are inher-
ently complex, the best model to represent them is
by retrieving their associated networks [Mye03, SB11,
WKDO07, SZBB15, ZN08]. In other words, in a soft-
ware network, nodes can be associated to software
modules (e.g. classes) and edges can be associated
to connections between software modules (e.g. inher-
itance, collaboration relationships). We investigated
the software modular structure - and its impact on
software defectiveness - by studying specific network
properties: community structure, modularity and clus-
tering coefficient.

A community inside a network is a subnetwork
formed by nodes that are densely connected if com-
pared to nodes outside the community [GNO1]. Mod-



ularity is a function that measures how marked is a
community structure, namely the way the nodes are
arranged in communities [NG04]. The clustering coef-
ficient is a measure of connectedness among the nodes
of a network [New03].

We studied several releases of a large software sys-
tem, Eclipse, performing a longitudinal analysis of the
relationship between community structure, clustering
coefficient and software defectiveness. Our aim is to
figure out if the studied metrics can be used to bet-
ter understand the evolution of software defectiveness
along the time and to predict the defectiveness of fu-
ture releases. The results shown in this paper are part
of a more extensive research on different Java projects,
which is currently under consolidation. The aim of the
authors is to show eventually that the results presented
in this work are valid also for other extensively used
Java projects.

This paper is organized as follows. In Section 2
we review some recent literature on software network
analysis, community structure and defect prediction.
In Section 3 we introduce some background concepts
taken from the research on complex networks, whereas
in Section 4 we thoroughly report the adopted metrics
and the methodology. In Section 5 we present some of
our results and discuss them in Section 6. In Section 7
we illustrate the threats to validity and in Section 8 we
draw some conclusions and outline the future work.

2 Related Work

Being software systems often large and complex, one of
the best candidates to represent them is the complex
network [FMS01], [Mye03], [TCM™11]. Many software
networks, like class diagrams [RS02, VS03], collabo-
ration graph [Mye03], package dependencies networks
[CLO4], have already been shown to present the typi-
cal properties of complex networks [BAJ0O], such as
fractal and self-similar features [TMT12], scale free
[CS05], and small world properties, and consequently
power law distributions for the node degree, for the
bugs [CMM*11] and for refactored classes [MTMT12].

Modelling a software system as a complex network
has been shown to have many applications to the study
of failures and defects. For example, Wen [WKDO7] re-
ported that scale-free software networks could be more
robust if compared to random failures. Other meth-
ods have been applied to understand the relationship
between number of defects and LOC [Zha09], while in
Ostrand et al. a negative binomial regression model
is used to show that the majority of bugs is contained
only in a fraction of the files (20%) [OWBO05].

So far many other methods have been tried for bug
prediction [DLR10, HBB'12], especially using depen-
dency graphs [NAH10, ZN08], but only recently many

researchers focused their attention on the community
structure as defined in social network analysis, namely
the division in subgroups of nodes among which there
is a high density of connections if compared to nodes
that are outside the community [NG04]. Being more
connected, elements belonging to the same community
might represent functional units or software modules,
leading to practical applications of the community de-
tection in the software engineering field. Community
detection is usually performed with methods like hier-
archical clustering and partitional clustering [For10].

Newman et al. proposed some algorithms for com-
munity detection [NG04, New04, CNMO04], which are
now extensively used in the literature, along with the
definition modularity, a quality function which mea-
sures the strength of a network partition in communi-
ties [NGO4]. In this work we use one of the algorithms
proposed by Newman et al. to understand if such di-
vision can be related to software modularity as defined
in software engineering and, eventually, if the commu-
nity metrics may be useful to predict bugs in future
releases. The issue of community structure and its ap-
plication to software engineering has been recently ad-
dressed in a similar fashion by Subelj and Bajek. The
authors applied some community detection algorithms
to several Java systems to show that their evident com-
munity structure does not correspond to the package
structure devised by the designer [SB11].

In this work we consider the concept of modular-
ity used in software engineering, that is often asso-
ciated to high values of cohesion and low values of
coupling metrics [MMCG99, MMO07, ASTC11]. In
the literature there are previous attempts to use soft-
ware network theory to characterize a modularity
function and relate it to good programming prac-
tice [MMCG99, MMO07, ASTC11]. We show that a
modularity function based on pure network topology
can be used to assess the goodness of a division in clus-
ters, and it is related to the software engineering con-
cept of the separation of components. Our work uses
a methodology based on community structure, which
is very lightweight from the computational point of
view. We are also introducing for the first time some
concepts from social network analysis that allowed us
to draw the same conclusions of the authors of the
aforementioned papers, but getting also information
on the predictability of software defectiveness.

3 Modularity and Community
Structure

The concept of community derives from social net-
works. Nodes belonging to the same community are
densely connected among each other, while they are
poorly connected with nodes which are not in the same



community. Inside a network, a community structure
is the specific way in which the nodes are arranged in
communities [For10]. Since there can be more than one
community structure, we need a quantitative measure
to evaluate the best division. The first and most used
measure is the modularity [NG04]. Although there
are some caveats to take into account while using it
[GMC10, FB07], modularity is considered the stan-
dard measure for the quality of a community struc-
ture.

The original definition is based on the fact that a
random graph does not possess a community structure,
hence providing a null model for comparison with the
community structure of real networks [NG04]. Con-
sider a complex network of n nodes and m edges. In
order to represent it we can use the following defini-
tions:

e Adjacency matrix:

1
A’Uw_{O

where v and w are two nodes belonging to com-
munities ¢, and cy;

if v and w are joined
otherwise,

(1)

e Number of edges:
1
m= > Avw, (2)
e Node degree, namely the number of its connected

edges:
ko = Ay (3)

If we postulate that nodes are grouped in communi-
ties, then we can compute the fraction among within-
community edges and across-communities edges. In
order to have a significant community structure this
fraction has to be large. Given two communities ¢,
and ¢, the latter fraction can be written as follows:

va Avw 6(01)7 Cw)
va Avw

1
- %%}:Avw 5(vacw)a (4)

where 0(cy, ¢y) is the Kronecker 4. In order to obtain
a reliable measure we need to compare the previous
values to a null model. The most used null model is a
graph with the same community structure but random
connections among its nodes. The expected value of
the fraction of edges attached to nodes in community
v and to nodes in community w, in the random case
would be given by:

1 kyky

o 2 o 0(Cyy Cw)- (5)

Subtracting (5) to (4), we get the modularity as
defined in Newman [New06]:

Q- % > (A - %)5(%,%). (6)
vw

A good community structure corresponds to values
of ) as close as possible to 1. However, in real net-
works, modularity values that reveal a good commu-
nity structure fall in a range from 0.3 to 0.7 [NGO4].
Lower values are associated to a weak community
structure, whereas strong community structures, al-
though rare in practice, may have modularity values
higher than 0.7 and approaching 1.

4 Experimental Setting

In this work we analyze the structure and evolution
of Eclipse IDE, a popular software system written in
Java, using its associated software network. We first
retrieved the network associated to each software sys-
tem - specifically to each subproject in which the major
system is structured, by parsing their source code re-
trieved from their corresponding Source Control Man-
ager (SCM), looking for relationships like collabora~
tion, inheritance, etc. This way we obtained the net-
works at class level where nodes are classes and edges
are the mentioned relationship among classes (i.e in-
heritance, collaboration, etc.). Afterwards we anno-
tated each class with the corresponding number of
bugs retrieved using the procedure described in the
following paragraph.

4.1 Retrieving Defectiveness Data

We considered the number of defects (bugs) as the
main indicator of software quality. We collected data
about the bugs of a software system by mining its as-
sociated Bug Tracking Systems (BTS). Bugzilla is the
BTS adopted by Eclipse, where defects are tagged with
a unique ID number. An entry in BTS is called with
the common term ’Issue’, and there is usually no infor-
mation about classes associated to defects. Usually all
the changes performed on the source code are reported
on the SCM. To obtain a correct mapping between Is-
sue(s) and the related Java classes, we analyzed the
SCM log messages, to identify commits associated to
maintenance operations where Issues are fixed.

We analyzed the text of commit messages, look-
ing for Issue-IDs. Every positive integer number (in-
cluding dates, release numbers, copyright updates, etc)
might be a potential Issue-ID in the BTS. In order to
avoid wrong mappings between a file and the corre-
sponding Issue, we filtered out any number which did
not refer to bug fixes. This operation was performed
by associating Issue-IDs to files belonging to the same



release, and analyzing the commit logs to perform
the mapping between Issues and classes. We associ-
ated to each release the Issues that are Bugs and that
were classified as “closed” in BTS. In fact, very rarely
Bugs which are labeled as “closed” are re-opened, this
way being permanently associated with a release. The
maintenance operations in Bugzilla are associated to
files, called Compilation Units (CUs), which may con-
tain one or more classes. Thus, in cases in which a file
contained more than one class, we decided to assign
all the defects to the biggest class of those Compila-
tion Units. At the end of this process we obtained a
network where to each node is associated the number
of bugs of the corresponding class.

4.2 Metrics Analyzed

We computed the following metrics:

System Size: the number of classes of the software
system.

Average Bug Number (ABN): or bug density,
namely the number of defects found in a system
divided by the number of classes.

e Modularity: a measure of the strength of the ob-
tained community structure, as defined in Section
3.

Number of Communities (NOC): the number of
disjoint communities in which the network is par-
titioned.

Clustering Coefficient (CC): the average proba-
bility that if vertex ¢ is connected to vertex j and
vertex j to vertex k, then the vertex i will also
be connected to vertex k. It can be defined as
follows:

~_ 3 x number of triangles in the network

)

)
where a triangle is a set of three nodes all con-
nected with each other, and a triple centered
around node i is a set composed by two nodes
connected to node ¢ and the node 7 itself.

The clustering coefficient for the whole graph is
the average of the C;’s:

number of connected triples of nodes

1 n
czﬁ;ci, (8)

where n is the number of nodes in the network
[New03].

Release 2.1 3.0 3.1 3.2 3.3
Size 8257 | 11406 | 13413 | 16013 | 17517
Sub-Projects n. 49 66 70 86 104
N. of defects 47788 | 59804 | 69900 | 80149 | 95337

Table 1: Main features of the analyzed releases of
Eclipse: size (number of classes), number of sub-
projects (sub-networks), and total number of defects.

4.3 Dataset and Methodology

We analyzed 5 releases of Eclipse, whose main features
are presented in Table 1.

Each release is structured in almost independent
sub-projects. The total number of sub-projects ana-
lyzed amounts at 375, with more than 60000 nodes
(classes) and more than 350000 defects.

We detected the modularity and its associated
community structure for each subproject of each re-
lease using the Clauset-Moore-Newman (CMN) com-
munity detection algorithm devised by Clauset et al.
[CNMO4]. The latter is an agglomerative clustering
algorithm that performs a greedy optimization of the
modularity. The community structure retrieved cor-
responds to the maximum value of the modularity.
Moreover, we retrieved the number of communities in
which the networks are structured, the corresponding
maximum value of the modularity, and the nodes as-
sociated to each community. The CMN algorithm im-
plementation used is that provided by the R package
igraph [CN06].

We then performed a correlation analysis among the
network metrics and the software metrics (size and de-
fectiveness) for each release on its own and also for the
entire dataset, in order to have relevant statistics. Fi-
nally, in order to investigate the system evolution, we
studied the relationship between network metrics and
software defectiveness by cumulating the first and the
second releases in a single set, then adding the third
release to this first set to obtain a second set and so on.
Specifically, we evaluated if, with a starting dataset of
N releases, the best fitting curve for the cumulated
N — 1 releases could also be a good fit for the Nth
release. To measure the forecast accuracy we adopted
a x? test. This way we were able to make predictions
about the next release starting from those cumulated
in the previous assembly.

5 Results

We performed different analyses among the network
metrics and the software metrics for each release and
the entire dataset. First and foremost, we noted a sat-
uration effect of the number of defects and the clus-
tering coefficient as the size of the analyzed systems
increases. Our results show a general tendency for cer-
tain metrics to converge to a narrow range of values
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Figure 1: Scatterplot of the modularity vs system’s
size (n. of classes) for all subprojects
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Figure 2: Scatterplot of the defect density (or ABN)
vs system’s size (n. of classes) for all subprojects.

when the number of classes increases.

Figures 1, 2 and 3 show the relationship between
systems’ size (number of classes) and, respectively,
modularity, average bug number (ABN) and clustering
coefficient (CC).

All the metrics display more or less the same behav-
ior. For relatively small systems, where the number of
classes is roughly below 100, the metrics assume val-
ues in a wide range. Specifically, the defect density (or
ABN) ranges from 0 up to 25, the clustering coefficient
and the modularity, whose maximum value may be 1,
range from 0 to 0.6-0.7. For system’s size between 100
and 500 roughly, the variation ranges become smaller:
the ABN lays between 2 and 12, the clustering coef-
ficient lays between 0.05 and 0.2, and the modularity
between 0.3 and 0.6. Finally, for fairly large systems,
where the number of classes is above 500 or more, the
metrics stabilize, showing small oscillations and even-
tually converging asymptotically to precise values.
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Figure 3: Scatterplot of the clustering coefficient vs
system’s size (n. of classes) for all subprojects.
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Figure 4: Scatterplots reporting the number of com-
munities vs the sizes of the subprojects (n. of classes)

Another interesting result is the monotonic increase
of the NOC metric with system’s size, reported in Fig-
ure 4. After a first nonlinear behavior the curve is
aligned along a straight line. Additionally, our results
show a significant correlation between NOC and both
ABN and CC. Figure 5 displays a non-linear decay of
the maximum values of ABN and CC versus NOC. It
is worth to point out that for other network metrics,
such as the mean degree or the average path length,
there is not a similar trend.

In particular, Figures 5a and 5b show respectively
the distributions of the maximum values of ABN and
CC with respect to NOC for all the sub-projects for
each release. Each point corresponds to the maximum
value of the corresponding metrics computed on all
the projects with the same number of communities.
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Figure 5: Scatterplots of the relationships between the studied metrics.

Releases o r X2 dof
2.1-3-0 | -0.436 | -0.920 | 0.065 | 16
2.1-31 | -0.393 | -0.934 | 0.059 | 17
2.1-3.2 | -0.4302 | -0.911 | 0.056 | 20
2.1-3.3 -0.404 | -0.921 | 0.052 | 21

Table 2: Fit data for the power law between maximum
ABN vs NOC: exponent «, correlation coefficient (r),
x? and number of degrees of freedom (dof).

Releases a r X2 | dof
2.1-3-0 -1.010 | -0.654 | 0.075 | 16
21-3.1 | -0.917 | -0.667 | 0.057 | 17
2.1-3.2 -0.977 | -0.715 | 0.087 | 20
2.1-33 -0.986 | -0.712 | 0.119 21

Table 3: Fit data for the power law between maximum
CC vs NOC: exponent «, correlation coefficient (r), x>
and number of degrees of freedom (dof).

As these Figures illustrate, these values seem to follow
a power-law like trend.

The distributions of the maximum values, when an-
alyzed using a log-log scale, are well fitted by a straight
line, suggesting two power-law-like relationships for
the maximum values of both ABN and CC versus the
number of communities, provided that the systems
have the same number of communities. We applied
a power-law best fitting algorithm in order to check
this hypothesis, finding acceptable best fittings for the
maximum values of CC and for the maximum values of
ABN versus the number of communities. The power
law parameters are reported in Tables 2 - 3. Table
4 shows the best fitting results, reporting the degrees
of freedom and the normalized x? for the relationship
between these two metrics.

Eclipse | max ABN vs NOC | max CC vs NOC
dof 13 13
x? / dof 0.361 1.005

Table 4: Fit data for the power laws between the max-
imum average defect density (max ABN) versus the
number of communities and maximum clustering co-
efficient (max CC) versus the number of communities:
correlation coefficient (r), normalized x? and number
of degrees of freedom (dof).

6 Discussion

We analyzed a large software system, Eclipse, using
complex network theory with the aim of achieving a
better understanding of software properties by mean
of the associated software network. The application of
the CMN algorithm confirms that the analyzed soft-
ware networks present a meaningful community struc-
ture [SZBB15, CMOT13]. Furthermore, the results
show the existence of meaningful relationships between
software quality, represented by the average bug num-
ber (ABN), and community metrics, in particular the
number of communities (NOC) and clustering coeffi-
cient (CC).

The presence of a strong community structure in
a software system reflects a strong organization of
classes in groups where the number of dependen-
cies among classes belonging to the same community
(inter-dependencies) is higher with respect to the num-
ber of dependences among classes belonging to differ-
ent communities (external-dependencies).

From a software engineering perspective this goal
might be achieved by adopting good programming
practices, where class responsabilities are well defined,
classes are strongly interconnected in groups, and cou-



pling among groups is kept low. Within this perspec-
tive the network modularity can be seen as a proxy for
software modularity.

Figure 1 shows that, with the exception of sub-
projects with less than 500 classes, the modularity does
not increase along with the size, converging to values
that range from 0.6 to 0.7. As reported in Section 3,
these values indicate that the community structure is
significant and well defined. At the same time Figure
4 shows that there is a linear relationship between the
number of communities and the number of classes.

Such relationship is not trivial: the modularity and
the number of communities are theoretically indepen-
dent by the size [GMC10] and, in general, the number
of communities does not increase with network’s size.
Moreover, by and large, there may be large networks
divided in a small number of communities, depending
on the network’s topology. As a consequence our find-
ings suggest that, in the examined case, it is possible
to partition the software networks into a set of commu-
nities, where the number of communities is correlated
with system’s size.

Figures 2 and 3 report, respectively, the relation-
ship of ABN and CC with the number of communities.
Both metrics have a similar trend, with values converg-
ing to a range between 4 and 12 for ABN and between
0.2 and 0.6 for CC. This means that when the system’s
sizes increases the number of defects stabilizes and the
same happens to the clustering coefficient. We already
mentioned the significant increment of the number of
communities with system’s size. Since the increment
of NOC is not trivial, this led us to assume that there
might be a relationship among the topology of software
networks, that determines the number of communities,
and the other metrics.

Figures 5a and 5b show the distributions of the
maximum values of CC and ABN for the projects with
the same number of communities. As previously men-
tioned, this relationship seems to follow a power-law
trend. The power law relating the NOC and the max-
imum values of ABN indicates that the community
metrics, specifically the number of communities, can
be exploited in order to evaluate the evolution of the
defectiveness of a software system. In other words,
once the relationship between NOC and the maximum
values for ABN is known, one can evaluate approxi-
mately the maximum ABN in a future release of the
same system, by computing the number of communi-
ties for that release.

This way, we might assume that systems with the
same number of communities should have a number of
defects per class lower than a given value. The same
argument applies to the clustering coefficient of sys-
tems having the same number of communities. The
relationship between CC and NOC is again a power

Releases r X2 dof
2.1-3-0 0.565 | 0.633 | 16
2.1-3.1 0.576 | 0.651 | 17
2.1-3.2 0.677 | 0.523 | 20
2.1-3.3 0.687 | 0.547 | 21

Table 5: Fit data for the maximum ABN vs maximum
CC: correlation coefficient (r), normalized Chi squared
(x? ), and number of degrees of freedom (dof).

law. This implies that if the NOC of an initial release
(or of a set of releases) is known, one can in princi-
ple predict that in the following releases the clustering
coefficient will not be greater than a certain value.

Figures 6 and 7 show, in a log-log scatterplot, the
best fitting lines for the data discussed above. Each
color corresponds to one set of releases cumulated ac-
cording to the chronological order. The Figures con-
firm that the power-law like relationship appears in
every cumulated release and is a regular and stable
behavior throughout software evolution.

The power law parameters for the mentioned met-
rics and for each cumulated releases (see Section 4)
are reported in Tables 2 and 3. As we can see they do
not change significantly from one cumulated release to
another. This suggests the existence of a progressively
more stable behavior during software evolution, where
the fitting with a power law becomes more accurate
and tends to a fixed value as new releases are added in
the cumulated dataset. These results might help de-
velopers to estimate the expected maximum ABN for
software systems with a known community partition.

The two power laws indirectly connect the maxi-
mum values of ABN with the maximum values of CC
in systems having the same number of communities.
Such relationship can be made explicit reporting di-
rectly the scatter plot of the two metrics where each
metric is computed for the same number of commu-
nities. Such plots are reported in Figure 6 for all the
cumulated releases, and show that the two metrics are
linearly correlated. Table 5 reports the correlation co-
efficient as well as the degrees of freedom and the x? for
such data for all cumulated releases. It shows that the
correlation coefficient increases and the x2 decreases as
new releases are added in the cumulated data, indicat-
ing a more stable relationship among the two metrics
as the system evolves.

These results can be explained by noting that the
larger the clustering coefficient, the higher is the num-
ber of classes linked to each other and the higher the
probability of diffusion of defects among them. The
topology of a software network is characterized by
hubs, and the clustering coefficient in the area of the
graph around any hub is higher by definition. If one
hub is affected by one or more defects, it is more likely
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Figure 6: Cumulated log-log plots and best fitting lines of maximum ABN vs number of communities
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Figure 7: Cumulated log-log plots and best fitting lines of maximum CC vs number of communities



*  releases 2.1 - 3.0

18f-
+  releases 2.1 - 3.1

releases 2.1 - 3.2

—_
()]
T

releases 2.1 - 3.3

-
N
T

-
o
T

max defect density
$

8- =
~ /’/ *
6
| | | | | | |
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7
max cc

Figure 8: Cumulated plots and fitting lines for the maximum ABN vs maximum CC.

that these defects will spread among the classes con-
nected to the hub, increasing the defect density in the
area around it. This would explain the correlation
among defect density and clustering coefficient.

7 Threats to Validity

This work suffers from some threats to validity, that
are reported in the following according to the usual
distinction in internal, external and construct threats
to validity.

Internal Validity We conclude that the relation-
ship among software defectiveness and community
metrics can indicate that a high level of network
modularity is related to low defectiveness, thus
suggesting good programming practices. How-
ever, the relationships we found could be due to
other phenomena, or deserve to be further investi-
gated. What we propose here is just one possible
formal explanation of our results.

External Validity We only consider one Java sys-
tem, Eclipse, and analyzed its evolution. Our re-
sults should be validated on other systems and
made more general. We are currently extending
the analysis to many releases of NetBeans.

Construct Validity The rules reported in Section 5
might be faulty in some cases, not being able to
correctly map defects to CUs [AMADPO7]. There

might be a bias caused by the lack of information
on SCM [AMADPO7], and there could be a chance
of wrong assignments to happen for some classes.
However, we considered the defect density as a
relevant metric and studied its statistical distri-
bution, which could be severely biased only in the
case of systematic errors, which is not our case.
Moreover, we consider only undirected edges in
the class dependency graph, without making any
distinction among the different relationships (i.e.
inheritance, collaboration, etc.) that take place
among classes. Consequently, our results could be
refined considering the mentioned differences be-
tween the relationships and taking into account
directed as well as weighted edges.

8 Conclusions

In this work we presented a longitudinal analysis on
the evolution of a large software system with a fo-
cus on software defectiveness. We used a complex
network approach to study the structure of the sys-
tem and its modularity by computing the community
structure of the associated network. After having re-
trieved the number of defects and associated them to
the software network classes, we performed a topolog-
ical analysis of the system defectiveness. We found a
power law relationship between the maximum values of
the clustering coefficient, the average bug number and



the division in communities of the software network.
This led to a linear relationship between the maximum
values of the clustering coefficient and of the average
bug number. We showed that such relationship can
in principle be used as a predictor for the maximum
value of the average bug number in future releases.
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