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Abstract. The article describes the results of analysis of four general assump-

tions of all existing software reliability growth models: the assumptions about 

similarity of testing and operation conditions, immediate detected fault elimina-

tion, the assumption that secondary faults are not brought in and the one of mu-

tual independence of faults. Under the real conditions of Software testing and 

operation none of these assumptions is executed. Because of this fact, all exist-

ing models possess low modeling accuracy. The authors have shown that the 

removal of only one of these assumptions – the one that secondary faults are not 

brought in – allows to automatically remove all other assumptions. A new 

Software reliability model created with considering the possibility to bring in 

secondary faults has demonstrated stably better results as compared to the tradi-

tional ones. This model is based not on the theory of probability, but on the the-

ory of nonequilibrium processes. 
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1 Introduction 

The history of software reliability theory began more than 60 years ago. The first 

paper, in which the words “Software” and “Reliability” are used together in a single 

word-combination, is likely the one written in 1965 [1]. Although the idea that the 

reliability growth is possible in complex systems was given much earlier – in 1956 

[2]. Over this period of time a lot has been done in the software reliability theory, e.g. 

a great number of so-called “Software Reliability Grows Models” – SRGM –was 

created. We cannot know the exact amount of these models because of plenty of their 

modifications. According to the evaluations of many authors, the number has reached 

60 units [3, 4]. All of these models in their essence try to describe the same physical 

process – the one of software reliability growth on account of the program fault detec-

tion. The cause of creation of such a great number of models is connected with the 

fact that none of them can describe the process with the accuracy enough for practical 

goals of all kinds of software. From the viewpoint of the resources consumed the 

creation of more and more new models actually reflected the process of replication, 
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i.e. the earliest and most inefficient process of resource development depicted by the 

authors adhering to so-called “resource approach” period [5, 6]. Each of these models 

is different from the others with their assumptions about the parameters of fault detec-

tion process. The major parameter is the law of probability distribution of the fault 

detection. In SRGMs the two distribution laws – Poisson’ s Law and Bernoulli’s bi-

nomial distribution are generally used [4]. It means in fact that the basis of all the 

existing reliability models is the same hypothesis – the one of the probable nature of 

software fault detection process. But both confirmation and refutation of this hypothe-

sis is not a subject of the given paper. However later we will return to this hypothesis 

again. 

The goal of the paper is the analysis of position of all other SRGM assumptions if 

we remove one of them – the assumption that in correcting the detected faults no new 

(secondary) faults appear. To achieve the goal, we should first consider the main as-

sumptions of reliability models. 

2 Main Assumptions of Software Reliability Growth Models 

All the variety of assumptions can be divided into two following parts: the ones 

common for all models and the ones peculiar to each of the models separately. The 

assumptions of base reliability models are described in detail in [4]. We take the orig-

inal models in their author’s formulations as base models. It was these base models, 

which were the foundation of their further modifications. However, the assumptions 

themselves are common both for a base model and its modifications. That is why 

from now on we will concentrate on the base model assumptions exactly. 

To analyze, what exact assumptions can be referred to that or this model, we will 

use the so-called “Assumptions Matrix” offered in [7]. This matrix fragment obtained 

on the basis of [7, Table 1] is represented in table 1. 

Table 1. Fragment of the Models Assumptions Matrix 
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In this fragment only common assumptions, which as one can see are present in all 

reliability models, are shown. The main difference of the models is the assumptions of 

parameters of fault detection process, which as we mentioned above are not the sub-

ject of the given paper. The first column of table 1 contains the codes of the common 

SRGM assumptions: 

─ I.1. Software testing and reliability assessment is performed in actual operating 

conditions. 

─ I.2. Faults are removed immediately. 

─ I.3. New faults are not brought in the process of debugging. 

─ I.4. All faults are occurred independently from each other.   

Let us analyze each of these assumptions in detail 

2.1 Assumption I.1. Conditions of Testing and Operating 

The requirement to test software under the conditions of its running is likely connect-

ed with transferring the reliability evaluations, which are obtained at the testing stage, 

to the running stage. This requirement was completely met only during reliable model 

development – up to the middle 90th. However, we can argue that at present it (re-

quirement) is not being met. Because software testing industry was actually created 

along with software development industry. Now the testing is performed by special 

groups of testers according to the special techniques and special software. Wherein 

the approaches to testing process and operation process are fundamentally different. 

The goal of testing is to find as large number of faults as possible for the shortest 

period of time. In the process of operation the fault detection relatively rare is the 

goal. Because by the beginning of software running the majority of faults as a rule are 

already found and corrected. And the faults detected in the process of operation are 

considered to be an undesirable result, and are not corrected immediately but for a 

long period of time. That is why in the course of testing the fault detection intensity is 

much (some orders) higher than during operation. But in all of the reliability models 

the following correlation is supposed: the higher the fault detection intensity the lower 

the reliability. So, at present the reliability data indicated at the running stage must not 

be generally transferred to the testing stage. 

However, all the above mentioned considerations do not actually limit the reliabil-

ity evaluation made with the help of reliability models at the running stage. The point 

is that any software being thoroughly tested all the same possesses a number of unde-

tected faults at the moment of beginning of running. And if they are detected in the 

process of operation one can evaluate the reliability indexes according to the speed of 

their detection made with the help of models at the stage of running exactly. 

So, we can rightly argue that assumption 1.1 is always performed. 



2.2 Assumption I.2. Faults are Removed Immediately 

The assumption of the immediate detected fault removal for all of the reliability mod-

els is connected with the fact that the function of dependence of the number of faults 

on time is monotonously decreased in these models. If to assume that the detected 

fault continues existing in program this function monotonousness is violated. Certain-

ly, this assumption does not actually provide the fault correction at the moment it is 

detected, i.e. instantly. A fault can be corrected later, but the most important point is 

the interruption of the software testing and running in correcting. If the program is not 

executed with the help of the computer then from the position of fault detection pro-

cess it does not exist. Thus, the software running time is discrete. And the resumption 

of testing and running processes after the fault correction provides this assumption 

performance. 

2.3 Assumption I.3. New faults are not Brought 

Of all the reliability model assumptions this one is the most exigent. The point is that 

the fault correction process requires the change of software code sections. The size of 

the changed sections is sometimes very large. Wherein there is always probability to 

bring new faults in correcting the previous ones. In the software reliability theory the 

faults brought again are called secondary ones. None of the existing reliability models 

has the possibility to take into account the secondary faults. And numerous attempts 

to account for secondary defects in the existing SRGM have shown that this is not 

always possible [8, 9, 10]. The low accuracy of simulation of the fault detection pro-

cess is closely connected with this since one of the model assumptions is practically 

never carried out. 

Hereinafter we will try to remove this restriction and understand how this proce-

dure will influence on the remaining assumptions. 

2.4 Assumption I.4. Independence of Faults from Each Other 

The last fourth assumption is the one, which provides the detection of one of the 

faults independently from the detection of another one. That is from the viewpoint of 

Probability Theory we have a number of independent events [11]. This actually means 

that the fact of detection of one of the faults influences on the possibility or impossi-

bility to detect other faults in no way. In practice, these events are really more often 

independent. However, there are cases when detection and removal of one of the 

faults give the fundamental opportunity to detect the other faults, which were hidden 

before. Here is the simplest example: as a result of an error in statement “If” (assume 

that the equation is true in all cases) the control can be never given to one of its 

branches. In this case, the software code error of this branch can be detected by no 

means, since this code has been never executed. As a result of correction of this error 

the control is given to the appropriate code allowing to detect its faults. In the men-

tioned example the independence condition is violated but this can be taken into ac-

count by no reliability model. 



2.5 Analysis of Assumptions: Intermediate Conclusions 

The analysis of assumptions of the most popular reliability models shows that none of 

four assumptions common for all models is not executed in practice. Even this very 

conclusion allows to hazard a conjecture that none of the models is able to provide 

sufficient accuracy in the description of the fault detection process in time.  The con-

clusions made are proven in [12] in which the reliability evaluation accuracy is ana-

lyzed with the help of nine most popular models. None of the models shows the high 

accuracy of reliability evaluation for none of 50 researched data set. E.g. the mean 

value of standard deviation (SD) in all time series is 4,1 in Musa model to 26,5 in 

Schneiderwind. The maximal SD values are 246 in Musa model to 996 in Duan mod-

el. Such a low accuracy of reliability evaluation is likely associated with the fact that 

the base model assumptions are not executed. Among all the assumptions the most 

unreal one is the following: in correcting the faults new secondary faults are not 

brought in. However hereinafter we will show that if the assumption, that secondary 

faults are not brought in, is removed the other three assumptions can be automatically 

abandoned. 

3 Model in which Secondary Faults are Taken into Account. 

Hypothesis 

So, all existing SRGM do not provide the necessary evaluation accuracy since their 

base assumptions are not practically executed: the detected faults are not eliminated at 

once, and in the course of their eliminating the new secondary faults can be brought 

in. In addition, the events, which occur in detecting the faults, are dependent. Suppose 

that there is no assumption about bringing the secondary faults in some hypothetical 

reliability model. That is, we can think that in correcting any detected fault any 

amount of secondary faults can be brought in software. Let us analyze in what way 

this fact will affect all other assumptions. 

3.1 Assumption about Immediate Fault Elimination 

The assumption that a fault is eliminated at once does not correspond to reality. At the 

testing stage first a list of detected faults is just made and then software is sent to de-

velopers to correct them. At the stage of operation the time interval between fault 

detection and correction is even greater. To correct a fault detected by a user except 

for the procedure of its correction the changed software code distribution among a big 

number of users is necessary. If software is widely-spread as for example in the case 

with Windows operation system the number of users can be several million. That is 

why the information of all detected faults is first accumulated over long period of 

time and then eliminated. A user as a rule gets system updating once every few 

months. 

In removing the assumption the supposition of the immediate fault elimination can 

be also removed. Suppose that some fault is detected but not corrected and users con-



tinue applying the program. It means that under the real operation conditions after a 

fault is detected but not corrected the total number of faults in program does not 

change. 

But the same case – invariability of the total number of faults – is possible in a 

slightly different situation namely when detected fault is immediately eliminated but 

in the process of its elimination one secondary fault is brought in. Thus, the bringing 

of this secondary fault is equivalent to the situation when the detected fault was not 

corrected. The total number of faults in program remains unchangeable – one fault 

was corrected and one fault was brought in. 

So, the removal of the assumption that secondary faults are not brought in makes 

the assumption about the immediate correction of detected fault automatically unnec-

essary. We can argue that the assumption about possibility to bring in secondary 

faults covers the assumption about necessity of the immediate elimination of the de-

tected. 

3.2 Assumption about the Mutual Independence of Faults 

As we demonstrate in point 2.4 there are cases in practice when the assumption about 

mutual independence of fault detection is not executed. However, if to suppose that 

secondary faults can be brought in then this assumption is not mandatory. And really, 

the situation mentioned in point 2.4 when elimination of one fault gives the oppor-

tunity to execute the software code branch unavailable earlier can be modeled by 

bringing in the secondary faults. The faults existing physically in this branch of the 

software code were not detected in the program and did not influence on its testing. 

After all a fault can be manifested only during program execution. So, if there is no 

possibility to execute the code of such “hidden” branch there is no principal possibil-

ity to detect the faults in it. From the viewpoint of a tester such kind of faults is absent 

in the program. However, in opening the branch unavailable earlier all these faults 

hidden earlier appear one-time and are brought in the program. This is tantamount to 

the situation when in detecting and correcting one fault (branch “opening”) several 

secondary faults are brought in the program. 

We can argue that the assumption about possibility to bring in secondary faults as 

in the previous case covers the assumption about mutual independence of faults. 

The latter assumption becomes just unnecessary if we admit the opportunity that 

secondary faults can be brought in. 

Thus, from the analysis of the major assumptions of the software reliability models 

follows that in removing assumption 1.3 providing that secondary faults are not 

brought in: 

─ Assumption I.1 about coincidence of conditions of program testing and executing 

is not mandatory that is why it can be removed; 

─ Assumption I.2 about immediate correction of detected faults is covered by the 

supposition, that secondary faults can be brought in, and can be removed; 

─ Assumption I.4 about mutual independence of faults is covered by the supposition, 

that secondary faults can be brought in, and can be removed. 



So, there is an opportunity to remove all major assumptions, which are seldom exe-

cuted in practice. But on the other hand, if at least one assumption of some model is 

not executed it calls in question the usage of this model itself! We can argue that it is 

this fact that conditions a low accuracy of all SRGM existing at present. And it is the 

situation when some certain assumptions are not executed in some separate instances 

that we can explain the fact that a model demonstrating a high accuracy in one pro-

gram system loses it (accuracy) in another. This fact is known as a fact of absence of 

universal software reliability model. And to receive a universal model describing fault 

detection process equally accurately the only assumption should be removed – the one 

that secondary faults cannot be brought in. We will show hereinafter how to remove 

this assumption. 

4 Model Taking into Account the Secondary Faults. 

Implementation 

A software reliability model, in which the assumption that secondary faults are not 

brought in is absent, was first described in [13]. In this model – The Software System 

Dynamics Model (SSDM) – just one important assumption is actually made. Unlike 

all existing reliability models in the SSDM the fault detection process in software is 

supposed to be a non-equilibrium one of transferring the faults outside the program. If 

a detected fault is corrected then it is considered as a process of fault removing out of 

the program system owing to the fault stream directed outside the program. Then the 

fact of bringing the secondary faults in the program can be considered as a result of 

the action of one more stream directed from outside into the program.  

In SSDM the intensity (rate) of these streams are supposed to be subjected to the 

general laws of transferring. Thus, the SSDM naturally takes into account the pres-

ence of secondary faults. The equations of changes of the amount of faults in the sys-

tem in time obtained in [13] allow to conduct the verification of this model. The veri-

fication results [12] show that the SSDM for each of 50 researched program systems 

demonstrates stably better results than other popular reliability models. This is not 

surprising since the SSDM does not possess the assumption that secondary faults are 

not brought in. And as the authors have mentioned above removing this assumption 

one can remove all other artificially created assumptions. 

5 Conclusions 

So, from the above we can make the following conclusions. 

1. The existence of the large number software reliability models, each of which actu-

ally describes one and the same physical process, is connected with the low accu-

racy of modeling and absence of a universal model. 

2. The low accuracy of existing reliability models is connected for each of them with 

the presence of assumptions, which are as a rule violated under the real conditions 

of testing and running. 



3. Among all the major assumptions of all reliability models the one that secondary 

faults are not brought in the program is the most unreal. 

4. In the paper we have shown that assumption about secondary faults is a key one 

covering all the rest assumptions. In removing this one all other assumptions can 

be automatically removes. 

5. This assumption removal has allowed to create a new universal reliability model, 

which is equally well applied to all the researched programs.  

6. In order to make possible the removal of the assumption that secondary faults are 

not brought in we had to get away from the main concept of all existing reliability 

models – the one that fault detection process is a random process.  

7. The alternative concept in a new universal model is a deterministic one, which 

supposes that fault detection process in Software is a particular case of general 

processes of transferring. 
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