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Abstract. Today’s digital Business Models challenge the concept of pri-
vacy of the previous century. As a legislative approach to keep up with
the rapid technological change, the European Union has passed the Gen-
eral Data Protection Regulation (GDPR), which will be effective in May
2018. For companies, this implies extensive changes in established pro-
cesses and new organizational duties. With this work, we aim to develop
an understanding and concepts that support an organization - consisting
of people, processes and IT systems - in the implementation of privacy
regulation. The central result will be patterns, i.e. observed successful
approaches of how to address specific requirements of the GDPR.
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1 Problem Definition

The rapid technological development has enabled the increasing collection, trans-
mission and storage of user-generated data. By leveraging existing hardware,
such as smartphones, the cost for this collection is decreasing as well. This vast
amount of data has also led to substantial new developments in Business Models.
It has enabled a shift from product development towards information aggrega-
tion: Facebook creates no content, Uber does not employ any drivers, Airbnb
does not own any real estate [8], and the German long distance bus company
Flixbus does not own any buses.

On the other side of the business model innovation, the collected data is often
personal information. According to a famous definition by Alan Westin, privacy
is the claim of individuals, groups, or institutions to determine for themselves
when, how, and to what extent information about them is communicated to others
[22]. When considering the number of services and the amount of personal data
that is being collected, with or without the user’s explicit knowledge, it is evident
that this claim is not completely fulfilled today.

There are multiple options to address the issue of data privacy, the first of
them being reliance on the forces of economic markets. [20] argues that economic
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markets without regulation can fail and produce non-optimal outcomes. In [14]
we analyze the market for personal mobility data and alternative business models
to handle personal data, but still many of today’s business models rely on the
exchange of free services for broad rights to data that is generated by the user.
Another initial nucleus could be the personal motivation of users to protect
privacy, but [9] and [15] suggest that individuals do not necessarily know how
to value their privacy and are not willing to pay for privacy.

As an approach to address data privacy from a legislative perspective, the
European Union (EU) adopted the General Data Protection Regulation (Reg-
ulation 2016/679, GDPR) in April 2016 [6]. It was passed after thorough con-
sideration and includes 99 articles and 173 recitals that guide the articles. As a
major change, failure to comply with the regulation can be fined with up to four
percent of an organization’s revenue. This underlines the importance of clearly
understanding the requirements, analyzing the status quo of data protection
measures, deriving an action plan and implementing the necessary technical and
organizational measures to attain compliance with the GDPR. Thus, we set the
research goal of this project:

Research Goal: To support the adaptation of privacy legislation in
organizations, consisting of people, processes and IT systems.

2 Related Work

For addressing the set research goal, we will first refer to our concept of an En-
terprise Model and then analyze existing work using the established Enterprise
Model in order to categorize the existing work and determine which of the as-
pects of the model it addresses. We rely on a simplified Enterprise Architecture
model based on [4] and only consider the three layers Business & Organization,
Application € Information and Infrastructure. Figure 1 locates the presented
work within this Enterprise Architecture model.

Legal advice gives an abstract view of the challenges to be addressed. Ac-
cording to [12], these are the principle of accountability, the creation of records
of processing activities, the execution of data protection impact assessments, the
implementation of technical measures for protection, the extension of data sub-
ject rights and the installation of the role of data protection officer (DPO). [21]
analyses the regulation and compares it in detail to Directive 95/46/EC, which
it repeals when entering into force. The resulting practical implications are the
obligation to specify data needs and usage, to consider conditions for data pro-
cessing in an international context, to build privacy through data protection by
design and default, to demonstrate compliance, to develop processes for dealing
with data breaches, to consider possible sanctions when acting, to designate a
DPO, to establish processes for providing information to and getting consent
from data subjects, to create ways of deleting or transferring an individual’s
data and to document processing activities.

The paradigm of Privacy by Design was keyed by the Canadian Information
Commissioner [5] and encompasses the notion of building privacy into IT systems
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Fig. 1. Related work in Enterprise Architecture model

and processes, but also physical designs. However, the seven proposed principles
are rather a goal definition than an instruction of how to implement privacy
[19] and a translation of these principles into system requirements is necessary
[11]. Nonetheless, there are also critical voices who claim that ”privacy cannot
be hardcoded” [16].

Method engineering, according to [1], is the discipline of creating methods
that support the development of Information Systems and can be compared to
Software Engineering for the development of software. When adapting a method
for a specific situation and combining individual elements, so-called method
chunks, it is called a situational method [13]. An application to the domain
of governance, risk and compliance can be found in [7], where method fragments
are categorized into five dimensions (conceptual, strategic, organizational, tech-
nical, cultural) and assigned to different roles within the enterprise. A recent
development is the field of Privacy Engineering [10], which systematically ad-
dresses privacy issues during system development.

A notable method for modeling privacy threats is LINDDUN [23], [24]. Tt is
intended to support software developers in identifying and addressing privacy
threats early during software development. An extensive privacy threat tree [23]
addresses all the security threats that are included in the acronym and gives
guidance to software developers.

The operationalization of Privacy and Security by Design was the subject of
study of the EU project PRIPARE (Preparing Industry to Privacy-by-design by
supporting its Application in Research) [18], which we consider to cover all three
layers of the model presented earlier. The main results include a process to ad-
dress the accountability postulate of the GDPR and so-called patterns for privacy
preserving development of software. They distinguish between risk-based (such
as LINDDUN, [23]) and goal-oriented approaches, such as the GDPR, which
have to be broken down into smaller requirements. These two approaches are
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considered to be complimentary, with application of the goal-oriented principle
first and detailed system analysis second [18].

Patterns are observed solutions for a given problem [3] that have emerged
in three independent instances. Historically, they originate from the domain
of software architecture, but have also been applied in Enterprise Architecture
Management, a holistic approach to align business and IT [2]. They describe
the solution with consequences, known uses, actors and related patterns [3]. The
PRIPARE project also created a pattern catalog [17] that includes 26 privacy
patterns at a technological level.

The gap we identify is the consideration of holistic patterns that are specif-
ically targeted at compliance with the new GDPR regulation. As it has been
passed in 2016 and becomes effective in 2018, there are currently industry ef-
forts under way who aim at achieving compliance by the time the GDPR be-
comes effective. These efforts have not been investigated so far and have not
been analyzed with regards to the existing body of knowledge.

3 Proposed Approach

The goal of this research project is to support the practical application of privacy
patterns by developing theory and insight from the current industry efforts.
An approach that was designed to ensure theoretical contributions of industry
cooperation projects is pattern-based design research [3]. It combines the use
of patterns, design theory and the concept of a design theory nexus to propose
a four-step process (as depicted in figure 2) consisting of the steps observe &
conceptualize, pattern-based theory building, solution design and application and
evaluation and learning.
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Fig. 2. Research Approach based on [3] with localization of the research questions
within the overall process
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The EU GDPR is not the first privacy regulation that organizations have
to become compliant to. In fact, it repeals EU directive 95/46/EC, which was
the basis for prior national privacy legislation. Researchers have addressed these
concerns with threat frameworks and situational methods before. There are also
similar legislation that requires action within the organization and has been
researched before, such as financial or risk regulation. To develop a clear under-
standing of the existing work and to be able to concisely identify the differences
that are invoked specifically by the GDPR, we derive the first research question:

RQ1: Which conceptual frameworks exist that can be instrumented to
describe regulatory requirements and the design of possible solutions?

The GDPR as a whole consists of 99 articles, some of which defining terms,
some concerning administrative acts regarding the regulation, and some intro-
ducing rights for data subjects and obligations for the data controllers and
processors. These have to be extracted from the legal text and formalized as
elementary requirements. Each of the requirements can then be addressed by
methods or techniques that are investigated at a later stage. Thus, we formulate
the second research question:

RQ2: What are the elementary requirements of the GDPR and how can
they be modeled with the existing concepts?

Since the GDPR is applicable from 2018, there are currently ongoing efforts
in organizations with the goal to prepare for the legislation and to implement
the required measures, such as the establishment of a data protection officer. It
is necessary to observe and describe these efforts and to classify the approaches.
Who is responsible? Who is in charge of planning, who is in charge of execution?
How are the requirements identified, how are project goals set, which processes
are established? Which tools or methods are used to support this effort? In short,
we state the third research question as:

RQ3: What is the state of the practice in the implementation of GDPR
requirements in Germany and how does the practice instrument theoret-
ical knowledge?

From these practical investigations, we aim to identify common observations
from various industry partners. These so-called pattern candidates have to be
consolidated into patterns and described using the theoretical background that
was identified before. It will be analyzed how successful the application of each
pattern has been, since commonality does not necessarily imply quality. As the
fourth research question, define:

RQ4: Which successful patterns can be identified for fulfilling the ele-
mentary requirements of the GDPR?
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There might be different patterns that address the same elementary require-
ment. At the same time, there might be patterns that require the application
of another pattern in order to be executed successfully. In the last step, we aim
to analyze dependencies among patterns. One such dependency could be the
reduced need for on site data security when transferring personal data to cloud
services, but a rigorous selection process for the cloud provider to comply with
the data security requirements. This leads to the last research question:

RQ5: How are solution options interrelated with each other? Which
solutions are independent, which require other actions, and which replace
other solution options?
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