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AHoTanis

Ha croroani nuranHs iHpopMaliiiHoi Oe3MeKn € YU He HAWTOJOBHIIINM 1 TJI00aTbHUM MUTAaHHAM JJISl BCIX
KpaiH cBity. [IutaHHs HaykoBOI iH(poOpMAaIii Ta il JOCTYITHOCTI 3 IFOTO MUTaHHS € MPOTHPIWIMBUM. B podoti Oyro
MpOaHali30BaHO MacuB pedepaTUBHOI Ta MOBHOTEKCTOBOI iH(opMarii 3a JaHUM HaIpPSMKOM, IO MPEICTABICHO B
CBITOBHX HAyKOMETPUUHHUX pecypcax. [IpeacraBieHO pe3ysIbTaTH IIOAO0 XPOHOJOTII Ta PO3MOAUTY MyOJiKamii 3a
HAayKOBUMH HaNpsMKaMH, IyOJIiKaliiHOIO AaKTHBHICTIO KpaiH Ta IHTEpeCy THUX YH IHIOIMX BHIaHb 10 i€l
npobyieMaTuky. Takox HpencTaBiIeHo MacHB ITyOJIiKalliii 3 YKpaiHu Ta IX KOpOTKHUi aHai3.

Karwouosi cioBa: xibepOesneka, iHpopmariiiiHa Oe3neka, myOmikaiiiiHa aKTUBHICTb, HAYKOMETPHYHI 0a3n
JIAaHUX, [IUTYBaHHSI.

1 Beryn

[Hpopmanilini TexXHONOrii ChOTOMHI € HEBII'€MHOI YAaCTHHOK BCiX cdep ICHyBaHHA JIIOJCTBA —
TIOBCSIKIGHHA KOMYHiKalisi, Oyab-sika MisIbHICTh, poOOTa JEpKaBHUX 1 HEAEp)KaBHUX YCTAHOB, ITiJIPHEMCTB,
odiciB, 3aKnajiB MEAUIMHU Ta OCBITH. 3 KOXXHUM JIHeM iH(popmalis HaOyBae iHIIOro (popMaTry NpencTaBIeHHS i
30epiranHs. JI0JCTBO MTOCTYMOBO BiIIMOBIISIETBCS BiJ| IariepoBUX HOCIIB 32 paXyHOK BHKOPHCTAHHS €JIEKTPOHHHUX
MPUCTPOIB — Il HE TUIBKK ONTHMI3alis Ta NPHUCKOPEHHS OOMiHY, Bi3yaumizamii Ta mepeaaui indopmarii, ane i
€KOHOMIsl IIPUPOTHUX PECYPCIB, IIO € aKTyaIIbHUM 1 IPIOPUTETHUM B YCHOMY CBITi ITUTAHHSIM.

[ndopmaniiina Oe3rnexa — € MEpPIIOYEPIOBUM ACHEKTOM ISl MTOCTIHHOI Ta HerepepBHOI poOOTH THUX YH
IHIIIMX YCTAHOB 1 3a0C3ICUCHHS CTAOLIBHOCTI TPOILECIB — a/pKe Ha CHhOTOMHI CBIT IOBHICTIO 3QJICKHTH BiJ
iH(pOpMAIIfHUX TEXHOJOTIH Ta IX CTPIMKOTO PO3BUTKY.

Tineku nporsirom 2017 poky Oyio 3adikcoBano 7 rinodansHuX Kidepatak (1), mo Oynmu cnpsiMmoBaHi Ha
TTOIIKO/DKECHHS HE TITBKH MPOrpaMHHUX 3ac00iB, ajie i BUXIJ 31 CTPOIO alapaTHUX 3aco0iB, 301l Ta 3yMUHKY POOOTH
BEJIMKUX KOPIOpAIliif, MiANPUEMCTB, JEpKaBHUX YCTaHOB B YChOMY CBITi, ca0OTaxx BHOOpIB, a TaKOX BHTIK
koH(pimeHtiHol iHMopMariii. Cepen Takux aTak, IO OMMHWIKNCSA CEPHO3HOK 3arpo3or s Ykpainu (2) €
Petya/NotPetya/Nyetya/Goldeneye — rimobanbHa kideparaka, mo BigOyaacs 3a Micsip micis yaapy WannaCry, 1o
MOPYIIUB POOOTY B TeEpIly Yepry MEAWYHUX 3aKiIajiB 1 CIPUYMHUB 3aTPUMKY HaJaHHS MEAWYHOI JOTOMOTH
namieHTaM  KiiHik  Benmwkoi Bpuranii Ta BTpaTy 3Ha4yHOI CyMH KOINTIB Yy KPUNTOBAIIOTI. Artaka
Petya/NotPetya/Nyetya/Goldeneye mopymimiaa poOOTy 1 BETUKUX YKPaiHCHKUX IIiANPHUEMCTB, KOMIIaHIM Ta OAaHKIB,
cepen sSkux JlepkaBHe MiAMPHEMCTBO « AHTOHOBY», MikHapoauuii aeporopt «Kuisy, Omandank, [IpoMiHBecTOaHK,
VYkpcidbank, komnanii — KuiBcrap, Bogadown, Tenerisiitni kanamu — CTh, ICTV, ATP ta iHmmx.

[Muranns xibepOe3mekn CbOTOJHI € OJHHUM i3 NMPIOPUTETHUX HE TUIBKKM B YKpaiHi, ane i y cBiti. [lomii
MIOTOYHOI'0 POKY JIOBEJH, 10 HEMA€ KpaiHH MOBHICTIO 3aXHUILEHOI BiJl Kibeparak.

2 IIpoGseMaTHKa A0CTiKEHHSA

HayxkoBi pobotu 3 iH(popMaliitHoi Oe3rmexy po3MillieHi y Crieniani3oBaHuX BUIAHHAX Ta Ha pecypcax, Mo €
JIOCTYITHUMH TUTBKH BY3bKOMY KOJY YHTa4iB/KOPUCTYBaYiB.

3 TOYKH 30py HAyKOBOI pOOOTH, IMyOIiKaIlii 30KpeMa, BaXKIHMBO BIIMITHTH Te, [0 MATAHHS KiOepOe3Ieku €
TIOHSTTSIM, IIO MPUTaMaHHE HE TUTBKU OKPEMHM Taly3siM, a MOXe OyTH €IeMEHTOM JIOCHIDKEHHSI ITUPOKOro Koja
HAIPSIMKIB.

OcHoBHa 3ajaya JOCITI/DKEHHS TOJSIra€ y BHOKPEMIICHHI ITyOJiKaliif, mo IoB’si3aHi i3 TepMiHOM —
«kibepOe3mneka» («cybersecurity»), BU3HAUCHHI XPOHOJIOTIT — BiINOBITHO 30UTBIICHHS YM 3MEHIICHHS KiJIbKOCTI
myOJTiKanii 3a octaHHi 15 pokiB, Kojla HAYKOBHUX HAIpsIMKiB, HAYKOBHX BHJaHb, KpaiH, MpeacTaBiIeHHs iH(opMarii
3 I[OTO MUTaHHS Yy XYpHAJIBHHUX MyONiKamisix, Te3ax KoH(epeHuii, Tomo. Bei qaHi Oyno oTpuMaHO 3a paXxyHOK
00poOku iH(opMallii, 10 MICTUTHCS Y IBOX MPOBiAHMX HaykomeTpuuHux pecypcax — Web Of Science (Clarivate
Analytics) Ta Scopus (Elsevier). Li cucremu 0yi0 00paHO 11 BUKOHAHHS JOCTIIKCHHS Yepe3 1X aBTOPUTETHICTb.
JaHni cucreM nependavaroTh HU3KY CyBOPUX BHUMOT JIO BHJAHb, SKi 1HIEKCYIOTHCS UMM PECypCamH i BiIIOBiTHO



MOBa 1Jie TIPO KOMIIETEHTHICTh i JIOCTOBIpHICTh iH(OpMaIlii, 10 € MPENCTaBICHHs y BiNNOBiAHMX BHAaHHAX. Lle
JI03BOJISIE BIIEBHEHO TOBOPHUTH IIPO HAYKOBICTh iH(opMarii, Ha 6a3i sikoi chOpMOBaHO aHATITUYHI pE3yJIbTATH.

3 AnaJji3z my0Jikaniii 3a TaHMMHU HayKOMeTpu4Hoi 6a3u 1aHux Web of Science

B mexax pecypcy Web Of Science Oyno BumineHo 1454 3amucu 3a Terom «cybersecurity» (puc. 1).
[TyOnikamii BiJMOBiAIOTh TEMATHUIl KOMIT IOTEPHHX HAayK, TEXHIYHHX HayK, Oi3HEC €KOHOMIlli, IO BiAIOBiIae
kareropism Web of science: Engineering electrical electronic, computer science theory methods, computer science
information systems, computer science software engineering, computer science hardware architecture. Haii6inbury
KUIbKICTh ITyOnmikamidi B JaHid TemaTuui omyOmikoBaHo criBpoOiTHukamu opranizaniidi i3 CHIA United states
department of energy DOE, United states department of defence, University system of Maryland Ta iH.

TemaTrka HalOUIBII IMTOBAHUX HAYKOBHX IIpallb Y BiHOBiAHOCTI 10 po3noniny Web Of Science:

- Reliability assessment of photovoltaic power systems;

- Review of current status and future perspectives;

- Cyber-Physical System Security for the Electric Power Grid;
- A Reliability Perspective of the Smart Grid.

Puc.1. Mepexa TepMiHiB 3a TeroMm cybersecurity

BiamoBinHO 10 1MTYBaHHS POOIT, aKTYaJbHICTh PO3MINITHYTOI TEMAaTHKH OCOOJMBO 3pOCiia B OCTaHHI
poxku (puc. 2).
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Puc. 2. llutyBanHs myOmiKaIlii, 10 po3MillieH y BUAAHHAX, SKi IHICKCYIOThCS HAYKOMETpHUHUM pecypcom Web of
Science

ABTOpam¥ i3 YKpaiHu 3a Terom omyosikoBaHo 4 po6oTH, poku myOmikamiit 2015-2017. Tepminu, BuaiiaeHi
B poboTax YKpaiHCBKHMX aBTOpiB: cybersecurity, cyberthreat, intelligent technique, differential transformation,
mathematical model, cyberspace, information protection, security incident, critical aviation information, civil
aviation, security control, criticality. HesHayHa KinbKicTh poOiT yKpalHCHKHUX aBTOPIB HE JIO3BOJISIE BU3HAYUTH
EKCIepTiB y JaHill rayy3i Ta HalOIbII PO3BUHYTI HANPSMH JOCITIDKEHb B YKpaini. [Ipore muranHs xibepOe3neku
HE BIJPI3HAIOTHCSA B PI3HUX KpaiHax. ToMy CIlifi 3BepHYTH yBary Ha akTyalbHI HanpsMH, BU3HA4YeHI Ha OCHOBI
Mepexi TepmiHiB (puc.l) : big data, machine learning, internet of things, information secutity, cyber-physical
systems and others.

4 Anani3 myOaikaniii 3a JaHUMH HAyKOMeTPU4YHOI 0a3u JaHuX Scopus

B naykomepuuHOMy pecypci Scopus 3a octanHi 15 pokiB npencraBineno 2848 myOmikamiit. Ha puc. 3
MOKa3aHO TUHAMIKY KiJIBKOCTI ITyOITiKalii MpoTAroM 3a3Ha4eHOro rnepiofy.

700

600

500

400

Kinekicte nybnikaujin
300

200

100

14

2003200420052006200720082009201020112012201320142015201620172018

Puc. 3. lunamika KiJTbKOCTI myOJTiKalliii 3a Terom «cybersecurity» 3a nepion 2003-2017 poku

XapaKTepHHUH 3picT YBaru HayKOBIIB 10 Ifi€l mpobieMatuku momitHuil 3 2011 poky. Came ocranHHI ~10
POKIB BBa)KalOThCSl HAOMIBII aKTyaJbHUM Ul pO3TIISAY depe3 miaBuIIeHHs kibep3arpos (3). Ilik myOmikamiiHOT
akTHBHOCTI mpunaaae Ha 2016 pik — pik CTPIMKOTO 3pOCTy KIJIBKOCTiI Ta 4acTOTH Kibepartak, i TOMy 3yMOBIICHHH
HaraJbHUM 1HTEPECOM JI0 I[LOr'0 MHUTaHHA. 3a aHATITHIHUMHU naHuMu (4) came y 2016 pomi Oinbie 4000 maHTax-
atak BimOynocs 3 mouatky 2016 poky. Ilopsg 3 mmum y 2016 pori 3Ha4HO 3pic PUHOK KibepOe3mekn —
3araJbHOCCBITOBI BUTPATH KpaiH HA MUTaHHs iHpopMalliiHoi Oe3nexu (5).
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Takox IyXKe BOKIMBUM € PO3IOALT MacHBy IMyOJKamiil B iHAEKCOBAHHX PECYpCOM Scopus JKYpHAUIB 3a
HayKoBUMH Hampsivkamu (puc.4). Takuii po3momin mokasye 3Ha4Hy KUIBKICTh — 26 HayKOBHX CIIPSIMYBaHb (3a
Kiacudikiiero Scopus), HAYKOBUI IHTEpeC BUCHHX SKUX MOB'SI3aHUM i3 TIOHATTSAM KibepOe3neKy.
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Biochemistry, Genetics and Molecular Biology |
Pharmacology, Toxicology and Pharmaceutics

Puc. 4. Po3nonin kiypKocTi my0ikamid Scopus 3a TeroM «cybersecurity» 3a HAyKOBUMH HarpsiMaMu.

3 pHCYHKY BHIHO, IIO CHEKTP HAayKOBHX HAIpPSMIB € JOCTaTHHO INMPOKHWI, aje OCHOBHHH HAayKOBHI
iHTepec mpuTamaHHWi 3 HaykoBUM HampsiMam — Computer Science — crpsiMOBaHi Ha BHCBITJICHHS aHAJiTHIHHX
JlAaHUX KyOep3arpo3, o0yIoBU MPOrpaMHUX Ta arapaTHUX 3aco0iB mpotuaii kibepHamagaM, Engineering — 3acodu
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BUPOOHMUTB I 3axucTy Ta Social Sciences — aHaji3 IOBEAIHKOBOI Ta IICUXOJOTIYHOI CKJIaIOBOi, JIFOJCHKOTO
(bakTopy B MEXax AaHOTO SBHILA.

BaxmBoro i B TOH Ke Yac MPOTHPIWIMBOIO ITOCTA€ KapTHHA PO3MOILTY KUTBKOCTI IyOITiKaIiiii Ha KpaiHaMHu.
3 oxHOro OOKY LIJIKOM 3aKOHOMIpHHM € mpiopurer Crionyuyenux llItaTiB AMepuKH 3 orisiAy Ha MiBHUIIEHY yBary 10
npoOyieMaTHKK KiOepOe3nekn He TiNbKM 3 TOYKH 30py 3axucry Ta Oesneku iH(opmanii, a i crapTeriuHux
MipKyBaHb. B Tol xe wac BennkoOpuraHisi, sk OCHOBHA mocTpaxciana kKpaina Bix kibeparaku WannaCry. Tpere
Micre nocigae Kurait (puc. 5).
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Puc. 5. Po3noxin kiymbKocTi my0dikamid Scopus 3a TeroM «cybersecurity» Mi>k KpaiHaMH CBITY.

Cepen BuiaHb, 110 MICTATh HAHOUIBITY KUTBKICTh ITyOJTiKaIlii 32 32/1aHO0 TEMATHKOIO TaKi:
IEEE Security And Privacy — 97 myOmikariii.
Computer — 49 myOmikamii.
IT Professional — 25 myOmikariii.
Intech — 20 myOmikartiii.
Pipeline And Gas Journal — 15 my6mikartii.
IEEE Internet Computing — 12 myOuikartiii.
IEEE Transactions On Smart Grid —
Aviation Week And Space Technology New York — 11 myGumikariii.
ACM Inroads — 10 myOmikarriii.
10 Computers And Security — 10 my0mikamii.
Cepexn 3aragbHOr0 MacuBy BHOKpemiieHo 11 myOmikaniii 3 Ykpainu. Takuii moka3HUK HE € 1JTF0CTPATHBHUM.
MoskHa 3a3HAYUTU KiJbKa OOrpYHTYBaHb HHM3BKOI MyONiKaliiHOT aKTHBHOCTI 32 HANpsSIMKOM (3a JAaHHUMHU Scopus)
4yepe3 Masly KUIBKICTh BUJAHb 3 YKpaiHW, IO iHIEKCYIOTHCS HayKOMETPHYHOIO 0a30i0 Scopus Ta adimiamiero
¢axiBLiB 3 YKpaiHU OpraHi3allisiMH iHIINX KpaiH.
B Tabnumi 1 3a3HaueHo iHpopMaltito moao myoikamiii 3 Ykpainu, BKazaHo Ha3By poOOTH, Ha3BY BHIAHHS
Ta TUN IMyOJIiKallii, Ha3By OpraHi3allii, sSIKy MPeJCTaBIAI0Th aBTOPH ITyOITiKaIlii.

R R R N

Tabnuug 1. [Tybmikanii 3 Ykpainu B HayKoMeTpu4Hii 0a3i nannx Scopus 3a Terom «cybersecurity»

Ne Ha3sa my6mikanii Ha3sa Bunanus Oprani3zauis Tun
n/n Y P myoaikanii
Cybersecurity of distributed information 2nd International Conference | Sumy State .
L . . . Marepianu
1. systems. The minimization of damage on Advanced Information and | University, Sumy KomdepeHtii
caused by errors of operators during group Communication Sumy National peHit
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activity

Technologies, AICT 2017 —
Proceedings

29 August 2017, Article
number 8020071, Pages 83-87

Agrarian University

State Economic-

. . Cybernetics and Systems Teghnolp gical Crarmi &
A Mathematical Cybersecurity Model of a Analvsis University of HayKOBOMY
Computer Network for the Control of Power ¥ Transport BH/IaHH1
. . Volume 53, Issue 3, 1 May
Supply of Traction Substations 2017. Pages 476-484 S. P. Korolyov
- 198 Zhytomyr Military
Institute
Faculty of
Information
Technology, Taras
Applying the functional effectiveness Journal of Theoretical and Shevchenko National | parra s
information index in cybersecurity adaptive | Applied Information University of Kyiv HayKOBOMY
expert system of information and Technology Economics BHIAHH
communication transport systems Volume 95, Issue 8, March Information Systems
2017, Pages 1705-1714 Department, SHEE
Open Access “Kyiv National
Economic University
named after Vadym
Hetman”
Method for assessing cybersecurity of Journal of Automation and State Economy and Crarts B
distributed computer networks for control of | Information Sciences Technology HAVKOBOM
electricity consumption of power supply Volume 49, Issue 7, 2017, University of BI/IZ[];HHi y
distances Pages 48-57 Transport
Department of
Computer
Engineering
International,
Kazakh-Turkish
Designing a decision support system for the | EasternEuropean Journal of University named Crarts B
weakly formalized problems in the provision | Enterprise Technologies after H. A. Yesevi B. HayKOBOMY
of cybersecurity Volume 1, Issue 2-85, 2017, | Department of BILAHH]
Managing
Pages 4-15 : .
Open Access Information Secur}ty,
European University
Department of
Information
Technology Security,
National Aviation
University
Department of
Managing
Information Security,
European University
Management of information protection based | EasternEuropean Journal of Department of Crarts B
on the integrated implementation of decision | Enterprise Technologies Technical HaYKOBOMY
support systems Volume 5, Issue 9-89, 2017, Information Security | BAAaHHI
Pages 36-42 Tools
Open Access Department of
Information
Technology Security,
National Aviation
University
Meeting Security Challenges
Through Data Analytics and
Decision Support2016, Pages
308-316NATO Advanced IT-Security
" e . Research Workshop on Academic .
Critical aviation information systems . . Marepianu
Meeting Security Challenges | Department,
cybersecurity Through Data Analytics and National Aviation Kougepernii
Decision Support, ARW University

2015; Aghveran; Armenia;
1 June 2015 through 5 June
2015; Code 125134

Cybersecurity case for FPGA-based NPP

International Conference on
Nuclear Engineering,

National Aerospace
University KhAIL

Marepianu
KOH(epeHIii
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instrumentation and control systems

Proceedings, ICONEVolume
5, 2016, Article

number VOO5T15A0272016
24th International Conference
on Nuclear Engineering,
ICONE 2016; Charlotte;
United States; 26 June 2016 -
30 June 2016; Code 124474

Computer Systems
and Networks
Department
Center for Safety
Infrastructure-
Oriented Research
and Analysis, RPC
Radiy, Kirovograd

Department of
Information
Technology and
Software
Engineering,
EasternEuropean Journal of Chernihiv National Crarrs B
The study of participants' values Enterprise Technologies University of HayKOBOMY
9. convergence on the example of international | Volume 6, Issue 3-84, 2016, Technology BHJIaHHI
scientific project on cyber security Pages 4-11 Department of Public
Open Access Administration and
Management
organization,
Chernihiv National
University of
Technology
CEUR Workshop
ProceedingsVolume 1356,
The control technology of integrity and 2015, Pages 486-4971 Ith
legitimacy of LUT-oriented information Interpatlonal Cpnference on .
object usage by self-recovering digital ICT in Edugatlon, Resgarch Odessa Ngtlonal Marepiann
10. and Industrial Applications: Polytechnic
watermark it X X : . KOHq)epeHHll
Integration, Harmonization University

and Knowledge Transfer,
ICTERI 2015; Lviv; Ukraine;
14 May 2015 - 16 May 2015;
Code 112160

11.

Bilevel programming and applications

Mathematical Problems in
Engineering

Volume 2015, 2015, Article
number 310301

Open Access

Departamento de
Ingenieria Industrial
y de Sistemas,
Mexico

Department of Social
Modeling, Central
Economics and
Mathematics
Institute (CEMI),
Russian Academy of
Sciences (RAS)
Department of
Electronics and
Computing, Sumy
State University

Orsig

BaknuBo BiAMITHTH, O cepel MyOJiKamiid € i cTaTTi y HAyKOBUX BUJAAHHSAX 1 Marepialii KOH(EpEeHIH.

Takox 5 i3 3a3HaueHUX MyOIiKalii € pO3MIIIEHH] Y BIIKPUTOMY JOCTYIII 1 TOCTYITHI CBITOBOMY HaYKOBOMY 3araiy.

OO0pana npoOiieMaTHKa Ta KOHIEMIs JTOCHII/PKEHHS JJO3BOJISIE 332 PaXyHOK aHajli3y JaHUX aBTOPUTETHHX
HAayYKOMETPHYHUX PECYPCIB, 10 MICTATH pedepaTuBHyY iHPOpMAIlito 0A0 MyOiIKamiil 3a HanpsiMKoM KibepoOesreka,
OLIIHUTH yBary CBITOBOI'O HayKOBOT'O 3arajly J0 HpoOJIeMH Ta BHECOK YKPaiHCHKHX BYEHHX 10 PO3B'S3KY NMUTaHb

KOMIT'FOTEPHOI Oe3IeKH.

3armovyaTtkoBaHi JOCHI/PKEHHST BUMAararoTh OUTBII TJIMOOKO aHasli3y CIEIlajicTiB He TUIBKH B Trajysi
IHOpMAIITHUX TEXHOJOTiH,a 1 1HIHMX rany3ed 3HaHb 1 MOXKE CTaTH MIATPYHTSAM JJIsl PO3BUTKY Ta BIOCKOHAJICHHS

TIONITUKY 1H(pOpMaIiiHOi Oe3rekn YKpaiHH.

Ha croroani nutaHHs Oe3MeKU B yCiX rayry3six 3HaHb € HE TiJIbKH [IPiIOPUTETOM HaYKOBUX PO3pOOOK, aie i
OJTHMM 13 TIPHOPUTETHUX HANPSMKIB IIPOrpaMH TPaHTOBOI miaTpumku €Bporeiicbkoro Corosy «lopuzont 2020».
CTBOpEHHSI KOHCOPIIIYMiB, 3aJTy4eHHSI CIIEHiaNiCTIB PI3HUX HAYKOBUX HAIPSIMKIB € YPETOBOIO CXOHKOIO 0 MOIIYKY
HOBUX MUIAXiB O0poTbOM 13 KiOep3arpozamu. [IpoBereHuit aHami3 i3 MOAANBIIMM PO3BUTKOM MOXKE CTaTH

5 BucHOBKH
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aKTyaJIbHUM IHCTPYMEHTOM JUIs 00paTTs TEMAaTHUKH MTPOEKTiB, MOUTYKY €KCIEPTiB Ta (POPMKBAaHHS Koabopamii s
peadizauii pe3ylnbTaTUBHHUX JIOCHIIPKEHB, 110 3MOXKYTh IIPOAYKYBAaTH HOBI HAyKOBI 3HaHHs Ha Oyaro Oe3neKH CBITY.
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(maTa 3BepHeHHs 2 mucronana 2017 poky).

2. 2017 Cyberattacks on Ukraine, URL: https://en.wikipedia.org/wiki/2017 cyberattacks on Ukraine.

3.  https://news.sap.com/pwc-study-biggest-increase-in-cyberattacks-in-over-10-years/ (nata 3sepHeHHs 30 *KOBTHS
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Abstract

Information technologies are the integral part of modern society. They are used in every area of people’s
activity. Mostly the work is impossible without network systems. Thus the risk of the information hack is rather
high. Every office or enterprise makes the cyber security one of the objectives of their work. Today the problem of
information security is the core and global issue for all countries in the world.

The last year appeared very saturated with the cyber attacks, which caused the irreparable damage for
information systems of dozens of companies, enterprises, hospitals, banks etc. all over the world. Ukraine is not the
exclusion. Lots of companies were to stop their work because of the hackers’ attacks.

During the 2017 there were 7 global cyber attacks aimed at damaging not only software but also the
hardware, sabotage of elections, and also leak of confidential information.

The aim of the work is to investigate the problem form the point of the research publications. The problem
of the research data and its accessibility is rather contradictive. And authors in this work analyzed the array of the
abstract data and the full text data on the appropriate area represented in world prominent scientometric databases.
There introduced results on chronology, and distribution of publications by the research area, publication activity of
different countries, and by the interest of the journals to the problem.

There were picked out the all the aspects of research publications on topic, and was provided the deep
analysis of the obtained results. There also represented data on the publication from Ukraine on the issue of cyber
security.

Keywords: cybersecurity, information security, publication activity, scientometric databases, citation.
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