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Abstract. Requirements engineering has been mainly focused on software de-
velopment, which represents relatively homogenous, stable and predictable cyber
space. But even there, problems in requirements (e.g., changing, missing or irrel-
evant requirements) are considered as main reasons for project failure. Entering
a new era of socio-cyber-physical systems, which are complex, heterogeneous
systems of systems, will make requirements engineering even more challenging.
Not only it is a standard practice that requirements change and evolve, and new
requirements emerge frequently during the system life cycle. In socio-cyber-
physical systems, requirements cannot be defined just for the cyber space, but
must cover also the socio and physical spaces. There are also highly complex
interrelationships, interactions and impacts between components of systems that
can lead to unexpected and even unacceptable consequences in system structure
and behaviour. One of the promising approaches supporting adaptability and
emergency of systems is continuous requirements engineering, based on agility,
flexibility and emergence. Therefore it is necessary to identify gaps in existing
requirements engineering practices with respect to socio-cyber-physical systems
and to propose required adjustments and enhancements in requirements engineer-
ing process.

Keywords: Requirements Engineering, Socio-Cyber-Physical System, Cyber-
Physical System, Continuous Requirements Engineering.

1 Introduction

Socio-cyber-physical systems, as complex heterogeneous and adaptive emergent sys-
tems, will bring new challenges for the requirements engineering discipline [1]. These
challenges will encumber requirements engineering efficiency and potentially will raise
the question whether the requirements engineering is possible and useful in socio-
cyber-physical systems engineering.

To answer that question, the research process was conducted in four sequential
phases: (1) analysis of the “traditional” requirements engineering discipline and known
issues, (2) analysis of socio-cyber-physical systems and important specifics related to
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requirements engineering in their context, (3) consideration of a business case of socio-
cyber-physical system as an example of system characteristics influencing require-
ments engineering, (4) identification of required enhancements in requirements engi-
neering approaches.

The main questions for the first phase of research were: Why the requirements engi-
neering discipline was introduced? What is the main purpose and objectives for this
discipline? What are the common practises used? Are there any issues identified for
this discipline to be efficient in achieving these objectives in context of socio-cyber-
physical systems?

The focus for the second phase was to describe the paradigm of socio-cyber-physical
systems as well as main characteristics of such systems that can directly or indirectly
impact achievement of requirements engineering objectives.

During the third phase, additional objectives for requirements engineering in socio-
cyber-physical systems context were defined and for each of them the list of required
actions was proposed. The proposed actions are currently just theoretical recommenda-
tions, but in further research it is intended to define more specific techniques and assess
effectiveness of these techniques in real case study examples.

In the fourth phase the example of requirements engineering for one specific type of
socio-cyber-physical system was investigated where defined challenges and proposed
solutions were illustrated.

In conclusion, targets for further research were identified.

2 Issues of “Traditional” Requirements Engineering

Requirements engineering discipline was introduced in 1990s and refers to the process
of eliciting, documenting and maintaining requirements in the systems engineering pro-
cess. It is important to respect the difference between systems engineering area, where
“system” means many different components of any type forming one whole, from the
more narrow software engineering area, where only software components are forming
a system [2], [3]. For a long time the requirements engineering discipline was mainly
addressing software system development.

Fig. 1 illustrates typical relationships between software development and require-
ments engineering activities.

There are many software development approaches widely used, but all of them con-
sist of the following sequential phases (Fig. 1 (1)): planning, investigation, implemen-
tation, testing, production and maintenance of the developed system [4]-[6].
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Fig. 1. Traditional Requirements Engineering Approach

Planning and investigation phases always include more or less formal and detailed
requirements development activity. The main goal of this activity is to develop require-
ments for the system to be implemented. All further phases include requirements man-
agement activity, with the goal of ensuring requirements implementation and handling
changes in requirements [4]-[6].

Requirements development and management constitute requirements engineering
(Fig. 1 (2)). There are several standards for the requirements engineering process. Some
of them have focus only on software development, some cover also required changes
in business processes. But all of them propose that requirements engineering should
include the following sequential steps and corresponding objectives (Fig. 1 (3)) [5], [7],

[8]:

e Step 1 — Elicitation:
— Activity: elicitation of requirements from different sources.
— Objective: all relevant requirements are identified.
e Step 2 — Analysis:
— Activity: detailed analysis of requirements and elaboration on irrelevant, incom-
plete, vague and inconsistent requirements.
— Objective: requirements are explored at the appropriate level of detail.
e Step 3 — Documentation:
— Activity: requirements documentation for communication to stakeholders.
— Objective: requirements are documented in complete, precise and unambiguous
format.
e Step 4 — Validation:
— Activity: requirements validation from content, documentation and agreement
perspectives.



— Objective: requirements are validated with all stakeholders.

Step 5 — Negotiation:

— Activity: requirements communication and negotiation between involved stake-

holders.

— Objective: agreement about requirements achieved between all stakeholders.

Step 6 — Management:

— Activity: maintaining requirements implementation and changes.
— Objective: changes in requirements do not lead to any inconsistency between re-

quirements.

Effectiveness of requirements engineering is the accuracy and completeness with

which defined objectives are achieved. Effectiveness of requirements engineering im-

pacts effectiveness of software development and quality of the developed system. How-

ever, several reports [5]-[7],[9], [10] show that existing requirements engineering prac-

tices are not effective enough, as often irrelevant and poorly formulated requirements

are given to the software development. It leads to requirements changes and rework.

Frequently mentioned problems in software development caused by ineffective re-

quirements engineering are illustrated in Fig. 2 (1) [5]-[7], [9]-[12]:

Ineffective elicitation is the reason of missing, unnecessary and irrelevant require-

ments.

Ineffective analysis causes that developed system does not achieve stated goals.
Ineffective documentation leads to incorrectly interpreted requirements.
Ineffective validation results in the functionality of the system that cannot be effec-

tively and efficiently used.

Ineffective negotiation is the root cause of the significant changes in the system re-
quired after the development is done.
Due to ineffective management changes negatively affect system’s effectiveness.
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Fig. 2. Issues in Traditional Requirements Engineering

Main reasons of the ineffective requirements engineering are the following missing

or low quality activities in different requirements engineering steps (Fig. 2 (2)) [5]-[7],
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¢ During all requirements engineering process: lack of communication or ineffective
communication between system stakeholders.

e During elicitation and analysis: business and user requirements are often omitted,
and not sufficient initial analysis of software system context is performed, including
social and physical environments.

e During analysis and documentation: qualitative requirements (in some sources
named as non-functional requirements) play secondary role, often stated in high
level, vague and ambiguous format.

e During documentation and validation: requirements are formulated as incomplete,
vague or ambiguous statements.

e During validation and negotiation: validation and negotiation phases often are su-
perfluous, requirements engineering is a linear process without feedback loops.

¢ During negotiation and management: requirements change is a chaotic, uncontrolled
process, not including proper change impact analysis.

All these issues are applicable also on requirements engineering for socio-cyber-
physical systems, and should be resolved there.

3 Socio-Cyber-Physical Systems

As mentioned above, requirements engineering nowadays is used mainly in software
engineering area. It means that requirements are defined mainly for the cyber space.
However, the Internet of Things started a new phase in the evolution of cyber systems,
where cyber space is closely integrated with physical space [1]. And recently next phase
of this evolution has started, where cyber and physical spaces are intertwined with a
social space. Thus we can envision that in the near future, in the majority of cases,
requirements engineering will be used not just for software (cyber) systems, but rather
for complex systems combining all three dimensions — socio, cyber and physical ones.
[1], [13], [14].

“Socio-cyber-physical system” is a relatively new term, and its exact definition var-
ies between different sources. This system can be seen as the intersection of the several
categories of systems (see also Fig. 3) [15]-[17]:

From structure content perspective:

e Cyber-physical system, which combines mechanisms that are controlled or moni-
tored by computer-based algorithms, tightly integrated with the Internet.

¢ Socio-cyber system, which combines digital structures that interact with social sys-
tems and facilitate, enhance and scale human endeavours.

From structure organisation perspective:



Open system, which has external interactions with its environment.

Complex system, which combines a high number of components, which form com-
plex inter-relationships and produce nonlinear emerged behaviour.

System of systems, which combines other systems to pool their resources and capa-
bilities for better performance.

From behaviour perspective:

Real time system, which is a subject to a “real-time constraint”.

Adaptive system, which is able to respond to environmental changes or in the
changes inside the system itself.

Smart system, which uses the functions of sensing, actuation and control in order to
analyse a situation, and make decisions based on the available data in a predictive or
adaptive manner.
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Fig. 3. Socio-Cyber-Physical System and Existing Systems Categories

From a structural perspective, a socio-cyber-physical system includes all of the fol-

lowing components [16], [18]-[20] (Fig. 4):

(1) Mechanical hardware components.

(2) Computing hardware components, that can be stand-alone components (comput-
ers) or embedded into mechanical hardware (smart devices).

(3) Software components, that are installed on computing hardware.

(4) Human components, that can form different social structure components.

(5) Data and knowledge components, that are part of computing software, human or
social components. Data components are used for communication and data exchange
between all other components. Data can be processed, transformed into information
and saved as knowledge.

The structure of socio-cyber-physical system is highly complex with many interre-

lationships and interdependencies between components.
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Fig. 4. Structure of Socio-Cyber-Physical Systems

Some example fields where socio-cyber-physical systems can be used are [[13],[15],
[21]-[27]]:

Operation in dangerous environments (e.g. search and rescue, firefighting).
Exploration in inaccessible environments (e.g. deep sea, space).

Precision operation (e.g. robotic surgery and nano-tolerance manufacturing).

Large scale distributed coordination (e.g. traffic control, production networks).
Situated intervention with a quick response (e.g. autonomous collision avoidance)
Augmentation of human capabilities (e.g. assistive technologies).

Enhancement of societal wellbeing (e.g. ubiquitous healthcare monitoring and de-

livery)

But these are just a few examples of numerous possible use cases.

Socio-cyber-physical system has a distinguishing set of characteristics. Some of
these characteristics also apply to other types of systems, but only socio-cyber-physical
system has all of them. Below are listed the characteristics that should be supported in
requirements engineering grouped in two categories (systems structure and system be-
haviour).



Regarding system structure[14], [16], [19], [20], [15], [28]:

e Diversity (heterogeneous components from all three spaces: social, physical and
cyber spaces).

e Complexity (can include other systems as components).

o Scalability (decentralized and geographically distributed components).

e Modularity (components, which can enter or leave system and emergent connec-
tions).

System behaviour [14], [16], [19], [20], [15], [28], [29]:

e Variability (system has many potential strategies for problem solving and is capable
of choosing the most efficient one in specific circumstances).

Cooperation (system involves several components in cooperative problem solving).
Automation (system is self-sufficient and proactive in goal achievement).

Learning (system gathers and analyses historical data, and is able to evolve).
Prudence (system is context aware and adapts to changes in environment).
Emergency (non-linear emergent behaviour due to complex bi-directional influence
between components).

Security (system is protected against all security risks).

e Reliability (system is highly stable and available).

e Real time (all communication and operations are subject of time constraint).

These characteristics of socio-cyber-physical systems should be supported in re-
quirements engineering by defining requirements that require specific characteristic
(e.g. system availability or response time constraints) or by defining requirements for
system functionality that implements specific characteristic (e.g. learning algorithms,
context analysis functions, self-monitoring processes).

4 An example of socio-cyber-physical system

One of application domains for socio-cyber-physical systems are smart cities. A smart
city is a municipality that uses information and communication technologies to increase
operational efficiency, share information with the public and improve both the quality
of government services and citizen welfare [30]-[32]. Smart city as a complex system
consists of many smart sub-systems. One of these systems is waste collection. Today,
waste collection is mostly a static manual process. In smart city, waste collection should
be adaptive automated process, that would analyse the context and transform itself in
order to achieve objectives in the most effective and efficient way [30], [33], [32].

The main objectives of this system are providing bins free capacity according to
citizens needs with as low costs as possible.

System structure is of multiple substances, complex and decentralized, for instance,
we can consider the following components [31], [34], [35]:

e Mechanical hardware components: bins, trucks, dumps.



e Computing hardware components: computer hardware, mobile devices, sensors and
actuators.

e Computing software: municipality services, scheduling and routing.

e Human and society components: citizens, municipality, trucks drivers, dumps work-
ers.

e Data and knowledge components: data about bins location, capacity, contents and
actual free space, data about trucks state, location, and free capacity, data about
dumps location, data about available municipality services, data about configured
route and schedule. Data is processed and saved as knowledge about the citizens
habits, statistics about the time when bins are usually filled up quicker, history about
typical time for trucks required to get from one place to another.

As can be seen, the system has not pure cyber nature, but also incorporates physical
and social components. In this case requirements engineering should cover all three
perspectives and requirements for physical parts (both, mechanical hardware and com-
puting hardware) and social parts (humans, society, as well as related data and
knowledge) should be defined. This requires also in-depth analysis of the interrelations
and interdependencies between requirements from different perspectives.

The system should use cooperative problem solving and variable behaviour, with
many potential strategies how to fulfil stated objectives, and also should be able learn
from experience and find new strategies. Some strategies that can be used — finding
optimal route for a truck and smart schedule of trucks during holidays. All requirements
engineering activities should be focused on business goals defined for the system and
clear measurable acceptance criteria. New approach required how to formulate require-
ments in a way that there is not one precise solution, but are several possible solutions
defined by the acceptance criteria and constraints.

The system should be context aware and adapt to changes in the environment. For
example, if bins get filled up quicker than usual, or trucks get broken. For this, the new
types of functional requirements to be defined: context monitoring and adapting. Addi-
tionally, requirements for big data processing in real time should be defined.

The system should be scalable and modular, allowing components enter or leave the
system. For example, more bins, trucks, dumps or even municipalities can be included
or excluded. For supporting this, new ways to be found how to represent the model of
the system structure not as a static model, but rather as a set of possible component
types, components integration process and allowed interaction between components.

However, the system should operate in predefined constraints and monitor itself. For
example, the system should monitor that all trucks are located in allowed areas and bins
are not damaged. For this precise constraints of allowed system structure and behaviour
should be defined and new types of functional requirements to be introduced: self-mon-
itoring and correcting. Additionally, requirements validation phase should include com-
prehensive system behaviour simulation activity and requirements changes according
to simulation results.



The system also should be protected against security risks, be stable and available.
This required in-depth analysis of different kinds of quality requirements: safety, secu-
rity, performance, robustness. Potentially new types of quality requirements are re-
quired.

The high number of different stakeholders, the complexity of the system, the long
life cycle of the implementation and operation will lead to the changes in system re-
quirements, potentially including changes in the business goals. This means that re-
quirements engineering can't be performed only once prior any implementation activi-
ties, but should be integrated in all further stages. Also, requirements engineering
should become iterative process, with several sequential phases, each of them validat-
ing results of the previous phases, implementing changes in existing requirements, re-
moving unneeded requirements and adding new requirements. For this new approach
for managing requirements is required, perceiving changes in requirements not as a
which would allow change requirements in more efficient and qualitative way.

5 Required Changes in Requirements Engineering for
Socio-Cyber-Physical Systems

For supporting engineering of socio-cyber-physical systems, requirements engineering
activities should (1) improve requirements engineering effectiveness and (2) ensure
previously defined characteristics of socio-cyber-physical systems.

For requirements engineering effectiveness, additional activities or improved quality

of existing activities is required (Fig. 5).

Business -
requirements are Qualitative V?]'édi‘t';‘:;i::d Requirements
Lack of omitted, not . q 9 change is a
e sufficient initial requirements play Requirements are phases often are chaotic
ineffective analysis of SEaReETY ), EctlaecEs SUPEleLE, uncontrolled
communication software system hlofrt‘eln st]ated i mcomplitle. Nague regunremeqts process, not
- 4 igh level, vague or ambiguous engineering is a 4 N
between system context_, including and ambiguous S EnERS linear process |nc|ud|ng_ proper
stakeholders social and ot e e e change impact
physical Bans analysis
environments P
Effective Detailed initial Qualitative Requirements
communication analysis of requirements play Requirements are G ombrahensive change is well
between all software system important role, formulated as validpation o organized and
stakeholders context, including stated in complete, clear CEetEE controlled
during all social and unambiguous and and unambiguous ghases process, including
requirements physical measurable statements P proper change
engineering environments format impact analysis

Functional
requirements
defined only after
business and user
requirements are
defined

Requirements
engineering is an
iterative process

with feedback

loops

Fig. 5. Required Enhancements for Requirements Engineering Effectiveness

In particular, the following enhancements in requirements engineering are required

[91-[12]:



Effective and sufficient communication between all system stakeholders during all
requirements engineering process.

Detailed initial analysis of software system context, including social and physical
environments.

Functional requirements defined only after business and user requirements are de-
fined.

Qualitative requirements play an important role, stated in unambiguous and measur-
able format.

Requirements are formulated as complete, clear and unambiguous statements.
Comprehensive validation and negotiation phases.

Requirements engineering is an iterative process with feedback loops.
Requirements change is well organized and controlled process, including proper
change impact analysis.

For supporting characteristics of socio-cyber-physical systems, additional activities

in the scope of requirements engineering or more effort in the existing activities are

required (Fig. 6, (1) — system structure, (2) — system behaviour).

Identified requirements engineering activities for the waste management system ex-

ample grouped by different characteristics of socio-cyber-physical systems, which are

supported by these activities. Following activities in requirements engineering were
identified (see Fig. 7) [12], [17], [36]-[46]:

Due to diversity, extend the requirements scope to cover all three dimensions: cyber,
physical and social dimensions. Existing requirements engineering practices to be
tested for physical and social dimensions, and new practices / adjustments in existing
practices to be proposed.

For scalability and modularity, build a model for system structure, consisting of in-
teracting components. And due to an emergency, allow these components to perform
and interact by defined rules for stated business goals and observe emerging behav-
iours.

Due to the modularity and emergency, define how the system can monitor itself and
how it should perform in case of any failures.

Due to the complexity and for learning, be prepared that we will not be able to define
initially all requirements in a precise and detailed format therefore iterate require-
ments engineering activities.

Due to the complexity and emergency define how different requirements can impact
each other and to what consequences it will lead.

For variability and cooperation, focus on business requirements and goals for the
system, rather than on functional system requirements.

For variability and automation, define requirements in such manner, that there are
several possible correct solutions for system structure and behaviour, depending on
the context. Additionally, requirements how system will detect and handle changes
in the environment should be defined.



e For learning and prudence, prepare the system for analysing huge volume of data
and learn through this. Additionally, teach a system how to adapt and allow the sys-
tem to achieve business goals in the most efficient way, so that system is able to
select the most efficient strategy and even is able to introduce new strategies.

e For learning, variability, automation and emergency, focus on defining constraints
for allowed system behaviour rather than defining behaviour itself.

e Due to an emergency, simulate the system behaviour, detect possible negative sce-
narios and adjust requirements before implementation. In each socio-cyber-physical
system each moment numerous events, decisions and actions may happen. There are
many possible futures, only one of them will happen, but we need to be prepared for
as many as possible of them.

e For automation, security, reliability and real time, define comprehensive require-
ments in a measurable and precise way, especially: real-time responsiveness, robust-
ness, reliability, security. So that system performs according to stated quality stand-
ards, regarding of external impacts.
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. Define how different Allow system components Define how the
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Fig. 6. Required Activities in Requirements Engineering for Socio-Cyber-Physical Systems

All identified characteristics require continuous requirements engineering, based on



agility, flexibility and emergence.

The unique combination of all activities for requirements engineering effectiveness
and activities required for supporting characteristics of socio-cyber-physical systems
(Fig. 7 (2)) mapped to the appropriate requirements engineering steps (Fig. 7 (1)) de-
fines main focus areas during the requirements engineering process for socio-cyber-
physical systems. All these activities should be planned as mandatory and cannot be
omitted for effective requirements engineering in socio-cyber-physical systems devel-
opment.
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Fig. 7. Additional Activities in Requirements Engineering Process

6 Conclusions

Cyber systems evolution is entering new era of socio-cyber-physical systems. These
systems have highly complex heterogeneous structure with many interrelationships be-
tween components, and context aware adaptive and learning behaviour.

In order to be able to build such systems, comprehensive requirements should be
developed and well managed. Requirements development and management are exe-
cuted during requirements engineering activity in the system development process.

But today the requirements engineering discipline still mainly focuses on cyber part
of the systems and the scope of software system development projects. Also, there are



still open discussions about the effectiveness of existing requirements engineering ap-
proaches.

In this paper main existing issues in requirements engineering, that already cause
problems in software development projects, were reviewed and required enhancements
in requirements engineering were identified.

From another side, socio-cyber-physical systems were introduced, main characteris-
tics of these systems were stated and additional activities in requirements engineering
for supporting these characteristics were listed.

Activities for improving requirements engineering activities and for supporting char-
acteristics of socio-cyber-physical systems were mapped to requirements engineering
steps, illustrating main focus areas in the requirements engineering process.

In this work, required enhancements are still formulated as high-level activities, and
future work will revise proposed activities in more detail, elaborate specific techniques,
models and artefacts that can be used. Future direction of research is to investigate ex-
isting continuous requirements engineering approaches, methods, models and tools,
and assess their impact on requirements engineering for socio-cyber-physical systems
through applying for case study projects.
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