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Abstract. The new generation of mobile communications, characterized by the
ubiquity of the services and the heterogeneity of the technologies, has new
needs: it shows the deficiencies of the present standards in several aspects and
arise others that cover the new requirements. In this work, on the one hand, the
deficiencies in security aspects of the current standards, and on the other hand,
two new works that are being carried out at the moment are going to be shown.
One of them is the UMA (Unlicensed Mobile Access) standard, which has be-
gun to be implemented, and another one, the IEEE 802.21 or Media Independ-
ent Handover (MIH), which is still under development. Although a general
analysis is going to be carried out, covering all the aspects, the emphasis is go-
ing to be focused in security aspects (authentication and authorization, access
control, users’ identity and content of the data protection, etc.).

1. Introduccion

The horizontal handover is the process by which a communication session is trans-
ferred between two different networks that use same technologies. Vertical handover
however, tries to make the same but between networks that use different technolo-
gies. This it is going to be the future of the mobile communications, due to the great
number of wireless networks that are going to coexist in a next future, and the diverse
nature of them. There will be cellular networks of several types (GSM, GPRS,
UMTS) as well as 802 family wireless networks, i.e. Wi-Fi or WIMAX.

This article arises from a previous study and later analysis that has been made
within the framework of the SUMO project (Service Ubiquity in MObile and Wire-
less Realm) [1], a European project that is being carried out within the ITEA pro-
gram. Among the participants telephony operators (Telenor, Norway; Euskaltel,
Spain), telcos (Alcatel, France), universities (University of Paris, France) and re-
search centers (UNIK, Norway; INT, France) can be found. The main characteristic
of this project is that, while the standardizing efforts are being made towards the data
link and network layers, SUMO puts a special emphasis in the services that are going
to be offered with the new technology and the platform for the delivery of these ser-
vices.



2. Deficiencies of the current standards in security aspects

For the analysis of the security of the current technologies, those which take part in
any type of mobile communication have been selected. More concretely the cellular
technologies (GSM/GPRS and UMTS), Wi-Fi and WiMAX have been selected. As
most representative Near Field Communication (NFC) technology, Bluetooth has
benn chosen. Although the number of new technologies in the world of the mobile
communications has increased greatly in recent times, only the most interesting have
been selected, those which are going to end up being the most relevant ones in a near
future.

The security of the communications includes several aspects, among which, the
most outstanding are:

- Autentication: with this mechanism can be determined if a user is really who

claims to be.

- Authorization: with this mechanism, the acces to certain system resources
can be limited, depending on the privileges of the user.

- Access control: thanks to the access control it can be determined whether a
user has or not enough privileges to accede to a certain physical resource, i.e.
a zone of radio coverage or an equipment of the network.

- Encryption: it referes to any technique which allows to codify the informa-
tion so that it is unintelligible for anyone who hasn’t got the decryption key.

- Key management: in a big and complex system an elevated number of keys
have to be handled and the management of these turns out crucial to avoid se-
curity flaws.

In this analysis the deficiencies that the current standards present are wanted to be
emphasized, facing the future generation of mobile communications. This will be
characterized mainly by the unified access to the mobile services, what is to say, the
capacity to use any radio network, no matter its nature, to access any service through
a unique personal mobile terminal (since in a next future the number of available
wireless networks is going to be very high, and their nature very diverse). The most
important requirement to arrive at this point is the system being capable of making
vertical handovers, the switch between different access technologies, seamlessly for
the user, without loss of quality of service and guaranteeing the continuity of the
sessions.

Whenever a new technology is devised, new security requirements arise, which are
going to be analyzed in this point:

- Access control: the current mechanisms must be reviewed since they do not
offer a non subscription based access control, something fundamental for the
new generation.

- Dynamic agreements: in every handover process there are two entities in-
volved, and with the proliferation of wireless networks it can be very probable
those two organizations not having any previous agreement. Thus, the estab-
lishment of a mechanism which guarantees the security of dynamically gener-
ated agreements becomes very necessary,

- Unified addressing/Universal identifiers: one of the objectives is to have ac-
cess to any type of network through an only device. Therefore, this device is



going to have to identify itself in any type of network and have a valid identi-
fier no matter the technology.

New key management and exchange mechanisms: nowadays each access
technology works separately and has its own key management mechanisms.
But when working with several technologies which use different algorithms
and keys, new mechanisms for the management of all the keys are necessary.
User/device authentication: there are technologies that only carry out a de-
vice authentication, whereas others also authenticate the user. The new au-
thentication mechanisms must be independent of the underlying technology
and to provide a unified algorithm.

The new mechanisms must be resistant to already known threats: as men-
tioned already, a new mechanism, i.e. the vertical handover, presents new se-
curity threats, but it is essential the new technology to be resistant to already
known threats, in addition to the new ones that arise.

3. Unlicensed Mobile Access (UMA)

UMA (nowadays known as Generic Access Network o GAN) allows the access to
GSM and GPRS mobile services through unlicensed wireless technologies, i.e. Blue-
tooth or 802.11. It allows the users to switch in a seamless way between private
WLAN networks, GSM networks, traditional LAN networks and PSTN networks
using an only mobile telephone equipped with multiple interfaces. The final goal is
the convergence of the fixed telephony, mobile telephony and telephony through the
Internet.

3.1. General characteristics

The Basic characteristics of this new Standard are the following [2]:

Seamless delivery of mobile voice and data services over unlicensed wireless
networks.

Provides the same mobile identity on Cellular RAN and unlicensed wireless
networks.

Seamless transitions (roaming and handover) between Cellular RAN and unli-
censed wireless networks.

Independent of underlying unlicensed spectrum technology (e.g. WiFi, Blue-
tooth).

Transparent to existing, standard CPE devices (e.g. access points, routers and
modems).

Utilizes standard “always on" broadband IP access networks (e.g. DSL, Cable,
FTTH...).

Security equivalent to current GSM mobile networks.

No impact to operations of Cellular RAN (e.g. spectrum engineering, cell
planning,...).



The architecture, as it is defined in the ETSI TS 143 318 V6.3.0 standard (or also
3GPP TS 43.318 version 6.3.0 Release 6) [3], appears in the following figure:
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Fig. 1. UMA architecture.

The key of the UMA operation is that the broadband wireless Internet connections
can be used to accede to mobile telephony services. After configuring the parameters
of the WLAN connection, the mobile device equipped with UMA technology can be
connected to Internet through a WLAN network and, using IP, be connected to which
is called the UMA Network Controller (UNC) or Generic Access Network Controller
(GANC). This one will be the one in charge of redirecting the call towards the public
network.

3.2. Aspectos de seguridad

The security mechanisms supported by UMA appear in the following figure (Source:
ETSI TS 143 318 [3]):
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Fig. 2. UMA security mechanisms.

The first group of mechanisms protects the communications between the mobile
terminal and controller GANC (signalling, voice and data). They support mechanisms
such as the authentication (it is carried out using EAP-SIM or EAP-AKA and GSM



or UMTS credentials), the encryption and the integrity of the information. As a result
of the initial authentication process in this interface, a IPSec tunnel is stablished,
through which all the information of the control and user plane is sent.

The second group of mechanisms carries out the user authentication towards the u
the core network, and it is made between the mobile station (MS) and the SGSN. In
this case, the GPRS coding is used to carry out this operation.

The third group defines mechanisms that can be used in the packet switching do-
main in order to provide end-to-end communications. An example of this mechanism
can be the execution of HTML over a SSL session for a safe Web access.

Refering to the encryption, the algorithm to be used is determined during the estab-
lishment of the SA (Secure Association) between the mobile terminal and GANC.
The first one is the one that indicates which are the available algorithms and which of
them is the mandatory one, although the decision of which algorithm to use is taken
by the GANC.!

3.3. Actual applications and implementations

The first implementation that has appeared in the market has been a Nokia mobile
telephone, more concretely the 6136 model [4]. According to the manufacturer, UMA
technology offers a good cover and quality of service in the calls through wireless
networks. In addition, it allows smooth transitions between networks GSM and
WLAN, which constitutes a step towards the future generation of mobile telephony.

4. 1IEEE 802.21 - Media Independent Handover (MIH)

The cellular and 802.11 networks use handover mechanisms for the session or call
transfer within a same network, and Mobile IP (MIP) does the same but with different
networks of the same type. Nevertheless, no 802 standard supports handover proc-
esses between different types from networks.

The primary target of this standard, as mentioned in a preliminary version of the
specification [5], is "to provide a link layer intelligence and other related information
to the upper layers, with the purpose of optimizing the handover between different
networks", like for example third generation telephony networks and WLAN net-
works.

4.1. General characteristics

How the different factors that may affect handovers are addressed within the IEEE
802.21 proposal:

! There is also the possibility of not using any type of algorithm.



Service continuity: a handover process between two different access tech-
nologies implies two requirements: the user can or not be conscious of this
change, but in no case it must require a reestablishment of the service. Be-
sides, a change in the quality of service can occur, depending on the capacity
of the networks origin and destiny of the handover process.

Application class: various applications have different tolerance characteristic
for delay and data loss. Application aware handover decisions can be enabled
by making a provision for such characteristics.

Quality of service: it is a very important characteristic and 802.21 standard
specifies the means by which the information about the QoS of each supported
access network can be obtained.

Network discovery: it is an important factor to offer several possibilities at
the moment of the network selection. The 802.21 standard defines which is
the most important information of the available networks and the form in
which this can be obtained and offered to the upper layers.

Network selection: the network selection, according to MIH standard, can be
based on several different criteria, i.e. the QoS, the cost, user preferences, de-
termined selection policies, etc.

4.2. Architecture

The standard defines a set of handover-enabling functions within the mobility-
management protocol stacks of the network elements and the creation therein of a
new entity called the MIH Function. The location of this new entity in the general
network architecture can be seen in the following figure:
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Fig. 3. Location of the MIH Function entity.

This new entity offers three new types of services which enhance the handover be-
tween heterogeneous access networks:

Media Independent Event services: which provides a set of events and trig-
gers from local as well as remote interfaces.



- Media independent Command services: p provides set of commands that
enables MIH users to issue commands to control link behavior relevant to
handovers.

- Media Independent Information services: provides information model and
an information repository to make more effective handover decisions. The
moble terminal accesses information from this repository using it’s current
network point of attachments.

4.3. Security aspects

Events, commands and information messages carried between a MT (Mobile Ter-
minal) and a network PoA (Point of Attachment) cannot be secured until the MT is
securely associated with the network PoA. This association can be achieved either via
lower or higher layers security mechanisms. Once such a secure association has been
established between the MT and the network PoA, any messages exchanged between
two MIH Function entities should retain integrity and be replay protected over a se-
cure transport. Otherwise the exchanged MIH messages are prone to integrity, replay
and man-in-the-middle attacks.

The 802.21 standard may specify the means for security information to be made
available to the upper layers to setup secure connections.

5. Conclusions

There are two main differences between the two exposed technologies. On the one
hand, the development level, as UMA has a complete and finalized specification,
whereas MIH is still in phase of development.

On the other hand, MIH is more generalist, since its aim is to create an interface
between the link or network layers and the upper layers, the application ones. UMA’s
objective is not to create a platform to support any kind of wireless technologies, but
to allow the access to the mobile telephony services through unlicensed spectrum
radio technologies.
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