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Constant perfection of methods of unauthorized access to
information, as well as significant damage to this kind of action
resulted in a focused and systematic improvement of technologies
of information security and mechanisms for responding to security
threat information. One of the main areas of improvement is to
ensure the compliance of the characteristics of these mechanisms
demands adequate responses to threats and, consequently, adequate
evaluation of the effectiveness of response measures. The basic
concept is implemented in practice evaluation of the security of
objects of informatization, is the concept of certification tests.
Under this concept implies the assessment of the protection of
informatization objects certification path used means of
information protection from unauthorized access. One of the most
promising alternative solutions to the problem of adequate
evaluation of the security of objects of informatization is a synthesis
of characteristics of processes of information security on the object
of informatization within the corresponding target function. This
article shows the possibility of obtaining a numerical evaluation of
the security of information objects with the use of mathematical
modeling of information security threats, caused by illegal actions,
and processes for responding to such actions. This approach will
allow to evaluate the effectiveness of the various responses and on
the basis of these assessments to justify the most effective system for
ensuring security of objects of informatization.
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l. INTRODUCTION

Constant perfection of methods of unauthorized access to
information, and significant damage to this kind of action
resulted in a focused and systematic improvement of
technologies of information security and mechanisms to
address threats to information security. One of the main areas
of improvement is to ensure the compliance of the
characteristics of these mechanisms demands adequate
responses to threats and, consequently, adequate evaluation of
the effectiveness of response measures [1-3].

Obviously, such an assessment should be carried out
systematically [5], on the basis of a comprehensive study of
ways to protect the objects of informatization (information
systems).
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In accordance with the system approach investigation of
mechanisms in responding to threats to the security of
information of the objects of informatization (I0) connected
with the security assessment of the 10, i.e., the capacity of
these mechanisms to adequately respond to information
security threats the 10.

Il.  THE EXISTING CONCEPT OF EVALUATION OF THE
SECURITY OF THE 1O ON THE BASIS OF CERTIFICATION TESTS

The basic concept is implemented in practice evaluation of
the security of the 10 is the concept of certification tests.
Under this concept implies the security assessment of the 10
certification path used means of information protection from
unauthorized access. In accordance with the Governing
document “Protection from unauthorized access to
information. Terms and definitions™ under the certification of
information security means activities for confirmation of
conformity of possibilities of means of information protection
requirements of state standards, normative documents
approved by Federal certification bodies within the
competence of those bodies [4]. It should be noted that, in
accordance with document certification study limited to
description of the functions performed by protection
mechanisms from unauthorized access to information, and
qualitative characteristic of the contents of these functions
corresponding to a certain class of security of information
systems and computer technology, as well as a list of
normative documents on this issue. Implemented in the
methods of certification are to verify the claimed capabilities
with the requirements (Tab.l). In accordance with the
Governing document "Automated system. Protection against
unauthorized access to information. Classification of
automated systems and requirements on information
protection” the conclusion about the ineffectiveness of the
mechanism of protection of information in General is done in
the case that at least one of the claimed functionalities (the
document is similar to the Orange book).

The obvious advantage of this concept for assessing the
security of the 10 is the ease of estimation procedures.
Shortcomings that limit its use are:

1) the lack of a formal interpretation of characteristics of
threats to information security;



2) lack of formalized representation of the dynamics of the
impact of threats to information security and processes for
responding to such threats;

TABLE 1. THE CLAIMED CAPABILITIES FOR INFORMATION
PROTECTION CLASSES THE PROTECTION OBJECTS OF INFORMATIZATION

Used means of information

protection and requirements
1. Means of access control
1.1. Identification, authentication and access control entities:
ito 10 [+ [+ ] +
to terminals, computer equipment - + +
(computer technology), the nodes off
computer network, communication|
channels, external devices off
computer technology
to programs -
to data -
1.2. Managing information flows - -
2. The means of registration and accounting
2.1. Registration and accounting:
entry (exit) of access subjects to
(from) the system (network node)
the issuance of a printed (graphic) -
output documents
run  (completion) programs
processes (tasks, tasks)
program access of subjects to access| -
protected  files, including their
creation and deletion, transmission
lines and channels
program access of access subjects to] -
the terminals, computer technology,
nodes in a computer network,
communication channels, external
devices,  computer  technology,
programs and data
change of authority of access subjects| - -
created by securable object access - -
2.2. Records media
2.3. Clearing (reset,
depersonalization) deallocate regions|
of memory computer technology and
external drives
2.4. Signaling attacks -

Classes of protection
IE| 1B ] 1C ] 1B ] 14

+
+

+
+
+

+

and -

+|+|+]|+
+|+|+]|+
+|+|+]+

3. Cryptographic tools
3.1. Encryption of sensitive data - -
3.2.  Encryption of information - - -
belonging to different entities (groups|
of entities) in different keys

3.3. The use of certified (certified) - - - -
encryption
4. Means of ensuring the integrity of the
4.1. Ensuring the integrity of - - -
software and processed information
4.2. Physical security of computer,
equipment and media

4.3. The presence of the administrator,
(service) information protection in
the information system

4.4. Periodic testing of the working| - -
environment

4.5. The availability of means of]
information recovery

4.6. The use of certified means of| - -
protection

working environment
+

+

+
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3) lack of a formalized model of security information,
taking into account the peculiarities of the offender's actions as
a source of threats [5].

These shortcomings lead to many errors in the justification
of the ways and means of information security [4], which in
turn necessitates the search for such approaches to the security
assessment of the 10, which would provide the required
adequacy assessment.

I1l.  THE PROPOSED CONCEPT FOR ASSESSING THE SECURITY
OF THE 1O ON THE BASIS OF MATHEMATICAL MODELING

As the practice of conducting research in this direction,
one of the most promising solutions to the problem of
adequate evaluation of the security of the 10 is a synthesis of
characteristics of processes of information security for the 10
within the corresponding target function (e.g. [6-11]).

As an example of such a system consider a system of the
performance characteristics of responses to threats to the
security of e-banking [12, 13].

The basis of the synthesis of this system based on the
principle of the identity of the system structure characteristics
of the effectiveness of such measures hierarchical
representation of the functional model of the processes of
responding to threats to the security of electronic banking. In
turn, the functional model of the processes of responding to
such threats is based on the functional model of illegal actions
concerning the remote banking services (RBS), and that, in
turn, based on the conceptual model of the offender.

Under these conditions, the model of the intruder is
interpreted as a model of illegal actions in respect of the
services of RBS. The major restrictions on the interpretation
of this model are:

1) this kind of illegal action is a method of implementation
of security risks of e-banking;

2) the source of the threats is an attacker;

3) for this kind of source is characterized by a single
(during the study period) the impact on the environment of
RBS;

4) once the impact on the environment of RBS is also done
for reasons of stealth;

5) breach of security of e-banking is associated with the
operation of illegal actions associated with the following
operations:

— receiving confidential information of the bank clients;
— modification, or destruction of the information;

— blocking of the information security environment of the
RBS in certain circumstances.

Target motivation are illegal actions on the modification or
destruction of information clients of the bank.

The correspondence  between the  compositional
characteristics of the grouping of States of a functional model
of the processes of responding to threats to the security of
electronic banking, the compositional characteristics of the



grouping of States of a functional model of illegal actions in
connection with the services, RBS and classification bases
synthesized system characteristics are listed in Tab. 2, and the
structure of the system in Fig. 1.

TABLE 2 COMPLIANCE COMPOSITE FUNCTIONAL BASIS OF
MODELS OF STUDIED PROCESSES, BASES FOR CLASSIFICATION OF THE
SYSTEM PERFORMANCE CHARACTERISTICS RESPONSES TO THREATS TO THE
SECURITY OF OBJECTS OF INFORMATIZATION

Composite base grouping

States functional models Grounds for the

Processes for
responding to
security threats
in e-banking

Illegal actions in
respect of the
services RBS

Composite
level

response

classification of the system
performance characteristics|

the appearance of
signs of illegal actions

identify signs of
illegal actions

ability to identify signs of
illegal actions

[y

Stages of carrying out
fraudulent operations
in respect of the
services RBS

definition of the
stages of illegal
actions

ability to identify stages of
illegal actions

establishment  of
services of
services exposed
to security risks

opportunities for the
establishment of ser-vices of
services expo-sed to security
risks

actions in
to specific

lllegal
3 | relation
services

4 the objective function
illegal actions

the objective
function response

the effective response to
security threats in e-banking

Given the fact that the implementation of the functions
respond to the attacker is a reaction to unlawful acts in the
formation of the characteristics of the timeliness of response to
this kind of threat conditions timely response are [14, 15]

to <10 1)
to) <te + 7 2
to) + 7o) <to) + ) (3)

where: ) is a point in time the onset of the threat, () — time
implementation of threat t,), — time detection of threats, () —
time to respond to the threat. The adequacy of the assessment
of the values ) and t(,) is the systemic nature of evaluation
mechanism.

With the random nature of the values that make up the
conditions (1) to (3), the expression for E characteristics
timeliness in responding to threats to the security of electronic
banking can be represented as a probability [14]:

)

Thus, it is clear that the method of evaluation of security of
I0 by organizing and modeling the characteristics of the
processes of information security on these objects and devoid
of the shortcomings to the assessment of security of 10 on the
basis of certification tests.

E = P(tp) < to), to) <ty + 79, to) + 7o) Sty + 710)

An integral characteristic of
effective response to security
threats in e-banking

Feature opportunities to respond
to the attacker in relation to the
services of RBS

Level 4 Timely response to security threats in e-
banking
1
timeliness of response to the actions timeliness of response to the actions
Level 3 of the attacker in relation to the of the attacker in relation to the
service payment systems service "Client-Bank"

A
Level 2 procedure characteristic 1 procedure characteristic M

A
Level 1 function characteristic 1 function characteristic K

| Feature possibilities for

establishing stages of
implementation of security risks of
e-banking in the services of RBS

Feature opportunities to identify
signs of illegal actions in the field

of e-banking

Fig. 1. The Structure of the System Performance Characteristics Response the Security Threats of E-Banking

IV. CONCLUSION

A method of evaluating the security of objects of
Informatization on the basis of certification tests has a
number of drawbacks that can be eliminated when using the
proposed approach to this evaluation through mathematical
modeling. This method allows to obtain an adequate
assessment of the effectiveness of information security at
the Olympics in a wide range of parameters of the security
threat information and apply the protection mechanisms.
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