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Abstract. The focus of this work is to provide introduction to the current state
of art of the field of spreading processes on networks in connection with opti-
mal control theory and game theory. This is challenging problem which remains
open, so we present problem formulation, make suggestion of possible ideas of
solution and show simulations to substantiate these ideas.
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1 Introduction and the Main ldea

This work presents development of the problem of conflict control of epidemic pro-
cesses on networks. This area has been topic of research interest among different
fields, including biology, computer science, economics, and the social sciences. Epi
demic dynamic in population, computer virus spreading over communication net-
work, and rumors or fake news widening through social networks are examples of
very different processes with the same nature.

One of the first epidemic models was developed by D.Bernulli in 1760, motivated
by smallpox in England. Later on, other researchers also studied mathematical models
of decease spreading. These models were quite simplistic, but provided insights into
mechanisms how different deceases can affect population. After initial development
this direction of study become classical topic without promising findings. Recently,
however, there has been returning to these problems due to “network paradigm”.
Nowadays, we can see meeting in one point three different fields:

o spreading (for example epidemic) models [1]

e network analysis [2]

e game theory [3]
supported by parallel computational algorithms, sufficient to perform computation for
networks dynamic in realistic scale. So far main problem was to build and analyze
epidemic models, but today the point of efforts shifting towards effective control of
spreading under conflict and uncertainty. Taking into account the most recent attacks
on computer networks and security issues it is very natural to expand results to the
field of malware mitigation [4]. Consider the heterogeneous SI dynamics:

M
pi = Zﬁij pi(1—pj)—y
=



where p; is the probability of infection of ith node, f;; - are elements of matrix with
infection rates for every i-j node interaction, u; - our influence on process, or in other
words, control.

It is natural to set constraints for control in geometric and integral form

w; € [0, ul"%], fOT w;(t)dt < ul™

also it is usual to define the objective function to be minimized (for example in form
with linear costs):

f (cp;(t) + bu;(t))dt - min
0

For this problem there is idea to use Pontryagin’s maximum principle. As shown in
[5] (for simplistic setup) that the optimal solution is in form of bang-bang control. Our
main goal to extend this approach for more general setup.

Consider a network, defined by adjacency matrix A = {a;;} . Dynamic of epidemic
process on this network is described by system of equations:

p;=p(1— Pi)z aijp;j

j=1

with p, - vector of initial infection probabilities.
Optimal control idea. Control wu;(t) could be applied to (every) node to delay
spreading process. The main goal is to delay infection with minimal cost.
Conflict-control idea. If we reformulate original problem to set imaginary “player”,
responsible for infecting. Let us define v;(t) = (1 — p;) Zﬁlau p;, then the pro-
cess

p=v—u
is a conflict-controlled process [6]. The goal is to find wu;(-) as a function of v;(t) to
protect the network from infection (or at least formulate conditions when it is possible
to do). This is challenging problem which should be supported with theoretical and
practical tools to analyze.
In this work we provide a simulation tool to compute spreading process (in Sl
model setup) for arbitrary networks.

2 Simulations

Simulation models were developed using R environment and available for working at
[7]. For arbitrary network topology and initial infection distribution we run SI model
and calculate spreading process on the network. There are two input files: network
structure — .csv file with pairs of nodes. Each pair is a connection between them. Sec-
ond file is names of infected (at the beginning) nodes. There are two methods imple-



mented — network dynamic without additional infection (classical SI model) and net-
work dynamic 2 — infection, which gives influence on other nodes starting from any
non-zero level. The results are presented on Fig. 1.
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Fig.1. Example network topology and spreading graph.

Solid line shows dynamic for the case when infected node is at the most distant
node from the center. Dotted line is for the case when infected node is on the border.
Dashed line is for the case when infected node is in the centre. As we can understand
from simulations network topology has immediate and strong effect on the spreading
process.

Second direction of simulations was to calculate bang-bang control and its effect
on SI model dynamic [8]. On the fig.2 there is simple SI model for § = 0.2 and p, =
0.02. There are two controls: red (starts at 5 and ends at 10, power 0.07) and green
(starts at 13 and ends at 29, power 0.24).
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Fig. 2. Different setup of bang-bang control.



On fig. 3 it is shown result of different controls with the time of working 10 — 20
(red) and 15 — 25 (green). As we can conclude — it is much more effective to deal with
spreading at the beginning them after some time.
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Fig. 3. Step-type control with the same power.

In this work we present tool for network simulations, developed to get better un-
derstanding of spreading dynamics. Also we create bang-bang control simulation to
illustrate its efficiency.
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