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Abstract. A fundamental paradigm shift to patient-centric health services is needed to meet the challenges such as increasing healthcare costs,
ageing population, and unhealthy lifestyles. Designing patient-centric
services is challenging because of medical- and health data heterogeneity
and lack of standardization for Personal Health Records (PHR). Further,
designing patient-centric systems, especially in healthcare is a challenge
as they are influenced by emotions when users are influenced by emotions triggered by privacy issues. In this study, we focus on the engineering method to design a patient-centric system that considers medicaldata heterogeneity and emotional security issues. We plan to develop a
methodology for designing a patient-centric system with a multi-agent
system (MAS) approach where agents operate with smart contracts. An
emotional security framework is integrated into the design of such systems. Multi-faceted validation and verification are used to evaluate the
engineered method. A framework for Evaluation in Design Science Research (FEDS) is used to define the evaluation activities and tools.
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1

Introduction

Health information technology has the potential to improve medical quality,
patient safety, educational resources and patient-physician communication while
decreasing costs [7]. The development of central systems such as Smart Open
Services for European Patients (epSOS)1 and the Estonian Health Information
System (EHIS)2 increases interoperability on national- and international levels.
Still, the available data is often fragmented and the secondary use is limited
[11]. The term ’secondary use’ can be defined as the use of data collected for one
purpose to study a new problem. Secondary uses of data could include quality
1
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measurement, public health surveillance, and patient access to data about their
illness [6]. The fragmentation stems from decentralized and disintermediated
data sets.
The main purpose of Personal Health Records (PHR) is that a patient is the
author and owner of his/her medical data that can be shared with other individuals, including healthcare professionals, or automated clinical decision-support
services. The growing amount of personal data available increases the role of
patient-centric systems in healthcare. In contrast, Electronic Health Records
(EHR) are created and owned by healthcare providers.
The complexity of data analysis, processing and security increases together
with the number of different healthcare systems. Another problem is that the
data is created by healthcare professionals and based on disease episodes that
are only a part of the patients’ health-related data and history. For example,
several patients with chronic conditions measure their blood pressure, or blood
glucose regularly while these data sets are not stored in the context of EHR and
thus, limiting their future use.
Design and development of patient-centric systems are challenging because
users are influenced by emotions triggered by privacy issues. As users are not
forced to use such software, these issues lead to adoption failure, e.g., individuals
do not trust to share their sensitive medical data with an application that does
not provide transparency of personal data usage.
The importance for a healthcare domain is related to the possibility of sharing
PHR between different stakeholders. Individuals could manage their own data
and share it with healthcare providers and other stakeholders such as medical
researchers, health insurance providers, and automated Clinical Decision Support Systems (CDSS). Additional medical data available to healthcare provider
enables the provision of personalized guidelines to a patient. Personalized guidelines help patients to understand how to achieve their goals. On the other hand,
the availability of CDSS reduces the number of people requiring direct contact
with a doctor and increases the accessibility of medical services to people who
really need it. Further, researchers gain access to personal medical data.
In this research, we focus on the PHR usage in the healthcare processes
and involvement of patients as main responsible stakeholders by engineering a
method for designing decentralized patient-centric systems. The main proposed
method’s concepts are: the number of healthcare processes is not limited; trust,
transparency and influence of patient’s emotions during medical data sharing
are essential for the usage of such a system; medical data heterogeneity is unavoidable.
To enable these main concepts we use different techniques: Multi Agent Systems (MAS) to support an unlimited number of healthcare processes, smart
contracts are used by both human and non-human agents to enable trust and
transparency while sharing PHR, embedding emotional security framework in
the MAS design phase to avoid negative emotions while using such a system.
The ontology is used to describe medical data integration processes between
different agents.
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The remainder of the paper is structured as follows. Section 2 presents related
work and Section 3 describes the problem statement as well as our contributions.
Next, Section 4 presents the design-science research method research actions in
details and Section 5 references the conference paper as initial results used as a
basis for the current research. Section 6 provides the evaluation plan for designed
methodology, Section 7 concludes the paper together with providing directions
for future research. In a final Section 8 acknowledgements to supervisors are
presented.

2

State of the Art

Literature review [3, 5, 22] shows that researchers provide solutions for integration challenges based on data-heterogeneity reduction by developing a new ontology or merging existing ones. This approach is effective for decreasing the
heterogeneity of different EHR standards and a limited number of processes.
However, the amount of PHR data is rapidly growing with the development of,
e.g., IoT devices. The number of processes using PHR is not limited, as patients visit different hospitals. Therefore, an efficient integration of PHR and
EHR requires a dynamic approach that focuses on the process rather than on
data standardization. Paying attention to data-flow processes is an important
part of EHR and PHR data integration as health data flows along processes
in distributed systems. Research [2] proposes smart contracts for logging the
patient-provider relationships that associate a medical record with viewing permissions and data retrieval instructions for the execution on external databases.
The role of emotions and associated quality goals that influence the adoption
and effective use of socio-technical systems is detailed in research [15]. In order to
design and develop a system, it is important to elicit requirements in the form of
functional, nonfunctional and emotional goals [15]. To do this, some research has
identified methodologies for segmenting the target users of a system as different
stakeholders have different goals and requirements [21]. Research [21] hypothesizes that user segmentation is helpful in requirements engineering to direct
systems analysts and owners to segment potential users and select target users
as the first stage of requirements engineering. In [17], the authors introduce a
straightforward notation for modeling emotional goals in agent-oriented modeling. Further, little is known about software engineering methodology defining
how best emotional requirements can be elicited from stakeholders. There is
no systematic methodology to help elicit such emotional requirements early on
before the systems are designed.

3

Problem Statement and Contributions

Healthcare services become more expensive and their accessibility to patients
decreases. Patient-centric healthcare systems enable PHR data collection and
processing by CDSS and often do not require physical contact between patient
and doctor. The PHR and EHR integration requires a solution for medical data
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heterogeneity as PHR does not have common data standard. The processing of
integrated PHR and EHR needs to be transparent for patients so they adopt
the patient-centric system. In this paper, we fill two gaps: (1) the integration
process of PHR and EHR; (2) and embedding an emotional security framework
into the design of patient-centric systems. In the scope of integrated healthcare,
there are different main stakeholders: individuals, researchers that use medical
data, healthcare professionals, state organizational units as statistics and social
departments, and insurance companies.
We develop a methodology for patient-centric systems design. The methodology includes an emotional attachment framework to engage users and alleviate
the users from feeling a negative emotion such as distrust, lack of ownership
private and confidential data. Lack of transparency in health data processing
leads to negative feelings for an individual. Target users for this methodology
are IT architects and designers because there is no current methodology in IT
for designing patient-centric systems.
Our planned contribution is a methodology for the design of dynamic PHR
and EHR integration processes. We plan to use intelligent agents in MAS and
smart contracts for sharing PHR. Intelligent agents are used for PHR collection
from personal devices and can provide feedback based on the collected data
analysis while blockchains provide transparency of PHR usage to the patient.
To eliminate emotional security risks, we expand traditional functional and nonfunctional requirements of software system with emotional ones.
The main research question is how to dynamically merge and process integrated PHR and EHR in the cross-organizational processes of the patient-centric,
decentralized healthcare system? To answer this question, a number of challenges
(sub-questions) need to be addressed.
The first sub-question is how to collect and process PHR data in the context of integrated healthcare to improve the quality of diagnostics and cures?
To answer this question, we focus on the dynamic integration of EHR and PHR
considered from a process-based point of view. After defining the dynamic integration process, we turn to the shared cross-organizational processes.
The second sub-question is how to specify cross-organizational processes for
handling EHR and PHR in a dynamic and secure way in a distributed patientcentric systems? The dynamic integration of EHR with PHR and the embedded emotional security framework enables the effective adoption and usage of
integrated data in a different number of e-services. Smart contracts used by intelligent agents in multi-agent systems (MAS) eliminate trust issues between
stakeholders while providing a patient with PHR and EHR data security.
As the security of personal data is a very sensitive and important topic, the
third research question is how to perform a privacy-aware analysis of integrated
PHR and EHR in the context of the cross-organizational process in a distributed
patient-centric system? The privacy aware protocol [19] that is used in datadriven EHR systems for private data analysis is extended to support integrated
PHR and emotional security aspects. The protocol is based on the emotional
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requirements to PHR data sharing as well as the ontology for the collection of
emotional goals and secured views proposed in [19].

4

Research Methodology and Approach

For this research, the design-science research method is considered. This method
is solution-oriented and requires the creation of an innovative, purposeful artifact
for a special problem domain [24]. First, we consider the dynamic integration
process for integrating the PHR with EHR. The proposed process is used as
a foundation for designing cross-organizational processes where medical data
is used by different human- and non-human agents. Finally, we define security
protocol based on the emotional aspects of information security.
For designing dynamic integration processes, the requirements for PHR data
collection are defined. The ontology for the PHR and EHR data integration and
the integration process flow are presented. The requirements are defined with
the Agent-Oriented Modelling (AOM) approach as in [23, 14]. According to [20],
analyzing the problem of this socio-technical domain can be performed by using a goal model. The objective of goal models is to serve as communication
media between technical- and non-technical stakeholders for generating understandable domain knowledge. We use goal models in the context of requirementsengineering processes.
The processing of integrated EHR and PHR requires an ontology definition
to reduce semantic- and syntactic heterogeneity. An ontology for the dynamic
integration process is designed using the Protégé tool3 together with the Web
Ontology Language (OWL)4 . OWL is used to describe taxonomies and classification networks. An evaluation of the ontology is performed with the HermiT5
reasoner that is based on a novel hypertableau calculus [18] to provide much
more efficient reasoning than any previously known algorithm.
We describe the PHR and EHR integration process with the Business Process
Model and Notation (BPMN) [1], a graphical representation for specifying business process model. BPMN is suitable for reasoning about cross-organizational
integration processes including PHR- and EHR integration process. The integration process is validated with the Signavio6 tool that checks BPMN diagrams
for existing conflicts.
For the evaluation of defined integration process of PHR and EHR, we build a
formal Colored Petri Nets (CPN) model in order to detect and eliminate eventual
design flaws, missing specifications, security and privacy issues [8, 10]. A CPN
is a graphical oriented language for the design, specification, simulation as well
as the verification of systems and describes the states of a modeled system and
the events (transitions) that cause the system to change states [13]. We refer the
reader to [9] for more information about CPN.
3
4
5
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To define the cross-organizational processes where medical data is used by different human- and non-human agents, first intelligent BDI agents are described
as they offer a straightforward formalization of reasoning human agents with
intuitive concepts (beliefs, desires, and intentions) that closely match human
reasoning[4]. Next, best practices for designing decentralized healthcare systems
are proposed.
We define best practices for designing decentralized healthcare systems by
integrating smart contracts in the communication layer between different nonhuman agents involved in the cross-organization process. To describe non-human
BDI agents, ontology built for the integration process in the previous step is
extended using OWL and validate it with HermiT reasoner.
Emotional requirements for PHR handling and sharing processes are included
in the early stages of the PHR and EHR data integration. The emotional framework [16] is integrated into the AOM approach and extends the AOM goal model
with emotional goals in order to define the emotional requirements for PHR data
sharing. The ontology for the integration process is extended to cover the collection of emotional aspects. We use BPMN to describe the security protocol and
blockchain as a technology enabling transparency in the cross-organizational
process.
To meet our goal of designing the architecture of a patient-centric system,
three milestones are defined. First, the design of collecting and processing the
PHR data, then the specification of a cross-organizational process followed by
design of a secure PHR sharing protocol based on the emotional requirements. To
define requirements for the PHR data collection, we use AOM. The ontology for
the PHR and EHR integration process is defined using OWL and the integration
process is described with BPMN. The specification of a cross-organizational process includes a definition of non-human agents described with AOM and OWL.
The usage of smart contracts is considered in the context of the dynamic integration process. Secure PHR sharing protocol for the PHR includes a definition
of emotional requirements for PHR data sharing described with AOM and the
emotional framework, followed by the ontology for PHR emotional aspects collection described with OWL. Finally, we design a security protocol for PHR
sharing using BPMN and blockchain technology.

5

Preliminary or Intermediate Results

In the workshop paper [12], we consider the dynamic integration of EHR and
PHR from the process based point of view. The process workflow emphasizes the
EHR and PHR context difference while the system requirements are defined with
an AOM goal model describing functional and quality goals. The ontology for
the integration process defined in the workshop paper is a foundation describing
main concepts for the integration process. Finally, the BPMN representation of
the integration process shows different stages of PHR- and EHR data preparation
and -processing. All these findings set the scope of our research and we use them
as a basis for future work.
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6

Evaluation Plan

We use a combination of different approaches for the evaluation. First, CPN
is used to evaluate processes in the design phase to eliminate, or minimize the
security risks. Also, it is possible to consider concurrency conflicts, dependability issues and detect and eliminate eventual design flaws as well as security
and privacy issues with CPN. For architecture design, we use a combination of
Requirements Bazaar for requirements gathering and also for the evaluation of
the architecture. The Architecture Tradeoff Analysis Method (ATAM) is used
for evaluating and analyzing in a qualitative and empirical way the architecture of a patient-centric system with the related functional, non-functional and
emotional requirements. ATAM is mostly applied for exploring the use of bestpractice architectural styles, for exploring quality attributes of architectures and
for evaluating existing systems. ATAM also helps to modify an architecture, or
integration work with new systems. Also, we use the HermiT reasoner for validating the ontology for the integration process and BPMN for reasoning about
cross-organizational integration processes. We also conduct user-centered evaluations to capture user experiences with the design of the system to measure
their level of engagement and emotional aspects. This evaluation we conduct using the emotional attachment framework as a practice lens to direct interviews
and usability testing activities.

7

Conclusions

In this paper, we describe current issues and challenges in electronic healthcare,
focusing on the need to create a systematic approach to designing a decentralized patient-centric system that meets these challenges. We then define three
milestones to meet our goal of designing the architecture of such a system. To
solve the PHR heterogeneity issue in healthcare processes, first, the design of
collecting and processing PHR is proposed. However, the patient involvement in
healthcare processes creates additional challenges for such processes and therefore, we present the specification for cross-organizational processes working with
PHR. Shifting the paradigm to patient-centric increases the role of patient emotions and privacy issues. Thus, we design the secure PHR sharing protocol that
enables transparency of the PHR usage to the patient and based on the patient’s
emotional requirements.

8
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