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Abstract. Personal data privacy is emerging as an area of significant
interest in recent years as more regions adopt data protection regula-
tions in an effort to protect the rights of consumers. Organizations are
in need of novel approaches to upgrade their business processes to make
them compliant with these regulations. However, current research to-
wards privacy management is tailored towards the development of new
processes from the ground up and little is done to address the assess-
ment and improvement of existing processes. This PhD thesis proposes
two artifact-based techniques to evaluate compliance to privacy regu-
lations and capture privacy properties in business processes within the
context of a new privacy management approach.
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1 Introduction

Personal data privacy has garnered increasing attention over recent years. Fre-
quent and large scale breaches of sensitive data around the world [13] indicate
that organizations have not yet fully prioritized private data protection. The
last decade has seen the introduction and strengthening of data protection laws
in several countries [I9]. In Europe, the General Data Protection Regulation
(GDPR) [1] will replace the Data Protection Directive (Directive 95/46/EC)
[11] from from May, 2018. Such regulations levy heavy penalties upon organi-
zations that fail to adequately ensure security and offer transparency into their
data processing activities. In addition, the EU-US Privacy Shield [I2] enforces
privacy guidelines upon companies in the USA that process the data of European
citizens. Organizations that intend to implement privacy controls through either
business process modifications or the implementation of privacy-enhancing tech-
nologies (PETSs) require techniques to assess and improve the current state of
their processes. A study of research in this area reveals several approaches and
methods to assist the development of new processes that support desired pri-
vacy guarantees (e.g. [5][2][20][16]). However, further work is required to develop
approaches aimed at the improvement of existing processes.



The objective of the thesis is to develop the foundations of an approach
for organizational privacy management with a focus on artifact-based Business
Process Model and Notation (BPMN) analysis techniques. For the sake of prac-
tical relevance, this approach will be developed and validated with reference to
the GDPR. The primary research objective can be formulated as follows: How
can we assess and improve business process compliance to privacy requlations?
The results of this thesis - privacy extensions to BPMN and a meta-model of
the GDPR along with their usage within the intended approach, are aimed to-
wards the assessment and improvement of processes and information systems
within existing organizations. It should also be noted that the specific domain
of this thesis is privacy management and not information security. While there
is an overlap between the two domains, we view security as defined under the
Confidentiality-Integrity- Availability triad for expressing security objectives. On
the other hand, privacy deals with how sensitive information is obtained and
processed. Implementing security can mitigate certain privacy risks but may not
be the solution for them all.

This paper describes the research goals of this PhD thesis and highlights its
contributions so far. It is structured as follows: Section [2] describes the intended
approach and the primary research objective is broken down into five research
questions. Section [3] goes into the contributions made so far within the context
of the research methodology employed. Section [4| presents the focus areas for the
literature review and an overview of its results so far.

2 Research Objectives

A proposed view of the approach is illustrated in Fig. [Il The figure is composed
of generic steps with their instantiations within this thesis described in smaller
boxes. For example, GDPR is an instantiation of Privacy Policy. The approach is
broadly composed of two phases:

1. Assessment: The goal of this phase is to identify areas of non-compliance
to the GDPR to arrive at a set of requirements to achieve compliance. This
identification is based on the comparison of two kinds of UML diagrams - (7)
a meta-model extracted from the contents of the GDPR that illustrate com-
pliance rules and (4) existing business processes of the organization under
evaluation documented in BPMN that are then converted into class diagrams
to provide a policy-oriented view of the processes. The GDPR meta-model
and its comparison techniques form one side of the thesis contribution.

2. Improvement: The goal of this phase is to produce process models that
are verifiably compliant to the GDPR. To express this, the output of the as-
sessment phase is converted into a set of requirements. These requirements
will fall under two categories - (i) technological improvements and (%) pro-
cess improvements. While process improvements are simply revisions to the
existing business processes in standard BPMN, technological improvements
that can be addressed using PETs cannot yet be adequately captured. This
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provides the motivation for the development of extensions to the BPMN
language, labeled Privacy-Enhanced BPMN (PE-BPMN) which is another
contribution of this thesis.

To develop such an approach and its components, the following research
questions (RQ) have to be addressed:

— RQ1: What is the state of the art in business process assessment and im-
provement with regards to privacy regulation compliance?

RQ2: What is a conceptual representation (meta-model) of the GDPR?
RQ3: How can the conceptual representation be validated?

RQ4: How can the BPMN language be extended to capture PETSs?

— RQ5: How can the PE-BPMN language extensions be validated?

Existing Processes Privacy Policy
A
S BPMN Models GDPR
s
E
g 1CONVERT 1EXTRAC[
M
IE Policy-oriented view COMPARE Compliance Rules
T Class Diagrams ‘ GDPR Meta-model
Requirements for
T compliance
M
P
R
o]
" Technological Process
E improvements improvements
M DECOMPOSE -
E Revised BP Models
N
T L
Compliant processes
PE-BPMN Models

Fig. 1. Proposed approach for assessment and improvement of an existing information
system towards privacy regulations
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3

Research Methodology and Current Status

The work accomplished during this first year of study has been primarily focused
on the development and validation of privacy extensions to BPMN (RQ4, RQ5)
and secondarily, on evaluating the state of the art (RQ1). Preliminary develop-
ment of the GDPR meta-model is currently underway at the University of Tartu
which will soon be handed over for completion as part of this thesis (RQ2, RQ3).

3.1 Design Science

PE-BPMN [4] has been developed in line with the design science research guide-
lines proposed by Hevner et al. [7]. The following list describes the state of the
thesis and future plans within the context of each guideline:

1.

Design as an artifact: The techniques being developed in this thesis are
based on the production of specific artifacts in the form of process mod-
els with an extended BPMN syntax and meta-models drawn in UML. The
PE-BPMN language extension provides an approach (method) and syntax
(model) to capture PETs at multiple levels of abstraction in process models.
The work on PE-BPMN is summarized in Section

Problem relevance: The literature review in Section [ has identified a rela-
tive shortage of techniques to assess and improve existing business processes.
Additionally, while BPMN is particularly suited to capture the state of pro-
cesses around an existing information system, it is not suitable for capturing
technological privacy properties of the same. To be relevant in the privacy
domain, the BPMN standard requires extension.

Design evaluation: A prototype modeler for PE-BPMN extensions and
subsequent analysis has been implemented and is currently being validated
on case studies from the DARPA Brandeis program [22].

Research contributions: The contribution of the thesis so far is the PE-
BPMN language extension. It is intended that the GDPR meta-model and
its comparison methods will be completed and consolidated along with PE-
BPMN into the proposed approach in Fig.

Research rigor: PE-BPMN is based on BPMN and the GDPR meta-model
is based on UML which are accepted standards. PE-BPMN extends the
abstract and concrete syntax and semantics of BPMN 2.0. The addition of
semantics is based on existing PET taxonomies, the abstract syntax is an
extension of the existing model and the concrete syntax is based on best
practices of UML.

Design as a search process: The development of PE-BPMN is founded
on a review of the gaps identified in the current state of privacy modeling in
business processes (see Section . After its initial version was published,
the language was extended and refined in a later iteration that added support
for modeling additional PETs as well as refinements to its foundations.
Communication of research: The paper on PE-BPMN [4] is presented
from a technical viewpoint directed at system analysts. While higher level
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motivations for managerial audiences are provided to some degree, they are
not the focus. However, the broader scope of the thesis (i.e. the approach)
will be aimed at addressing concerns of managerial audiences as well.

3.2 Privacy-Enhanced BPMN

PE-BPMN, originally developed for another project aims to address the gap of
expressing technological privacy safeguards in business process models. It is also
directly applicable to solving related steps of the approach in Fig. [[] The paper
on PE-BPMN [4] proposes a multi-leveled model of PET abstraction that, on one
level, views PETSs in terms of their general targets, for example, data confiden-
tiality or user anonymity. This abstraction is expressed in process models using
language extensions called generic stereotypes. A process model defined in terms
of generic stereotypes can then be used to advance to the next level of abstrac-
tion where these generic stereotypes are instantiated with specific PETs using
concrete stereotypes. In Fig. a) we see how individual tasks related to a mecha-
nism that ensures data confidentiality are expressed with generic stereotypes. We
assume application of a protection mechanism (via ProtectConfidentiality), com-
putation on the protected data with a public input (via PETComputation and
finally, removal of the protection mechanism (via OpenConfidentiality. At this
stage, our process under consideration has achieved the goal of ensuring data
confidentiality. It is possible to take this further by instantiating the generic
stereotypes with concrete stereotypes as shown in Fig. b) which describes the
application of public key encryption through equivalent tasks.

Finally, it proposes a method to qualitatively analyze disclosures of informa-
tion that can potentially occur along a process described in PE-BPMN through
a set of disclosure matrices. A prototype demonstrating modeling with privacy
extensions, syntax verification and automated information disclosure analysis is
also presented. Pullonen et al. [10] introduced the first version of PE-BPMN
and described the PE-BPMN syntax and PET selection method. The contribu-
tion of this thesis to PE-BPMN includes: (i) The multi-leveled model of PET
abstraction, (i) the inclusion of additional PETs into the PE-BPMN syntax
and improvement of existing syntax and (4ii) the information disclosure analysis
method.

4 Background and Related Work

Based on the goals and steps of the approach described in Fig. [} the following
research areas have been identified for the literature review:

4.1 Privacy Regulations and their Implementation

DLA Piper [19] has developed a web application that provides an overview of
the strength of data protection regulations around the world. A review of works
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Fig. 2. Generic and concrete stereotypes in PE-BPMN

related to evaluation and implementation of these regulations is currently un-
derway. It is focused particularly on those regions recognized as having robust
or heavy data protection laws as described in the application.

Outside EU: The Personal Data Protection Act (PDPA) introduced in Malaysia
in 2010 is a collection of categorized principles [3] that regulate commercial us-
age of personal data. The authors in [I8] present the results of a case study
aimed at identifying the impact of the PET adoption after PDPA enforcement
on employee work performance. The results suggest that a holistic evaluation of
business process compliance to privacy regulations would include techniques to
measure PET adoption among employees and compliance to restructured busi-
ness processes. However, the discussion on techniques to manage the same is
limited.

GDPR: In [0, the authors introduce an extended version of Socio-Technical
Security modeling language (STS-ml) to capture and verify the social aspects
of the GDPR such as the relationship between employers and employees and
consent. However, STS-ml does not yet capture technical aspects of the GDPR
such as data security measures and is most suitable for systems being devel-
oped. A meta-model to illustrate key relationships between entities defined in
the GDPR is proposed by the authors of [2]. The meta-model is intended to
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be used by the designers of e-services for the development of adequate Privacy
Level Agreements (PLAs) that demonstrate compliance to the GDPR.

4.2 General Approaches for Regulation-Compliant System Design

It is relevant to also consider work done with regards to IS design and compli-
ance to regulations that do not relate to privacy. At a more abstract level, any
regulation can be viewed as a set of constraints imposed upon a process. An
analysis of related work into regulation compliance outside privacy may yield
useful insights when studied from this perspective.

In [20], the authors introduce a method that provides a high-level set of
guidelines to select appropriate measures to ensure regulatory compliance. A
framework to elicit security requirements from laws and regulations is proposed
by the authors of [16]. While [20] is not specifically applied to GDPR and speaks
in terms of implementing any regulation, its high-level perspective provides some
guidance to IS designers conforming to legal requirements. The framework in [16]
could be adapted for some privacy requirements such as the concept of consent
in GDPR. The approach uses goal modeling to extract security requirements
which are then translated to a secure system design with Model Based Security
Engineering.

4.3 Business Process Compliance Checking

Business process compliance (BPC) checking has received substantial research
attention and there are several approaches towards it based on graph pattern
matching, computation tree logic and other computer science concepts. Pattern
based approaches to compliance checking are presented by the authors of [I5] and
[6]. In [I5], the authors illustrate a method to extract a catalogue of compliance
patterns from a regulation that can then be compared against business processes
using a graph pattern-based compliance checking approach. In [6] the authors use
security risk-oriented patterns applied to the ISO27001:2013 security standard
to check as well as improve process compliance.

4.4 Privacy Modeling in Business Processes

There has been significant research into modeling security and privacy in BPMN.
BPMN has been adapted to the domain of security risk management and secu-
rity modeling extensions have been proposed by the authors of [14], [I7] and [21].
While these are applicable to security modeling which covers some aspects of pri-
vacy management, they are not designed specifically for privacy. Privacy-aware
BPMN and syntax extensions to capture specific aspects of privacy concerns like
consent and access control are presented in [9] and [8]. However, neither of them
address how to capture PETs in BPMN and identify privacy losses along the
process chain.
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5 Concluding Remarks

In this paper, we provided the motivation, scope and approach for the PhD
thesis. While the focus of this thesis will be in the context of the GDPR, the
goal is to generalize the approach for achieving compliance with other emerg-
ing privacy regulations as well. The main research question is broken down into
sub-questions that address the development and validation of the privacy man-
agement techniques proposed in the thesis. The applied research methodology is
introduced and explained along with current progress. Then, the state of the art
is reviewed with respect to four identified areas of focus to motivate the thesis
and position it with regards to existing research.

As for future work, while a preliminary evaluation of the state of the art
(RQ1) has been done, the review needs to be completed, potentially using a
systematic literature review method. The GDPR meta-model (RQ2, RQ3) re-
mains to be developed and then validated on case studies within the DARPA
Brandeis [22] program - a collective research effort aimed at the development
of techniques to preserve privacy while analyzing large amounts of sensitive in-
formation across varied industries. We plan to elicit feedback on the artifacts
and the general approach from program managers through direct interviews and
qualitative surveys from other program members.
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