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Abstract

To investigate the interdependenciesxisting amongdeonticpositions(like powersandobligations)
and the ontology de ned by an institution, we have proposedto modelinstitutionsin termsof status
functionsimposedon agentsand de ned asaggreatesof deonticpositions. In this paperwe presenta
metamodebf institutionalreality which introducesa setof conceptsiecessaryo describeaninstitution
andtheirintendedneaning A mainadvantageof ourapproachresidesn thefactthatinstitutionsmodelled
in termsof suchconceptscanbe veri ed by applyingmodelcheckingtechniques.In particulay in our
framework it is possibleto stateandverify a setof propertiesstemmingfrom our metamodeto enhance
thedevelopmenibf soundinstitutions.

1 Intr oduction

Institutionsand normative systemshave beenput forward asa meansfor regulatingopeninteractionsys-
temswhereagents'internal statescannotbe accessear agentsare implementedoy different parties. In
suchsystemspormsplay a fundamentatole becausehey createpositive expectationsn the outcomeof
interactionsandmake more predictablethe behaior of otheragentswvhich areassumedo be autonomous
[7, 15,9, 10, 22, 26]. But while in [7] institutionsde ne only norms,following [25] in [9] we have sug-
gestedthat institutionsalso describethe ontolagy of the interactioncontext. For instance the institution
of the EnglishAuction de nesthe very conceptof winning an auction,which alsoimpliesthatthe winner
oughtto follow a setof norms.

To investigatetheinterdependenciesxisting amongdeonticpositions(lik e institutionalizedpowers[16]
andobligations)andthe ontologyde ned by aninstitution,in [28] we have proposedo modelinstitutions
in termsof statusfunctionsimposedon agentsand de ned asaggregatesof deonticpositions. Our main
tenetis thatinstitutionalfactsaresuchonly becausehey provide agentswith possibilitiesof actionswhich
areattributedto themonly thanksto the commonagreemenbf a communityof agents.In particular we
characterizénstitutionaleventsin termsof what statusfunctionsthey imposeor revoke, which re ect the
powersandobligationscreatedor cancelledn the system.

Oncewe have formalizedan institution, we have alsoto ensurethatit is soundand allows agentsto
reachthe desiredstatesof affairs. Furthermoreas soonasinstitutionsbecomecomple, without the aid
of anautomatedechniquest is prohibitive to foreseeall possibleevolutionsandstatesn which a system
may evolve. For thisreasonn [28] we have de ned FIEVeL (Functionsfor | nstitutionalizedEnvironments
\eri cation Language)a high level languageto modelinstitutionsin termsof statusfunctionsandwhich
is amenabldgo modelchecking[4], eitherby translatingit into the input languageof an existing tool (e.g.
Promelatheinputlanguageof SPIN[14] asin [28]) or by implementinga new modelchecler.

In this paperwe focus our attentionon the de nition of a metamodebf institutionswhich de nes a
setof legal andphilosophicalconceptghatwe perceve asessentiato describanstitutionalreality. In our
framawork, institutionsaredescribedvith FIEVeL, amodellinglanguagewvhich providesa concretesyntax
to formalizeinstitutionsin termsof suchconceptsFor this reasonve saythatsuchsetof conceptsandtheir
relationsde ne a metamode[17], sincethey constitutea modelof our modellinglanguage.On the other
hand,the institutionalmetamodelepresentshe upperontolagy of institutionalreality, sinceit introduces
conceptghat are extendedto describethe ontology of institutions. For instance,ary domain-dependent
statusfunction extendsthe notion of statusfunction,which is abstractlyde ned asanaggreateof deontic
position,by detailingwhatpowersandobligationsareassociatedo it.



Theintroductionof a metamodehllows usto de ne alibrary of domain-independemropertieswvhich
not necessarilyaffect the functionality of an institution, but re ect the intendedmeaningof institutional
conceptsFor instancejf we empaver agentgarticipatingto anauctionto make bids but we alwaysforbid
themto do so, we obtainthatit may be the casethat agentsmake offers, but they will always violate
the systemof norms. Although suchinstitution is functional (it allows agentsto malke bids), it is clearly
irrational.

The remainderof this paperis structuredas follows. Section2 presentsour metamodel,Section3
discussegew domain-independermgropertieswhich canbe veri ed by the tool presentedn Section4. In
Section5 we provide an example of veri cation actwities that can be carriedout in our framewvork by
verifying theinstitution of propertyasit hasbeenmodelledandanalyzedn [5], and nally in Section6 we
provide acomparisorof our approactwith relatedworks.

2 The Institutional Metamodel

Marny researcheen institutionsandnormative systemg>s, 9, 10, 22, 26] shareseveralcommonor strongly
relatednotionssuchasthe conceptsof role, norms,andinstitutionalizedpowers[16]. In this sectionwe
introduceour metamodebf institutions,thatis, the setof conceptghatwe perceve asessentiato specify
aninstitution, the relationshipsexisting betweerthem,andtheir intendedmeaning.For the sale of brevity,
we focusour attentionon thoseaspectghat are morerelevant for the de nition of whatwe call domain-
independenproperties,which, aswe will seein Section3, re ect importantaspectf the institutional
metamodel.

We expressthe semanticof the metamodelin termsof an order mary-sorted rst-order logic with
temporaloperatorfOMSFOL). An ordermary-sorted rst-order temporallogic is de ned onatupleS =
hg ;- 5;V;C;F;P;», which constituteghe signatue of the logic, where§ is a nite nonemptysetof
sort symbols - g is apartialorderon § determininga hierarchy of sorts V is a nite setof (individual)
variables including a denumerableariablesfor every sort; C is a nite setof (individual) constantsF is
an nite setof functionsymbolsP is an nite setof predicatesymbols » is a functionthatassignsa sort
to every variableand every constantanda signature(i.e. a sequencef sorts)to every function symbol
andevery predicatesymbol;signatureof predicatesymbolsmay be emptysequencesyhile signaturesof
function symbolshave at leastonecomponentSets§ , V, C, F, andP aremutually disjoint andwe will
write ¥ - 5 ¥ to saythat¥; is asubsortof ¥.

Givensorts§ , thesetTs, of termsof sorts3is the smallessetsuchthat:

2 V2 Tyifv2Vand»(V) - s %
2 c2Tyifc2 Cand»(C) - g %
2 f(ty;untn) 2 Taif f 2 F,»(t) - s (f)]iforl- i+ nand[»(f)lo- s %

where[»(q)]; refersto thei-th sortof the signatureof a predicateor functionsymbolg.
ThesetT of termsis the union of the setsT s, for all %22 § andthe setA of atomicformulaeis the
smallestsetsuchthat:

2 (tp = tp) 2 A if thereexistssort¥asuchthat»(ty) - § ¥sand»(t2) - s %
2 P(ty;unth) 2 Aif P 2 P and»(tj) - s [»(P)]iforl- i- n
Thesetof formulaeis de ned accordingto thefollowing grammar:

CEE e N X LU E

where®is anatomicformula. Expressionsrue, false (' _A), (A! ' ),(" $ A),9' ,9.,x' ,9 X',
F',G',A',andt; = t, areintroducedasabbreiationsasusual.

Thesemantic®f anordermary-sorted rst-order temporallogic is de ned asusual[20] by providing a
setof statesatotal transitionrelationamongstatesasetof domaingonefor eachsort),andaninterpretation
function | which maps,for eachstate,constantgo individuals, and function and predicatesymbolsto
functionsandrelationson domains.

DespiteOMSFOL modelsandformulaecanbe translatednto classical rst-order logic with temporal
operatorgFOL) or, undercertainconditions,into temporalpropositionallogic like CTL" [4] (seeSection
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Figurel: Theinstitutionalmetamodel.

4), we adoptOMSFOL for two mainreasonsi) it representanabbreiatedform for longandcomplex FOL
or CTL" formulaeandii) OMSFOL guaranteesyntactictype checkingof formulae.Moreover, institutions
describerulesthattypically areindependenof thenumberof agentspbjects etc. involvedin theinteraction,
which canbenaturallyexpressedy allowing quanti cation over sorts.

In the remainderof this sectionwe will introducethe semanticof the institutionalmetamodeby ex-
plainingwhatsorts,functions,andpredicateareinducedby eachinstitutionalconcept.For predicatesand
functionswe alsoprovide their signature». Figurel depictssomeof the main sortsusedin our approach
(e.g. statusfunction, obligation, event) andtheir relations,which aretypically representedtby introducing
predicatesr functions.For instancerelationactor is re ectedin ourlogic by functionactor, whichrefers
to the actor of the currentaction (seebelav). Finally, we reporta setof axiomswhich characterizen-
stitutionalreality by imposinga setof restrictionsA on the admissiblevaluationsof institutionalmodels
[1]. In thesequele will represensuchrestrictionsin termsof OMSFOL formulae(correspondingo LTL
formulae),while in Section3 we will introducea setof propertieghatcanbetranslatednto CTL formulae.

Beforestartingthe analysisof the conceptsvhich constituteour metamodelit is worth to mentionfew
basicsortslike integers, agents(¥a p ), and objects which areintroducedto describetypesof domain-
dependenattributesassociatedo statusfunctionsandevents.Designercanalsode ne context dependent
basicsorts.

As shown in Figure 1, our metamodels basedon the notion of agentstatusfunction, thatis, a status
imposedon anagentandrecognizedasexisting by a setof agents.Typical examplesof statusfunctionsare
not only the conceptf auctioneerparticipant,or winnerof anauction,but alsobeingthe ownerof agood,
beingthe husbandr thewife of somebodyThe conceptof statusfunction shareseveralfeatureswith the
concepbf role asit hasbeendiscussedh theliterature(referto [2] for anoverview). Despitethat, we prefer
to usetheterm “statusfunction” for threereasons{i) the termrole hasbeenusedwith differentmeanings
andit hasbeencharacterizedh termsof very differentconceptsuchasmentalstatestasks,duties,etc; (i)
thetermstatusunctionbetterrepresentthefactthatwe areconcernedvith statusvhoseexistencedepends
onthoseagentghatrecognizehemasexisting andwhich areassignedo agentdo createnew institutional
powersor to regulatetheiruse;(iii) theconcepbf statusunctionis broadeithantheconcepbof role asused,
for example,in [2]. In fact,it seemgo bedif cult to describdan termsof a“preexisting organization”being
the ownerof agoodor beingunderage,while it is quite naturalto regardthemasstatusfunctionsimposed
by agroupof agents.

Statusfunctionsinducesort¥sg , which representshe supertypeof all statusfunctionsdescribedyy an
institution. ¥s¢ de nes function subject which refersto the agentthe statusfunction hasbeenassigned
to (»(subject) = hWa p; ¥ i) andpredicateassigned (»(assigned) = hsr i) which evaluatesto true
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whenastatugunctionis currentlyassignedStatusunctionsareimposedor revoked)whenaninstitutional
eventhappengseebelow), otherwisethey continueto beassignedunassigned).

Statusunctionsarepossiblyemptyaggreatesof deonticpositionsthatcanbeexpressedn termsof two
mainconceptsinstitutionalizedoower[16] ! andobligations Obligationsinducesort¥, whoseindividuals
reify normsof institutionsin sucha way thatit is possibleto classifyinstitutional stateswith respectto
agents'compliancewith norms,or adoptingthe terminologyusedin [19, 23, 26], it is possibleto classify
statesasred (violating at leasta norm) or greenstates(all normsarerespected).Obligationscanbe also
usedto expressprohibitionsby specifyingsuitableviolation expressionwhile we do not de ne a speci c
constructto explicitly representhe factthat an agentis permittedto performanactionasin [5, 10, 22].
Insteadwe considerthatevery action,if it is not prohibited,is alsopermitted.

Givensort ¥ate , Which introducesconstantsunf ir ed, activated, andinactiv e, obligationsort3 is
characterizedby function state (»(state) = hawe ; ¥%i) andby a setof predicate(start, ful liment, and
violation of signature»(violation) = h¥i) which are usedto specify conditionalobligationsandwhen
a norm shouldbe consideredul lled or violated accordingto the statemachinerepresentedh Figure 2.
An obligation is createdbecausea statusfunction is imposed,changests statewhenits conditionsare
satis ed, andeventuallyreaches nal state(inactive eitherbecauset is ful lled (violated)or becausét
is associatedo arevoked statusfunction. Figure2 graphicallydescribes setof axiomswhich regulatethe
temporalevolution of anobligationindividual: for instancethefollowing axiom stateghatif anobligation
hasbeenactiv ated andin thefollowing stateviol ation or f ulf il Iment areevaluatedo true,thenthe next
stateis inactiv e

G 808sf (state(0) = activated” X (assigned(sf ) * of StatusF unction (o) = sf
A (violation (o) _ f ulf illment(0))) ! X (state(o) = inactiv €)) ()

Torecordwhetheranobligationhasbeenviolated,weintroducepredicatesiol ated of signatures(viol ated) =
H¥i. Predicateviol ated is evaluatedto tr ue in a given stateif an obligation was activated and the
viol ation expressioris evaluatedo tr ue:

G 8olystate(obh = activated”™ Xviolation(ob ! X viol ated(ob)) (2)

Given that at the momentour metamodedoesnot provide ary supportfor the de nition of recorery
policiesor sanctiong19], we assuméhatonceanobligationhasbeernviolated,predicateviol ated is always
evaluatedo true. Formally:

G8olhviolated(ob ! Xviolated(oh) 3)

1In [9, 28] we usedto nameinstitutionalizedpower “authorization”,but to enhancea comparisorwith otherworks we adoptthe
morewidely usedterm“power” [16, 5, 22, 26].



Thede nition of axiomsthatregulatethe temporalevolution of anobligationandwhena normis violated
allows us to automaticallyclassify statesas red or greenwith respectto every norm, while in [23] the
designeiis requiredto manuallyspecifywhich statesarered or green

According to Figure 1, obligationsare associatedo statusfunctionsand not directly to agents. In
general,an agentis responsibleor the stateof affairs describedby a ful lment or violation expression
becausét hasbeenassigned speci ¢ statusfunction. For this reasorwe introducefunction liable(ob),
whichis de ned asfollows:

liable(ob $ subject(of StatusF unction (ob))

wheregivenanobligation,functionof StatusF unction (»(of StatusF unction) = hsf ; %i) returnsthe
associatedtatusfunction.

Themetamodetle nestwo kindsof events base-leelevents(¥g £ ) andinstitutionalevents(%e ), which
arecharacterizedby anontologicaldifference:while the former exist becauséhey re ect changeghatare
producedn the physicalworld or thatarerelative to lower level institutions,lik e time eventsandexchange-
messge events, the latter exist becausehey are recognizedas existing by a community of agentsand
cannotbedirectly producedby the ervironmentor by anagent[25, 9]. Despitethat, we de ne bothtypes
of eventsassubsortof sortevent(¥%,) which de nes predicatehappens(»(happens = h%,i) andwhich
is evaluatedto truewheneventev hascausedhelasttransition. Analogously sort%, representsommon
featuresof base-lgel actionsandof institutionalactions,e.g. “actionsarealwaysperformedby anactor”
(»(actor) = bAI D; ¥ i). For corveniencewe de ne predicatedone asanabbreiation to saythat“agent
x hasperformedactionact”:

done(act;x) $ (happengact) ~ actor(act) = x)

It is importantto obsene thatin theliteratureonly agentactionshave beenconsideredelevantto describe
institutions[5, 9, 22, 26], andthe attentionhasbeenfocusedon a single actiontype, namelythe act of
exchanginga messagég7, 9]. In contrast,we are alsointerestedn modellingthe institutional effects of
eventsthatarenot generatedy agentsjike for instancetime events,which not only areimportantfor the
managementf obligations,but also may countasinstitutional events. For instancejn mostculturesthe
18thbirthdayimposesew statusfunctionson a person.

We regard time aspectdn two distinct ways: (i) asin classicaltemporallogic, to de ne qualitative
aspectdit is alwaysthe casethat a revoked statusfunction is associate@nly to inactive obligations),and
(i) asin RTTL [21] to expressquantitativeaspectqe.g. anobligationwill be violatedin 2 time instants
sincenow). To de ne quantitatve aspectsyve considerthe perspectie of a singlecentralizedcomponent
which makesthe institutional (nhormative) stateevolve: therefore,we considerthe existenceof a unique
timer that generatesime eventssuchthattwo consecutie time eventst; andtj.; may be separatedy a
sequencépossibleempty) of otherbase-lgel events,which areassumedo occurat time t;. Hencethe
institutionalstatemay changedueto the occurrencef othereventsevenif thetimer hasnot generateshen
ticks of the clock. Although multiagentsystemsare distributed in nature,which makes problematicthe
assumptiorof uniquenotion of time or the adoptionof anarchitecturevherea singlecentralizednanager
control the evolution of the institutional state,to copewith the stateexplosion problem[4] we decideto
introducesuchsimpli cation. It is worth noticingthatcentralizednanager®f the institutional stateshave
beenalsoproposedn several prototypesof institutions[6, 11] andnormatize systemg8].

Institutionaleventsarede ned by aninstitutionandrepresenthangesn theinstitutionalervironment.
Essentiallytheir occurrenceneanghatnew statusfunctionshave beenimposedon agentsor existing status
functionshave beenrevoked. Sort¥, de nestwo predicatesprecandef f which expresghepreconditions
andeffectsof aninstitutionalevent. More preciselyfor every institutionaleventprec(»(prec = h#ei) de-
scribesaconditionthatmustbesatis edbeforeinstitutionaleventie occurswhile ef f describes condition
satis edafterie hasoccurred But how agentgecognizevhenaninstitutionaleventhappens?

Following [25], we regard the occurrenceof an institutional event by subordinatingt the occurrence
of anotherevent corventionally associatedo it. We representhe existenceof a corventior? amongtwo
events by introducing predicateconv which associateshe occurrenceof an event to the occurrenceof
an institutional event (»(conv) = h¥.;%i). We arenow in positionto de ne underwhat conditions

2As studiedin [16, 12] corventionsarerelatedto the counts-aselation,which tipically is de ned relative to a certaininstitution.
Theextensionof our approachto thetreatmenbf multiple institutionsis aninterestingtopic of researchihatwe intendto tacklein our
futureworks. For the purposeof this paperwe limit our attentionto a singleinstitution,andthereforewe omit theinstitutionin which
suchrelationholds.



an institutional event ie which is not also an institutional action may happen. An institutional event ie
corventionallyboundedo eventev happensvhen:

G8ie9ev(preqie) N conv(ev;ie) » X happengev) ! Xhappengie)) 4)

Instead,n the caseof institutionalactionsa further conditionmustbe satis ed, namely the actormust
beempaveredto performtheinstitutionalaction[16]. Accordingto Figurel statusunctionsareconstituted
by a setof powers,which arerepresentedhroughpredicateempowered (»(empowered) = Wsr; Y i)
whichmeanghatstatusunctionsf is empaveredto performinstitutionalactionsof typeia. An institutional
actionhappensvhen:

G 8ia8aid9act(preqiia) » 9sf (subject(sf) = aid » empowered(sf ;ia) » assigned(sf))
A X (happengact) A actor(act) = aid ~ conv(act;ia)) ! X (happengia)) (5)

Assumingthatinstitutionsareasynchronousystemsandaccordingto axiom (5), which ensureghatif
theagentthatbringsaboutactionact is empaveredto performia, thenactionia is successfullyperformed,
we requirethat given two action symbolsact; andact,, if they are corventionally boundedandif they
happentheactormustbethe same.Formally:

G 8act; 8act,(conv(act;; acty) » happengact;) * happendacty) !
actor(act;) = actor(acty)) (6)

Our treatmenbf the corventionalgeneratiorof eventsextendsthe treatmenpresentedn [9], sincewe
do not take asour uniqueprimitive to specify corventionsthe act of exchanginga messagelnstead,ary
eventcanbe usedto de ne a new corvention. In particular our metamodehllows institutional eventsto
be conventionallyassociatedo otherinstitutionalevents. For instancethe institutionalact of transferthe
possessiomay be corventionallyboundedo theactof transferthe property

3 Domain-IndependentProperties

Onceaninstitution hasbeende ned in termsof the conceptdescribedby our metamodebndthe corre-
spondingnodelhasbeengeneratedby amodelchecler, therearetwo kindsof propertiegshatadesignemay
wantto verify, domain-independermtropertiesanddomain-dependemgroperties[28]. Domain-dependent
propertiesstemfrom peculiarfeaturesof the speci ed modelandregard the functionalityof aninstitution:
for instancewe maywantto ensurethatanauctioneecannotwin anauction.Instead domain-independent
propertiesarede ned to guarantegherationality of aninstitutionwith respecto theintendedsemantic®f
the conceptprovided by our metamodelNoticethat,in contrastwith axiomsdiscussedn Section2which
characterizéhe semanticof institutionalconceptsandcannotbe falsi ed, domain-independermroperties
areveri ed by amodelchecler andmaybe unsati ed by institutions.In this casewe saythataninstitution
is irrational with respecto suchproperties.For instance a rationalinstitution shouldbe characterizedby
thefactthatevery institutionaleventmusteventuallyhapperin atleastanexecution:

8ie EF happengie) Q)

whereie is avariableof type¥e . If thispropertydoesnothold, thenit meanghateitherthepreconditionof
aninstitutionaleventarenever metor thatthedesignethasnotde ned the necessarpowersor corventions
for its performance.

Analogously given a corventionwhich relateseventsof type x andy, it shouldbe the casethatthere
existsa pathwhereeventuallyboth of themcontemporanhappen:

8ew 8ey, (conv(ev;evw) ! EF (happengew) " happengew))) (2)



If this propertydoesnot hold, it meanghatagentscannotexploit the corventionbinding eventsof type
X to eventsof typey, for instancebecausgreconditionof sucheventsarenever contemporarysatis edor,
in the caseof actions becausestatusfunctionsempaveredto executethemarenever assignedo anagent.

Letusnow move ourattentionto asetof propertiegshatshouldcharacterizeaorms.Normsareintroduced
in openmultiagentsystemgo constrainpossibleagents'behaiour, andthereforeit mustbe the casethat
eachnormcanbeeventuallyactivated:

80lEF (state(ob) = activated) 3)

If we assumethat agentsare autonomousit shouldbe possiblefor an agentboth to violate and ful Il
its obligations (and prohibitions), which meansthat normsregulate aspectf (social) reality which are
contingent.t would beirrationalto de ne anobligation characterizetby a violation expressiorthatmalkes
it impossibleto violateit:

80hAF (state(ob) = activated! Estate(ob) = activatedU viol ated(oh)) 4)

Similarly, we canspecifythatall obligationsmay be eventuallyful lled. Moreover, it shouldbethe case
thatonceanormis activated,it oughtto eventuallyreacha nal state(inactiv €), which guaranteethatthe
wholelife-cycle of anormis limited andregulatedonly by theinstitutionthatde nesit:

A G 8olstate(ob) = activated! A [state(ob = activatedU state(ob) = inactiv €]) (5)

Notice that ary obligation which is not characterizedy a deadline(not necessarilya time expression)
violatesproperty(5). For instancejf anagentoughtto maintaininde nitely a state,asa consequencthe
wholeinstitutionwould not satisfyproperty(5).

Obligationsarede nedto indicatewhetheragivenbehaiour is acceptedyy aninstitutionsandtypically
“involve sacri ce andrenunciation”[13]. For this reasonunderthe hypothesishatinternalmentalstates
arenotaccessibleif seemsaturalto assumehatif anagentis obligedto a certainstateof affairsit should
not be provided with the possibility of revoking its own obligations. Otherwise,jit could avoid complying
with its dutieswithoutincurringin ary sanctionor blame.We formalizethis factasfollows:

A G 8olystate(ob) = activated! : EX (state(ob) = inactiv e” : viol ation (ob
A fulfillment(ob ~ 9act done(act; liable(oh))) (6)

Thefactthataninstitution doesnot satisfya domain-independemtropertydoesnot necessarilyneanthat

its rules prevent ary successfulnteraction. It may be the casethat all domain-dependergropertiesare
satis edwhile therearedomain-independemiropertieghatareviolated.In ary casejt is importantthatthe
designeibecomesware of this fact, andconsiderhow to modify the institution. For instancejf property
(1) doesnot hold, we caneliminatetheinstitutionaleventor changepowersandpreconditionsassociatedo
it, otherwiseits de nition would be uselesandtheinstitutionwould beirrational.

4 A Symbolic Model Checker for Verifying Institutions

Figure 1 representsiot only the metamodebf the institutional reality, but alsoit constituteghe abstract
syntaxof FIEVeL (Functionsfor I nstitutionalizedEnvironmentsveri cation Language)28, 29], alanguage
thathasbeende ned to modelinstitutionsin termsof the conceptsntroducedby our metamodelndto
verify themby applyingmodel-checkingechniqued4]. As exempli ed in Figure3 andaccordingto the
institutionalmetamodelan institution describedn FIEVeL de nes a setof statusfunctions,characterized
by powversandobligations,asetof institutionaleventsandcorventionsfor their performanceThesemantics
of FIEVeL constructds givenby describinghow eachexpressioraffectsthe signatureor theinterpretation
function of an OMSFOL logic characterizedlso by symbolsintroducedby our metamodelsee[29] for
moredetailsaboutFIEVeL).

The adoptionof an ordermary-sorted rst-order logic to describethe semanticof FIEVeL, its meta-
model, and propertiesof institutions, naturally risesthe questionabouthow to verify OMSFOL models
by applyingmodel-checkingechniqueswhich usuallyareappliedto propositionalmodels[4]. In there-
mainderof this sectionwe will de ne anencodinge of OMSFOL modelsinto propositionaimodelsanda
translatiory, of OMSFOL formulaeinto CTL" formulaewhichis exploitedby ourtool to verify institutions
describedn FIEVeL.



D E
A propositionamodelis de nedasatuple® = B;AP ;% whereflP is asetof atomicpropositions,

and ¥ is a valuationfunction which, given a stateb 2 8 anda propositionp 2 AP, returnsa valuein
f0;1g. Let beNp,, the cardinalityof domainD s, associatedo sort¥% the setof atomic propositionﬂP
is determinedby introducinga setof propositionsAP¢, .~ 2 AP of cardinalitylog, (N, ) for every
functionf andfor every possiblevaluation,anda propositionpy, .« , for every predicateP andfor every

valuation. Moreover, for every domainwe associatd¢o eachindividual el a naturalnumberng suchthat
0: ne < Np,,. Theencodinge of anOMSFOLmodelinto apropositionamodel# is de ned asfollows:

2 eachconstansymbolcis encodedhsa sequencef truth valuescorrespondingo the binaryrepresen-
tationof the numberassociatedio theindividual referencedy constant (E [c] = binary(l (c;s)));

2 eachfunctionf is encodedsthesetof propositionsnducedby thecurrentvaluation(E[f (X1;:::; X)) =

The valuationfunction ¥ is suchthat given an interpretationfunction | and a states, propositions
AP, .. . areevaluatedastheencodingof theelementreferredby f (x1;::;;Xn) andpropositionpy, ::::x ,
evaluatesasthetruth valuecorrespondingo predicateP in states.

Assumingthatthe languagss rich, thatis, thereexists a constantsymbolfor eachindividual of every
domain, and also assumingfor simplicity that only variablesand constantscan appearas argumentsof
functionsand predicatesthe translationof a OMSFOL formula*® with temporaloperatorss de ned as
follows:

V'< »| . - .
2 ¢ty = to] = ;:'; Ot (E(t1)i © E(t2)i) whereE (t); refersto thei-th proposition(or equia-
lently thei-th truth value)correspondingo the encodingof termt;
2 [P (X1 Xn)] = E(P(Xq; 1 Xn))

V .
2 ¢s8x' 1= c2C0) ' [c=X]] wherec rangesover constantof sort»(x) and' [c=X] is theresultof
replacingevery freeoccurrencef x in ' with anoccurrencef c;

el ]=rel ]

2l M=l 1M el ]
2 ¢X 1= Xel ]

2l U= ol el ]

2 ¢[E' 1= Eel' ]

It canbe demonstratethat:

Theorem1 GivenamodelM , characterizedby a OMSFOLsignatue and nite domainsandan OMSFOL
formula' ,M F ' ifandonlyif EIM]F ¢[' 1

To verify domain-dependeminddomain-independempiropertiesve have implemented symbolicmodel
checler basedon the CUDD library [27]. Our tool takesasits input aninstitution modelledwith FIEVeL,
a list of individuals composingeachbasic domain,and a set of statusfunctionswhich are assumedo
be imposedat the rst state. Domain-dependemnropertiesare speci ed in a separatele, while domain-
independenpropertiesareselectedy interactingwith thetool. Startingfrom theseinputs,thetool applies
translation¢, andencodingE to constructthe correspondindlripke structure whosestatesandtransition
relationaresymbolicallyrepresentedsOBDDs|[3]. To verify propertiesvhosetranslationcorresponds$o
CTL formulae,thatis, formulaewherepathquanti ers (A andE) areimmediatelyfollowed by temporal
operatorgX, F, andG), thetool appliessymbolicalgorithmsasdescribedn [4].



basic-types
priceD  subtype-of INT; ;

base-events  : )
message refuse(buyer: AID,good: OID,value:priceD);

institution purchase f

"status-function proposed(proposer: AID,good: OID,value:priceD) f
key proposer,good
powers

mrefuseRequest d <- TRUE

deontic :
pl obligation TRUE ) o
done (transferPossession, subject )), activation  >1);

g//m proposed

institutional-events

institutional- action refuseRequest(buyer AID,g: OID,price:priceD)

pre exists p in proposed é((p .Subject= actor and

and (p.proposer=buyer an value price))); _

eff revoke proposed (subject —actor ,proposer=buyer,good=g, value=price);
conventions

exch-Msg (refuse) p [ TRUB =c=> refuseRequest
[buyer =c=> buyer

good =c=> ¢

value =c=> price |;

ol institution

Figure3: Fragment®f theinstitutionof property

5 Modelling and Verifying the Institution of Property

In this sectionwe reportthe resultsobtainedduring the veri cation processof the institution of property
asit hasbeende ned in [5]. During the formalizationof suchinstitution (seeFigure 3) we have slightly
modi ed certainfeaturesf the original speci cationto adaptthemto our conceptsDespitethesechanges,
resultsobtainedwith our formalizationcanbe extendedto the institutionsdescribedn [5]. For the sale of
brevity we will focuson thoseaspectghatour analysishasshavn to be problematicandwhich we deem
highlighttheimportanceof thede nition of ametamodebf institutions.

In [5] theinstitutionof propertyde nesaninstitutionalaction,transferowneship, whichis “empovered
if theinitiator of thetransferis the ownerof the objectbeingtransferred” Furthermorea setof institutional
actionsareintroduced ik e requestGoodshich allows a customerto requesia good,sendRymentwhich
canbe performedby a customerto senda payment,refuseRequesthich allows the merchant to refuse
arequestand nally sendGoodsvhich empaversthe merchantto senda good. Notice thatin [5] it is
not requiredthat institutional actionshappenbecausegentshave performedbasicactionscorventionally
boundedo them,which obligedusto introducea setof base-lgel eventsandcornventionsto enableagents
to performinstitutionalactionsdescribedabove.

Accordingto [5] “sendinga requestfor goodscreatesan obligation on the merchanto have sentthe
goodsbeforetheinteractionends”but “sendingtherefusalcancelgshemerchant obligationto sendgoods”.
Therefore the merchanttancancelan obligation of itself which intuitively violatesproperty(6) discussed
in the previoussection.

Let usnow considerthow agentscanexecuteactiontransfergood which is de ned in sucha way that
it canbe successfullyperformedattimet if andonly if eitherthe merchantsendsthe goodattimet and
the customerhaspayedat time t; < t, or the customerpaysat time t and the merchanthassentthe
goodattimet; < t. Givensuchdescriptionit seemsaturalto introducetwo conventions:conv; which
stateghatthe performancef theinstitutionalactsendGoodcountsastr ansf er_property if the customer
haspayed,andconv, suchthatsendPayment countsastr anf er_property if the merchanthassentthe
good. Suchcorventionsre ect the factthatin [5] the executionof sendinga good(or similarly sendinga
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Figure4: Thereportgeneratedy our tool during the veri cation of domain-independergropertiesdis-
cussedn Section3.

paymentiimpliesthetransferof property At this pointit is importantto noticethatif tr ansf er_property,
sendGoods andsendPayment areinstitutional actions,thenthey are successfullyexecutedonly if the
actoris empavered (seeaxiom (5) which is similar to an inferencerule in [5]). The conceptof powver
adoptedby [5] is similar to the onepresentedhere,sinceit is de ned as“the capabilityof anagentto bring
abouta change”in the institutional state. But, the act of payingis performedby the customerwhile the
transferof propertyis empaveredto themerchantandthey cannotbethesameagentin agiventransaction.
Theseconsiderationsise a problemof ageng of the institutionalactions: how cana paymentof agenta
countasan actionperformedby agentb? It would be possibleif agentb haddelegatedits power to agent
a, but theauthorsdo notintroducedelegation of powersin their formalization. Thereforewe shouldexpect
that property(2) doesnot hold, sinceaccordingto axiom (6) the cornventionamongthe paymentandthe
transferof propertycannever producethe successfuperformancef bothacts.

Figure4 shavs the veri cation resultsgeneratedby our tool whenit hasbeenasledto verify properties
describedn Section3 andwherewe canobsene that properties(2) and(6) areviolated. The generation
of the transition systemcorrespondingo the institution of property and the veri cation of all domain-
independenpropertiegequired0.25second®n alaptopwith installedLinux andequippedwith a pentium
1.66GHz and1 GB of RAM.

Whena domain-independergropertyis not satis ed by an institution, we canconsiderwhat speci ¢
featuresof the metamodelt re ects to getsomeclue abouthow to modify aninstitutionin orderto satisfy
it. For instancewe know thatall institutional eventsmay eventually happenas ensuredby property(1).
Therefore,as we have also notedin the previous informal analysis,a way to satisfy property (2) is to
changethe institutionalpower of agents.In particular herewe proposeto not classifythe exchangeof the
propertyasanactionbut asaninstitutionalevent. This solutionimmediatelysolvestheageng problemand
eliminateshe power attributedto the ownerof agood.

To satisfyproperty(6), thatis, agentscannotcanceltheir own obligations,we proposeto modelthe act
of requestinga goodin sucha way thatit doesnot createan obligationfor the merchanto sendthe good,
but it createsan obligationto agreeor rejectthe requestof the customer In both casesan answerof the
merchantsatis esits obligation; in particular a positive answerimposeson the involved agentsa set of
statusfunctionswhich representhe obligationto transferthe possessioior performthe paymentjandthe
powersto do so. Noticethatsuchaformalizationbetterrepresentthefactthata directive act(like arequest)
doesnot createobligationsto the performancef therequestedct[24], while acommissie (like theagree
communicatie act) commitstheagentto the performancef the agreedaction(seealso[9]).

6 Discussionand Conclusions

In this paperwe have presenteé metamodefor verifying institutionalreality basedon the notion of status
function,which is regardedasa (possiblyempty)aggreate of deonticpositions(powers,obligation, etc.).
This approactprovidesfor auni ed view of institutionalfactsanddeonticpositions which have beenusu-
ally analyzedseparatelys, 9, 22], andis motivatedby thefactthatinstitutionalrealityis suchonly becausé
is constitutecby deonticpositionsattributedto agentsWe have introducedhe semantic®f our institutional
metamodein termsof an order mary-sorted rst-order logic, which allows us to formalize both axioms
regulatingthe metamodebnda setof domain-independergropertieswhich re ect the intendedmeaning
of conceptsde ned by our metamodel.Finally, we have testedour approachby verifying the institution
presentedn [5] with respecto a setof domain-independergropertiesand shovn thatthe veri cation of
suchpropertiessnhancesheformalizationof soundinstitutions.

In theliteraturethereareseveralattemptdo modelandverify institutionsandnormatve systemsin [9]



theauthorgrely on anintuitive semanticséo modelinstitutionalreality in termsof entities,roles,andnorms.
Insteadtheapproactpresentedn this paperprovidesaformal semantic®f institutionalconceptsuchthat
we canapply modelcheckingtechniquedo verify institutions.

In [22] normatve systemaredescribedy usingthe EventCalculug18]. Theabsencef aninstitutional
metamodelwhich for instanceprovidesanaxiomto statethatevery institutionalactionmustbe authorized
in orderto be successfullyexecuted,obligesthe authorsof [22] to specifythis factfor every singleaction
andfor every role. Therefore,the de nition of a metamodebrovidesa signi cant advantage especially
whenmary statusfunctions(or roles, using the terminologyof [22]) are authorizedto performthe same
institutional action. Furthermore the de nition of an encodingof institutionsdescribedn FIEVeL into
propositionalmodelsallows us to verify our systemswhile in [22] the authorsmustrely on “systematic
runs”.

In [15] theauthorgproposea framavork to modelcheckelectionicinstitutions aformalismproposedn
[7] andwhich describesnstitutionsas nite automataStartingfrom this point,in [15] theauthordimit their
attentionontheveri cation of propertieof nite automatge.g.“it is alwayspossibleto reacha nal state”).
It is importantto noticethatin [15] arcsof electronicinstitutions(which in principle represenpermitted
acts[7]) areinterpretedasobligatory movesof agentswhich mayleadthe modelchecler to answerthata
givenpropertyholdsin aninstitutionwhile it is notthe caseandvice versa.

We planto extendour metamodelandconsequentlyur modellinglanguageto modeldifferentinter-
dependentnstitutionslike in [30], which raises,amongothers,two interestingresearchproblems: rst,
how to modelinterdependenciemmongdifferentcontets, andsecondhow to designaninstitution which
somehav depend®n anotherinstitution.
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