
Abstract 

Compliance to policies, regulations, and laws is 
increasingly becoming important for software 
systems with increased pervasiveness of these 
systems in our daily life. These documents de-
scribe stakeholders‟ rights and obligations, in 
complex legal language. Manually analyzing 
these documents for extracting rights and obliga-
tions is an arduous and error-prone task. Earlier 
efforts to automatically analyze these documents 
suffer from the limitation of the need of manually 
annotated documents. In this paper, we propose 
human language technology based automated ap-
proach that does not require annotated documents 
for extracting information elements from regula-
tory documents. We present our preliminary in-
vestigation of the proposed approach on HIPAA 
privacy rules. 

1 Introduction 

Globalization of organizations is increasingly making it 
imperative for them to maintain adherence to policies, reg-
ulations, and laws for their business processes are now 
spanning across several geographies. These regulations 
and policies could be industry standards such ISO stan-
dards or government regulatory policies, or specific securi-
ty and privacy policies. These documents lay down the 
rights and the obligations of the stakeholders involved 
along with the constraints under which rights and obliga-
tions hold valid. Rights, obligations and constraints – con-
stitute the important information elements that must be 
identified and interpreted clearly for ensuring compliance 
to policies and regulations. However, owing to the legal 
nature of regulatory documents, organizations need to 
spend a lot in seeking expert advice, regulations review to 
ensure compliance at their end [1].  

Analyzing regulatory documents manually to extract 
such information elements is both time and effort consum-
ing, and could be error-prone too. Hence, approaches 
aimed at automatic extraction of information elements 
have been explored earlier [1], [2], [3] and [4]. However, 
most of these approaches require regulatory documents to 
be annotated for the present information elements. Annota-
tion is also time-consuming, and often requires seeking 
expert advice. Our work in this paper is motivated by this 
intriguing question – can we do away with the annotation 

for extracting information elements from regulatory docu-
ments. We are of the view that the way experts analyze 
regulatory documents can be automated provided the doc-
uments are well-structured. Our preliminary investigation 
reveals that a good knowledge of structure of the document 
accompanied by semantic analysis of the document can 
support extraction of rights and obligations from un-
annotated regulatory documents. We have chosen to inves-
tigate HIPAA privacy rules from §164.520 in this work for 
two reasons, namely: earlier studies for these privacy rules 
exist for comparison [3], [6], and recent surge in web and 
mobile applications has aroused interest in privacy and 
security policies‟ study. 

The rest of the paper is organized is: section 2 presents a 
brief overview of the related work done towards automated 
analysis of regulatory documents. We discuss in detail our 
approach, results and limitations in section 3. We finally 
conclude with future work in section 4. 

2 Related Work 

The legal nature and complex way of writing policies and 
regulatory documents makes verifying business process 
compliance a challenging task as discussed by Hashmi et 
al. [5]. Therefore, there has been a lot of interest in auto-
mating the process of compliance verification. 

Some of the approaches consider logical approaches for 
compliance validation. Wael and Luigi propose UML-
based Governance Extraction Model that validates logical 
expressions of enterprise rules against regulatory policies 
[7]. Kerrigan and Law propose first order predicate calcu-
lus based compliance assistance system [8]. While logical 
models provide sound validation mechanism, such models 
require human intervention or manually writing logical 
expressions from available regulatory documents. Oltra-
mari et al. [9] have proposed ontology-based framework 
for representing annotated privacy policies where annota-
tions are meant to indicate issues critical to users and/or 
legal experts. 

Kiyavitskaya et al. [2] have proposed Gaius T tool based 
on annotated regulatory documents where annotations de-
scribe actors, rights, obligations etc. as suggested in [6]. 
The annotated documents are then parsed to deconstruct a 
rule statement to identify its components and constraints. 
Nair, Levacher and Stephenson [1] use handcrafted fea-
tures for supervised classification to detect if regulatory 
statements represent obligation requirements or not, and 
then compliance entity extraction task determines to whom 
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the detected requirements belong to. Engiel, Leite and My-
lopoulos [3] have proposed modeling tool, NomosT for 
semi-automatic generation of law models from legal doc-
uments. NomosT supports identifying requirements from 
these generated law models. Papanikolaou [4] present in 
their work a tool for compliance validation in cloud. The 
tool processes semantically annotated regulation text to 
extract information with regards to cloud services from 
this legal text in order to ensure compliance against the 
agreed upon rules and regulations.  

 From the discussion of existing work for extracting in-
formation elements or requirements from policies and reg-
ulation documents, we find that automated processing of 
documents poses challenges because of complex nature of 
regulatory texts, and therefore annotation-based solutions 
have been explored so far. However, after annotating the 
documents, the only challenge that automated documents 
processing tools are left with is that of parsing. The regula-
tory documents are highly structured, and we feel that the 
well structured nature of these documents can be harnessed 
for automated processing. We propose our approach based 
on this observation, as discussed in the following section. 

3 Proposed Approach  

Our approach of extraction information elements from 
regulations comprises of two main steps, namely: (a) struc-
tural analysis, and (b) semantic analysis. We first present a 
brief overview of information elements present in regula-
tion before discussing steps in our methodology.  

3.1 Information Elements  

The information elements that are important from the 
perspective of compliance validation are as follows as de-
fined in [6]: 

Right 
A right is an action that a stakeholder is conditionally per-
mitted to perform. Right describe what a stakeholder is 
eligible to do. For example - following is a statement of a 
covered entity‟s right as illustrated in §164.520 of HIPAA 
regulations: 
 
A covered entity may provide the notice required by this 
section to an individual by e-mail.  

Obligation 
An obligation is an action that a stakeholder is conditional-
ly required to perform. Obligation is an obligatory state-
ment that a stakeholder must perform or is required to per-
form. Following is an example of an covered entity‟s obli-
gation from §164.520 of HIPAA regulations: 
 
The covered entity must provide a notice that is written in 
plain language and that contains the elements required by 
this paragraph. 

Constraint 
A constraint phrase is the part of a rights/obligation state-
ment that describes a single pre-condition. For instance, in 
the obligation statement above, the phrases: that is written 
in plain language and that contains the elements required 
by this paragraph represent constraint on the notice.  
 

In all of the above definitions, stakeholder is an entity that 
has been afforded rights and/or obligations in the regulato-
ry documents.  

3.2 Our methodology  

Our methodology builds on the patterns suggested by au-
thors in [6] for annotating the HIPAA policies. We have 
further added more patterns to the ones suggested in [6]. 
We arrived at these patterns after thorough manual analy-
sis of HIPAA regulations. Our experience with related 
work on other documents served as a guide to identifying 
these additional patterns for rights and obligations used in 
our study as listed in Table 1: 
 

Information Element Pattern 

Right Has a/the right to 

 Reserves a/the right to  

 Retains a/the right to 

 May 

 Is permitted to 

Obligation Must 

 Shall/will 

 Is required to 

 May not 

Table 1: Patterns for rights and obligations 

(a) Structural Analysis 

As discussed in section 2, highly structured nature of regu-

latory documents can be harnessed for automated analysis 

of these documents, so first step in our approach is to con-

duct structural analysis of the text. A major problem with 

regulatory text is that most of the text is organized in the 

form of lists. Some list points are complete in themselves, 

constituting one paragraph such as §164.520(a)(1). On the 

contrary, some list points are complex, containing further 

sub-lists. For example: §164.520(a)(2) contains three sub-

lists and sub-sub lists. Having studied structure of the pri-

vacy rules text of HIPAA regulations, we observe that 

combing each sub-list point to formulate a paragraph at 

first level of list (in §164.520, the first list level is desig-

nated by list points (a), (b) etc.) can enable further auto-

mated processing using patterns. The automated semantic 

processing takes each such constructed paragraph as in-

put. To illustrate our proposed approach, let us consider 

excerpt from point (2) of §164.520(a): 

(2) Exception for group of health plans. 

(i) An individual enrolled in… notice: 

(A) From the group health plan…or HMO; or 

(B) From the health insurance … health plan  

(ii) A group health plan…must: 

(A) Maintain a notice…section; 

(B) Provide such notice…health plan. 

(iii) A group health plan …under this section.  

 

These list points are processed algorithmically to formu-

late following five paragraphs in accordance to the list 

structure present: 



(2) Exception for group of health plans. (i) An individu-

al enrolled in… notice: (A) From the group health 

plan…or HMO; or 

 

(2) Exception for group of health plans. (i) An individu-

al enrolled in… notice: (B) From the health insurance 

… health plan  

 

(2) Exception for group of health plans. (ii) A group 

health plan…must: (A) Maintain a notice…section; 

 

(2) Exception for group of health plans. (ii) A group 

health plan…must: (B) Provide such notice…health 

plan 

 

 (2) Exception for group of health plans. (iii) A group 

health plan …under this section. 

 

Such constructed paragraphs form the unit of processing 

for the next step of semantic analysis as discussed below. 

For instance, considering paragraphs at first level of list 

indicated by (a), (b) etc., §164.520(a) yields in a total of 

seven paragraphs. 

 (a) Semantic Analysis 

In this step, each statement of the paragraphs is processed 

individually. The rights and obligations patterns presented 

in table 1 are used to extract corresponding rights and ob-

ligations phrases. In addition to these patterns, we further 

make use of constraint patterns to extract constraints. Ta-

ble 2 illustrates the constraint patterns used in our study: 

Information Element Pattern 

Constraint <That is/verb-phrase ..> 

 <enrolled..>  

 <If/whether..> 

 <with respect to..> 

 <as defined..> 

 <under .. section/paragraph.> 

 <when ..> 

 <required by.. section/paragraph> 

Table 2: Patterns for constraints 

Semantic analysis requires knowledge of the entities 

whose rights and obligations are to be extracted. For priva-

cy rules of HIPAA in §164.520, there are 9 entities for 

which rights and obligations can be extracted. These enti-

ties are: covered entity, individual, health plan, group 

health plan, health insurance issurer, covered health care 

provider, health care provider, health medical officer, and 

inmate. We process each statement from its beginning, 

going left-to-right towards the end of the statement. A 

right or obligation is extracted by delimiting it between an 

entity and pattern for constraint (dropping the second de-

limiter after applying pattern), thus giving rise to following 

extraction pattern for rights/obligations: 

<entity><rights/obligations pattern><constraint pat-

tern > 

Let us consider the paragraph in §164.520(a)(1), which 

is a simple paragraph with two statements: 

S1: Right to Notice. 

S2: Except as provided … protected health information.  

S1 does not contain any pattern, and hence it is dropped 

from further processing, whereas S2 is processed for ex-

tracting the information elements: 

Except as provided by paragraph (a)(2) or (3) of this 

section, an individual has a right to adequate notice of the 

uses and disclosures of protected health information that 

may be made by the covered entity, and of the individual’s 

rights and the covered entity’s legal duties with respect to 

protected health information.  

This paragraph discusses right of an individual, ex-

tracted following the pattern for rights/obligations where 

the statement shows to contain the pattern: 

<individual><has a right to..><that may..> 

After applying the pattern for rights/obligations, the 

second delimiter <constraint> pattern is dropped to yield 

the right of the individual as: 

an individual has a right to adequate notice of the uses 

and disclosures of protected health information 

Our approach, thus, identify the entity who has been af-

forded the right or obligation. In addition, we get the fol-

lowing constraint phrase from this paragraph: 

that may be made by the covered entity, and of the indi-

vidual’s rights and the covered entity’s legal duties with 

respect to protected health information. 

This phrase is further processed to find if it contains any 

more right/obligation or constraint. This remaining phrase 

yields in following two constraints in further processing: 

C1: that may be made by the covered entity, and of the 

individual’s rights and the covered entity’s legal duties 

C2: with respect to protected health information  

The example from paragraph §164.520(a)(1) is a fairly 

simple example – complications arise with constructed 

paragraphs where possibility of duplication may arise. To 

illustrate these complexities and how we have overcome 

those, let us consider first two constructed paragraphs from 

§164.520(a)(2): 

(2) Exception for group of health plans. (i) An individu-

al enrolled in a group health plan has a right to notice: 

(A) From the group health plan, if, and to the extent 

…or HMO; or 

 

(2) Exception for group of health plans. (i) An individu-

al enrolled in a group health plan has a right to notice: 

(B) From the health insurance issurer or HMO with re-

spect to … health plan.  

 

In both of the above mentioned paragraphs, the first 

statement - Exception for group of health plans, is not fur-

ther processed as it does not contain any relevant pattern. 

Rest of the statements in both the paragraphs is processed 

where following challenges are to met as: 



1.   For the statement - An individual enrolled in a group 

health plan has a right to notice: (A) From the 

group health plan, if, and to the extent …or HMO; 

or, it is difficult to associate the right to notice to ei-

ther individual or group health plan as both of 

these are the entities to be considered in our 

processing. This challenge is overcome by consi-

dering the longer (in terms of length of words) 

right/obligation phrase as the finally extracted 

right/obligation assuming the shorter part would al-

ready be subsumed by the longer phrase. Similar 

argument holds for statement in second paragraph. 

Thus, the above two paragraphs yield two rights 

phrases, each for an individual: 

 An individual enrolled in a group health plan has a 

right to notice From the group health plan,   and 

An individual enrolled in a group health plan has a 

right to notice From the health insurance issurer or 

HMO. 

2. Another challenge observed while processing these 

two paragraphs is that the constraint - enrolled in a 

group health plan is extracted twice. This challenge 

is fixed by removing duplicates, and thus counting 

this constraint only once. Similar challenge may 

arise with duplicate rights/obligations where such 

duplicates are removed to avoid any confusion. 

In addition to rights/obligations and constraints extrac-
tion, we have also extracted cross-references using regular 
expressions for cross references.  Following sub-section 
summarizes observation from our preliminary study on 
§164.520 of HIPAA. 

3.3 Results  

We present our preliminary results for the HIPAA privacy 
rules from §164.520. Following the methodology as dis-
cussed in section 3.2, we observe that our results are com-
parable to manual analysis study of the same article carried 
out in [6] and annotation based Gaius T tool [2], as pre-
sented in table 3 below: 
 

System Rights Obliga-

tions 

Const-

raints 

Cross 

- Ref 

Manual Analysis 

[6] 
9 17 54 37 

Gaius – T [2] 12 15 5 31 

Our Approach 12 19 53 27 

Table 3: Information Elements Extracted from §164.520 

Our approach has been able to extract comparable 
counts of rights and obligations as compared with the ones 
obtained in manual analysis and by Gaius T tool. The 
number of constraints obtained by our approach is quite 
close to what has been obtained manually though Gaius T 
tool could extract only 5 constraints – much less than the 
manual counts of 54 for constraints. These observations 
are quite encouraging in terms of being close to manually 
identified information elements, indicating that annotation 
step may possibly be removed for rights/obligations ex-

traction using human language technology. However, this 
is only a preliminary study and needs further exploration.  

3.4 Limitations  

Our approach relies on the presence of a well-formed and 
well-structured document. We do see limitation in our ap-
proach for the documents that are not well-organized. Cur-
rently, our approach suffers from the limitation of the 
structure of the statement as well, though we plan to over-
come this limitation in future by parsing to correctly iden-
tify association between actors and their actions. An ex-
ample of such a statement is present in §164.520(c)(3)(ii): 
 

Provision of electronic notice by the covered entity will 
satisfy the provision requirements paragraph (c) of this 
section when timely made in accordance with paragraph 
(c)(1) or (2) of this section.  

 
Here, the action „will satisfy‟ is associated with „provi-

sion of electronic notice‟ and not with the „covered entity‟ 
yielding in incorrect obligation - covered entity will satisfy 
the provision requirements paragraph (c) of this section.  

4 Conclusion  

In this paper, we have presented our approach of extracting 

information elements, viz. rights, obligations, and con-

straints from HIPAA privacy rules in §164.520. The goal 

of our work was to find whether annotation of the policy 

text is really necessary or it can be avoided using human 

language technology since annotation is expensive in terms 

of time and effort, and is also subjective. Our preliminary 

study indicates that it is possible to do away with annota-

tion with careful study of structure of the document. We 

further intend to improve upon our proposed approach in 

future.   
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