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ABSTRACT

Automatic modeling of privacy regulations 1s a
highly demanded goal in requirements engineering.
The FOL-based Legal-GRL (FLG) 1s a semi-
automated modeling framework for extracting and
representing the legal requirements of IT systems.
One limitation of the FLG framework, however, 1s
1ts manual extraction process. Manual extraction of
legal requirements 1s cumbersome, error-prone, and
time-consuming. To overcome this shortcoming, we
integrate the FLG with the Combinatory framework
which combines several natural language
processing (NLP) approaches. The Combinatory
framework exploits NLP techniques and tools to
automate the extraction of rules from legal texts.
The integration of the two enables us to fully
automate the FLG framework in order to propose a
comprehensive framework for modeling privacy
regulations. This poster outlines the two
frameworks and their integration process.

BACKGROUND

o The FLG framework as a formal approach aims
at automating legal requirements modeling. It has
three phases:

A. manual requirements extraction;
B. storing the requirements in a database;
C. requirements models generation.

o The NLP Combinatory {framework converts
natural language statements to rules. It has two
sets of NLP techniques:

e Stanford Parser and C&C/Boxer, for
grammatical analysis of the sentences,

* WordNet, for handling the deontic
language of the legal texts.

INTEGRATION OF THE FRAMEWORKS

The integrated framework has three phases:

A. Legal requirements extraction, where the legal
statements turn 1nto the RNLSs. The NLP
Combinatory applies several ontologies along with
the NLP techniques upon the input statements.

B. Storing the requirements, where the RNLSs would
be stored and finally retrieved as an XML/GRL file.

C. Goal model generation, where the XML file 1s
imported into JUCMNav to generate goal models.

Within the integrated framework, the entire process of
modeling would be automated.
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Abstract

Automatic modeling of privacy regulations is a highly de-
manded goal in requirements engineering. The FOL-based
Legal-GRL (FLG) is a semi-automated goal-oriented model-
ing framework for extracting and representing the legal re-
quirements of IT systems. One limitation of the FLG frame-
work, however, is its manual requirements extraction pro-
cess. Manual extraction of legal requirements is cumber-
some, error-prone, and time-consuming. To overcome this
shortcoming, we integrate this requirements modeling frame-
work with another framework that combines several natural
language processing (NLP) approaches. This Combinatory
framework specifically exploits NLP techniques, such as
Part-Of-Speech tagging and syntactic parsing, along with
NLP tools, such as C&C and Boxer, to propose an automated
approach for extraction of rules from legal texts. This ap-
proach enables us to fully automate the FLG framework in
order to propose a comprehensive framework for modeling
privacy regulations and other legal requirements. This paper
outlines the two frameworks and their integration process.

Introduction

Privacy regulations enforce a set of legal requirements for
any IT system. Developers need to capture and satisfy such
requirements in their products. Legal-GRL (Ghanavati et al.
2014) is a modeling language for extracting and represent-
ing privacy regulations. One drawback of Legal-GRL is its
manual modeling process. This limitation has motivated an
alternative modeling framework, the FOL-based Legal-
GRL (FLG) (Rabinia and Ghanavati 2017 and 2018). The
FLG framework suggests a new approach based on First-
order Logic (FOL) to facilitate the automation of modeling
process. The FLG covers two main tasks of legal require-
ments extraction and representation. The representation
task, is fully automated (Rabinia and Ghanavati 2018). The

' The database is accessible at https:/github.com/PERC-Lab/FLGFrame-
work

requirements extraction task, however, is still manual. To
automate this task, we suggest integration of FLG with the
NLP Combinatory framework (Dragoni et al. 2016). This
framework combines several natural language processing
(NLP) techniques and tools in order to extract rules from le-
gal texts. While the Combinatory framework performs the
extraction task, the FLG handles the representation part of
legal requirements modeling. In this paper, we aim to sketch
a brief outline of the two frameworks and the theoreti-
cal/practical possibilities for integration of both in one uni-
fied framework.

Background

The FLG framework consists of three phases: A. manual
requirements extraction; B. storing the requirements in a da-
tabase; and, C. requirements models generation. The extrac-
tion phase (A) starts with collecting and analyzing natural
language legal statements. This is a manual task that legal
experts have to accomplish using a legal ontology. The re-
sult of this process is a set of atomized and structured state-
ments called Restricted Natural Language Statements
(RNLSS). In the second phase (B), the RNLSs, which are in
FOL notation format, would be stored in an SQL database."
This database is capable of exporting the data (or the for-
malized legal requirements) as a formatted XML file. In the
third phase (C), the XML file is imported into the modeling
tool support, JUCMNav (Amyot et al. 2011), to automati-
cally generate the requirements goal models.

To automate the first phase of the FLG framework, we
integrate it with the NLP Combinatory framework. This
framework combines two sets of NLP techniques: first,
Stanford Parser and C&C/Boxer, for grammatical analysis



Ontologies =" Pipeline

FLG Legal |um g
Ontology

Fig. 1. Outline of the Integrated Framework

of the sentences, and second, WordNet, for handling the de-
ontic language of the legal texts. The input data, consisting
of natural language statements from a legal text, pass
through two separate pipelines that perform the NLP pro-
cesses, mentioned above, to extract the rules from the origi-
nal statements. The result from both branches of the pipeline
will be combined to confirm each other.

Integration of the Frameworks

Fig.1. shows a sketch of the integration of the two frame-
works. The integrated framework would be organized in
three phases: A. Legal requirements extraction, where the
legal documents are imported into the NLP Combinatory
pipeline and the RNLSs would be exported. The process in-
side the pipeline entails application of several ontologies
along with the NLP techniques upon the input statements.
B. Storing the requirements, where the RNLSs would be
stored and finally retrieved as an XML/GRL file. C. Goal
model generation, where the XML file is imported into the
modeling tool support, JUCMNav, to generate the legal re-
quirements goal models. Within the integrated framework,
the entire process of modeling would be automated. This
possibility, however, demands further modifications/im-
provements of the two frameworks, as they are still in pro-
gress. The integration process takes place in three layers:

1) A unified format of output/input needs to be set for a
proper dataflow between the two frameworks. Since the
FLG framework has an SQL Server database, it can import
data from a variety of file formats including a plain text file.
The RNLSs, then, can be stored in the NLP Combinatory
framework as a text file and imported in the FLG database.

2) The FLG framework requires a finer-grained analysis
of the rules than what the NLP Combinatory framework pro-
vides as its output. The general format of such output is:
Termi => [0] Term2, where terms are parts of a sentence or
statement. However, the final goal models of the FLG need

further details of the requirements, e.g. actors. These ele-
ments of the statements are accessible within the NLP Com-
binatory framework, as it exploits the NLP techniques..

3) The FLG framework has also a legal ontology that
helps simplifying the legal requirements models. During the
integration process, the ontologies of the two frameworks
should be integrated in order to handle syntactical modifica-
tions of the statements.

We perform the integration procedure in an iterative, non-
sequential fashion. The integration of ontologies (3) should
be the first priority, since it contributes to the second layer.
Running the dataflow (1) between the two frameworks also
can be done afterwards, when the data format is matched
during 2 and 3.

The outcome of this integration is a fully automated
framework for modeling of privacy requirements.
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