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Abstract. This research investigates the effective assessment of healthcare
cyber security maturity models for healthcare organizations actively using cloud
computing. Healthcare cyber security maturity models designate a collection of
capabilities expected in a healthcare organization and facilitate its ability to
identify where their practices are weak or absent and where they are truly em-
bedded. However, these assessment practices are sometimes considered not ef-
fective because sole compliance to standards does not produce objective as-
sessment outputs, and the performance measurements of individual IS compo-
nents does not depict the overall security posture of a healthcare organization.
They also do not consider the effect of the characteristics of cloud computing in
healthcare. This paper presents a literature review of maturity models for cloud
security assessment in healthcare and argues the need for a cloud security ma-
turity model for healthcare organizations. This review is seeking to articulate
the present lack of research in this area and present relevant healthcare cloud-
specific security concerns.
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1. Introduction

A maturity model is used as a tool to assess an organization’s effectiveness at achiev-
ing a particular goal. It can also facilitate an organization’s ability to identify where
their practices are weak or absent and where their practices are truly embedded. Cyber
security maturity model is a tool that can track improvements made over time from
embedding security within an organization’s daily and strategic workflows, and be-
tween similar organizations in an industry.

Security and privacy of patient information are of utmost priority to all healthcare
stakeholders. These reasons mostly limit the adoption of cloud computing and the
requirement to link isolated electronic healthcare systems [1]. In order to ensure a
secure environment for the interconnected systems, it is important to assess the over-
all security posture of the healthcare organization. The processes and activities are
stated at different levels of maturity and compared with the healthcare organization’s
practices to assess its overall cyber security maturity. The outputs provide better
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awareness, visibility and accountability [2], and can reveal the overall security posture
of an organization. Healthcare cyber security maturity models provide a collection of
capabilities expected in a healthcare organization with an effective approach to cyber
security. Therefore, security decisions are supported by capabilities’ assessment out-
puts obtained at different stages, compared against description of processes and ac-
tivities mapped to cyber security best practices, guidance, and standards [3].

Most recent cyber security maturity models are built on assessing compliance to cyber
security standards and guidance or on assessing specific information systems (IS)
components like networks, vulnerability risks and intrusion detection [4, 5]. However,
these assessment practices are considered not effective because sole compliance to
standards does not produce objective assessment outputs, and the performance meas-
urements of individual IS components does not depict the overall security posture of a
healthcare organization. These discrepancies affect their adoption as models to derive
reliable assessable outputs. In order for interconnected healthcare systems to com-
municate effectively without worsening the overall security of the system, each
healthcare organization’s security posture should be well known using reliable and
important cyber security indicators that bring visibility and build trust among partici-
pating organizations [6].

This paper presents a literature review of cyber security maturity models utilized for
cloud security assessment in healthcare and proposes the need for a cloud security
maturity model for healthcare. The review includes cyber security maturity models
tailored to healthcare assessment in cloud computing, and it is not confined to only
academic literature but also includes industry literature. This review is seeking to
articulate the present lack of research in this area and present relevant healthcare
cloud-specific security concerns. The rest of the paper is organized into the following
manner. Section 2 presents methodology, section 3 highlights cloud-specific security
standards, best practices and guidance applicable to healthcare, whereas section 4
highlights current cyber security maturity models employed in healthcare cyber secu-
rity assessment in cloud computing. Section 5 provides the conclusion and further
work.

2. Methodology

The research methodology ensued logical and combined reviews based on concept-
centric frameworks [7]. The research parameters, and search terms were formulated
according to a predefined set of rules, which informed the combination of search
terms. Since this research is in the information systems (IS) field, logical literature
review guide was also employed since it allows detailed explanation of the process,
being comprehensive in scope, and providing an opportunity for repeatability [8, 9].

The methodology consists of four stages: identification, screening, eligibility and the
analysis of included publications. Important is that the process should have a clear
and repeatable protocol that is followed. Specifically, 93 information sources were
identified in the first stage by systematic literature search using a structured approach.
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Secondly, the screening of the titles, abstracts and meta-data such as the quality of the
source or the type of source, the relevance of the title and abstract led to the exclusion
of 56 publications. In the third stage, the literature were fully read. Based on their
content, 16 publications were further excluded as out of scope. In the final stage, the
remaining 21 publications were critically reviewed as part of this paper. The literature
review methodology was based on Liberati [8].

Despite adopting a rigorous approach to reviewing the publications, there still exist
the risk of having overlooked important contributions by excluding cyber security
maturity frameworks from the search because these could not produce measurable
outputs to determine cyber security posture. Since the research topic is still emergent
in nature, it makes sense that results are currently being on-going research. However,
assessing the quality of the frameworks and models-in-progress is an arduous and
error-prone task. By limiting the review there was focus on mature research adhering
to the high-quality standards and workflow dynamics of healthcare, which in turn,
ensures quality in the reported findings.

3. Cloud security standards, best practices and guidance in
healthcare

Standards, guidance, and best practices have been in use for a very long time, and
their similarity is that they are reactive in nature. There will always be a gap between
deciding whether something is needed and achieving implementation, which may
span years. This becomes more of an issue for international standards due to the dif-
fering agendas being pursued by different countries, which can further increase the
gap to implementation. The problem is yet further worsened in a technological envi-
ronment, such as security in computing, and especially in a fast-moving technology
like cloud computing. However, not only is technology rapidly changing, but the
threat environment is also developing at a considerable pace [10].

International Organization for Standardization

ISO 2700-series standards produced by the International Organization for Standardi-
zation (ISO) and International Electro technical Commission (IEC) provide best prac-
tices recommendation that covers the fundamental requirements of information secu-
rity management systems, guidelines and principles for the implementation of such
systems. The ISO 27001 [11] 1s valid to all organizations regardless of their size and
industries. It specifies the method that organizations should use for information secu-
rity and the essential components. It also ensures the identification and management
of risks are properly verified. Compliance saves organizations the financial penalties
and losses associated with data breaches, comply with business, legal, contractual and
regulatory requirements, protect and enhance their credibility and reputations.

ISO 17522 [12] and ISO 27799 [13] standards are targeted for health informatics.

They provide guidelines for designing health specific information management sys-
tems based on ISO 27002, and control patient safety within such systems respectively.
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ISO 27001 can be integrated with ISO 27799 standard to address healthcare specific
risks. ISO 27017 [14] provide detailed guidance and recommendations for cloud
adoption. The ISO 22857 addresses the protection requirements to facilitate cross-
border transfer of personal healthcare data [15].

However, these standards do not completely address some of the healthcare-specific
concerns, healthcare organizations have not been able to adapt the standards, guide-
lines and best practices from the frameworks to their specific context and develop
practices that meet their own needs. Other concerns include extensive time and ex-
pense of complying with different standards, and the need for clarity and simplicity
with implementation.

Health Information Trust Alliance

Healthcare industry leaders provide a harmonized, certifiable framework for all or-
ganizations that create, access, store, or exchange sensitive and/or regulated health
data using HITRUST (Health Information Trust Alliance). The HITRUST Common
Security Framework (CSF) version 9 [16], is a comprehensive, risk-oriented frame-
work that normalizes the cyber security requirements of healthcare organizations. It is
based on federal legislation such as HIPAA (Health Insurance Portability and Ac-
countability Act) 164.502(i1), and globally recognized standards and guidance includ-
ing ISO 27799 using ISO 27002, NIST SP 800-53 r4 AC-19 [17]. It provides scalable
security requirements tailored to the needs of the healthcare organization, allowing
healthcare organizations monitor and maintain compliance with HITRUST data secu-
rity controls across their cloud infrastructure including multi-cloud deployments.

The HITRUST framework’s mapping with the NIST CSF reveals, the HITRUST
framework provides healthcare industry-specific model implementation while the
NIST framework provides broad guidance to critical infrastructure industries on or-
ganizational-level risk programs that are holistic, based on principles and used across
industries. A major constraint for HITRUST framework 1is that it is yet to receive
worldwide acceptance.

National Institute of Standards and Technology

In addressing cyber security, many entities both within and outside of the healthcare
sector have voluntarily relied on detailed cyber security guidance and specific stand-
ards issued by NIST. The National Institute of Standards and Technology (NIST)
developed a set of guidelines on security and privacy in public computing, SP 800-
144 [18]. It provides an overview of the security and privacy challenges for public
cloud computing and presents recommendations that organizations should consider
when outsourcing data, applications and infrastructure to a public cloud environment.
NIST also developed a special publication, SP 800145 [19] for definition of cloud
computing which has been globally accepted. SP 500-299 framework [20] was devel-
oped to identify core set of security components that can be implemented in cloud to
secure the environment, the operations, and the data migrated to the cloud. It also
released SP 500-291 Cloud Computing Standards Roadmap [21], SP 800-146 Cloud
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Computing Synopsis and Recommendations [22], and SP 500-292 Cloud Computing
Reference Architecture [23]. SP 800-66 [24] was developed regarding the guidance
for IT security planning, implementation, management, and operation. It includes
publications that address many security areas that are impacted by the HIPAA Cyber
security Rule. NIST 800-66 provides guidance as to how to map HIPAA controls with
NIST 800-53. This is the only guideline that is specifically focused on healthcare
although it did not make mention of cloud computing.

In addition, to address the ever-increasing attacks on critical infrastructure, NIST also
developed the Cyber Security Framework (CSF) that provides an incident manage-
ment model that various industries can leverage for improving the management of
cyber security risk, and built on ISO 27001, COBIT [25], and NIST 800-53. The
framework is clearly structured in terms of the areas of cyber security that need to be
implemented. This supports the relevant stakeholders to assess cyber security and
identify gaps. Howbeit, the shortfall of the framework’s security controls was that
they were specifically designed for US Federal agencies, and not accepted worldwide.
Initially, it was not sufficiently specific about cloud environments, but now, major
cloud service providers, Amazon Web Services [26], Microsoft Azure [27] have taken
steps to align their offerings to the framework addressing the ambiguities about the
use of the CSF in the cloud.

Health Insurance Portability and Accountability Act

The HIPAA was developed in order to ensure security and privacy of individually
identifiable health information. HIPAA deals with security and privacy through its
privacy rule [28] and security rule [29]. The privacy rule ensures the flow of health
information needed for quality care by addressing proper use and disclosure of health
information. The security rule aims at protecting the privacy of individuals’ health
information by adopting new technologies with a goal of achieving improved quality
and efficiency of patient care. It operationalizes the protection mechanisms contained
in the privacy rule. HIPAA privacy and security rules are applied to healthcare pro-
viders and non-healthcare providers supporting the healthcare providers holding or
transmitting health information in electronic form. HIPAA compliance cannot be
overlooked when it comes to cloud computing, however, it is no longer enough for a
vendor to simply claim “HIPAA readiness.” Its controls are indicated as required
which makes implementation unclear. HIPAA is not “certifiable” resulting to the
need for healthcare organizations to influence internal or external assessors to perform
self-assessment for compliance.

The scope of security and privacy protections available in HIPAA are extended
through the Health Information Technology for Economic and Clinical Health Act
(HITECH). In the healthcare industry, so far HITECH [30] provides legal liability for
non-compliance to HIPAA, and ensures the disclosure of breach and unauthorized use
of electronic health records to necessary stakeholders.
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Cloud Security Alliance Standards

Cloud Security Alliance (CSA) developed security guidance for critical areas of focus
in cloud computing including various versions. Version 1.0 [31], Version 2.1 [32],
Version 3.0 [33], and Version 4.0 [34]. The latest version focused on meeting the
demand of security changes. It also introduced better standards for organizations to
manage cyber security for cloud by implementing security domains. The guidance can
be applied to cloud service model (IPSaaS) and four deployment models (Public,
Private, Community, and Hybrid Cloud) with derivative variations that address spe-
cific requirements. The guidance included thirteen (13) different domains, which are
divided into two general categories: governance and operations. The governance do-
mains focus on broad and strategic issues as well as policies within a cloud computing
environment, while the operations domains focus on more tactical security concerns
and implementation within the cloud architecture.

This guidance is relevant to cloud computing, its service models and its deployment
models. As regards cloud security management, the guidance focuses on cloud-
specific concerns: interoperability and portability, data security, and virtualization.
Dividing the implementation domains into two groups with strategic and tactical cate-
gories is another salient point of the guidance. This approach allows cloud consumers,
providers to bring financial, and human resources into security consideration. Fur-
thermore, the guidance can be mapped to existing security models including the
Cloud Control Matrix [35]. Despite these benefits, the guidance lacks assessment
guide for each domain. In addition, it does not consider security metrics for security
practices. Therefore, organizations find it difficult to determine the security level of a
domain.

There are several standards, guidelines and directives that are strongly complied with
in all industries but, as commonly observed, they are not specifically focused on the
healthcare industry nor do they meet the entire requirement for healthcare cloud. To
address the healthcare cloud-specific needs, various selection of standards is expected
to be based on parameters, such as scope, level of integration, industry applicability,
prescriptiveness, scaling, tailoring, compliance, certification, shared assurance, as-
sessment guidance, and tool support.

4. Review of current cloud security maturity models in healthcare

Many healthcare security leaders are recognizing that compliance activities are im-
portant, but not enough to adequately mitigate the risks of data breaches and attacks.

Information Security Focus Area Maturity Model

The Information Security Focus Area Maturity (ISFAM) model is a focus area-
oriented maturity model, originally proposed as a method for incremental progression
[36]. It consists of a fixed number of maturity levels, each process identified by a
focus area/domain, is assigned its own number of progressively more mature capabili-
ties. The model is able to determine the current information security maturity level.
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ISFAM model has 12 maturity levels and 13 focus areas. In these focus areas, 64
capabilities are assigned at the various maturity levels. The assessment of the maturity
level is executed through a survey or a directed interview with an expert. The ISFAM
covers the complete domain of information security, combining the application of
ISO 2700-series, chapters from CISSP (Certified Information Systems Security Pro-
fessional), Standard of Good Practice of the Information Security Forum (ISF), and
the IBM Security Framework [37]. Its subsequent practices in information security
divides the capabilities within the maturity model into four (4) groups such as, design,
implementation, operational effectiveness, and monitoring.

As with all focus area maturity matrices, the lowest implemented capability defines
the maturity level reached. ISFAM has successfully been evaluated using a medium-
sized telecommunications organization. Despite its extensive and relatively fine-
grained, and its practical approach are based on IBM’s experiences, the ISFAM mod-
el remains designed as a sector-specific maturity model - small and medium-based
organizations as its focus. In addition, it was developed for application with software
development, and was specifically made for information security problems obtained
from IBM’s experience. Lastly, it made no mention of been applicable to future tech-
nologies such as cloud computing.

Cloud Security Capability Maturity Model

The Cloud Security Capability Maturity Model (CSCMM) includes domains and
maturity levels. There are twelve cloud security domains and four maturity levels.
Each domain consists of a set of cyber security practices, and the practices are
achievement objectives specific for each cloud security domain. The maturity levels
apply to each domain and specify progression of maturity. The model can be tailored
for suitable objectives of different cloud service model (IPSaaS) and deployments
(Public, Private, and Hybrid Cloud). Lastly, it provides the guidance to support the
organizations implement and enhance their cyber security capabilities on cloud sys-
tem [38].

There 1s not a complete cloud security standard because cloud technology is evolving
much faster than standards [39]. Therefore, creating a set of cyber security domains
just based on the current security standards does not fully consider emerging issues
and attack surfaces. CSCMM was built from a systematic review approach on existing
cloud security models and standards, traditional security maturity models, as well as
trends in emerging technologies. As a result, these twelve security domains, eight
security domains are from traditional maturity models, and four cloud specific securi-
ty domains were chosen as they cover comprehensive aspects of cyber security and
accommodate emerging security issues.

To assess the maturity level of the model in general and a security domain in particu-
lar, a security metrics framework was proposed. This framework includes relevant
quantitative metrics for measurable assessment. It presents a balance assessment of
the overall security of an organization qualitatively and quantitatively. For senior
managers, it offers assessment of the security status for making decision concerning
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business plan and direction. For security practitioners, it offers proactive measures
and responsive actions. In addition, CCSMM model has 3 dimensions such as do-
main, levels and community (such as organization, community, state), this makes the
model more suitable for organizations of different sizes, however, this model is con-
sidered technically complex to implement in healthcare [40—42].

Further twelve (12) cyber security maturity models were reviewed to investigate their
strengths and weaknesses. These similarities identified amongst these maturity mod-
els are; all the models are hybrid-type maturity models with their multi dimensions
including security domains and maturity levels, most security domains vary from
infrastructures, data, networks, human, application, communications, compliance, to
legal and contractual. To implement best security practices, security standards such as
NIST, ISO 27000 series, COBIT are the baseline to implement and measure security
levels in all models. Most of the models have implementation process through four
steps from evaluation, gap identification, priority and planning, and plan implementa-
tion. Lastly, most of the models implement a 5-level framework to assess security
state of each domain. These 5 levels involve a 3-stage process, the first stage is with
no security management implementation, following stage focuses on the implementa-
tion of security standards to control security concerns. The third stage is an automati-
cally security management with full security implementation. This stage is considered
the innovative stage with highest security.

The differences also identified includes, each model has domains with different secu-
rity requirements based on the goals of the model, making each model to have differ-
ent advantages. None of these models mentioned extend their application to cloud
computing environments and were industry-generic not streamlined to healthcare
environment.

NHS National Infrastructure Maturity Model

The National Infrastructure Maturity Model (NIMM) Programme designed by Con-
necting for Health (CfH), has provided useful guidance, national standards, best prac-
tices and capability maturity tool for National Health Services (NHS) IT organizations
to benchmark their local IT infrastructure services/capability in order to create a road
map for improvements. It supports healthcare organizations to assess the maturity of
different components of their business and IT capabilities. The assessment will pro-
vide an indication of how mature the organization is in a particular area and what
steps should be taken to improve maturity. Healthcare organizations are to exercise
the 12 NIMM core capability assessments in the first instance. Afterwards, a roadmap
should be formulated to improve maturity, then assessments that are more specific to
the healthcare organization should be selected and completed, and the outputs from
these are then incorporated into the formulated roadmap [43].

Most healthcare trusts are required to work towards Level 3, Standardized — Con-
sistent and predictable services, increasing the maturity of their infrastructure and
service provision, moving from manual configurations to managed systems with au-
tomation and proactive monitoring of services. The Healthcare organizations recog-
nize the fundamental part played by infrastructure in underpinning all information
management and technology (IM&T) strategy and so has adopted the NIMM [44].
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This model is still presently relevant in the cyber security maturity assessment of
healthcare organization and stated to be platform-independent, however, it does not
take into consideration the rapidly changing landscape of technology, such as charac-
teristics of cloud and its resulting threats.

Health Information Network Capability Maturity Model

Health Information Network (HIN) Capability Maturity Model is a tool that will sup-
port the objective assessment and formulate plans for improve operational capabili-
ties, level of service and value delivered by HIN organizations. This fully vetted and
accepted pan Canadian model can serve as a strategic and operational planning tool. It
was established based on other maturity models in healthcare and other industries,
Canada Health Infoway’s strategic opportunities for action and key enablers [45],
HIN Planning and Operations Leading Practices Discovery Framework [46], and
observations and input from the leading practice organization interviews. It is intend-
ed to be a tool for guiding stepwise assessment which can be used to determine a
jurisdiction's current capability maturity level, categorize an objective maturity level
appropriate to the jurisdiction's needs, and develop a roadmap for progression toward
that desired maturity level.

HIN Capability Maturity Model comprises of 10 capability domains and 5 maturity
levels for each. It also includes an aggregate maturity across all domains, which can
be used to broadly compare and communicate the overall maturity of the HIN. In
order to apply this model, it is required to be refined with input from current jurisdic-
tional HIE organization operators, system planners, and policy makers, and tools for
self-assessment, action planning, and progress monitoring will also be required to
make it consistently and uniformly applicable [47]. Its shortcomings are in tune with
the NHS NIMM.

In summary, it can be inferred that mostly cyber security models require revision
because of its fragmented and local approach. This review has established that cyber
security maturity models support effective and efficient management of the security
of their organizations. More importantly, stakeholders operate along secure mature
path as mapped out by the maturity model to ensure overall security of the organiza-
tion, rather than applying all the security controls available. Despite all these benefits,
maturity models only provide a baseline-compliance model rather than the desired
cyber security model that can deal with emerging cyber environment, its demanding
cyber security usage, as well as its sophisticated attacks.

5. Conclusion and Future work

This paper reviewed cyber security standards, best practices, and guidance, and mod-
els including cloud security models, cyber security capability maturity models, mostly
applicable within the healthcare environment. The main insight to be considered
about the review is the present inadequacy of cyber security maturity models to effec-
tively assess security in healthcare organizations actively using cloud computing.
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Three specific issues were identified: First, the influencing factors of cyber security of
a security maturity model should be more than standards-compliance. Second, inte-
grate identified relevant factors into the maturity levels, and determine appropriate
metrics for security assessment. Third, the model should be malleable for ensuring
current cyber security and extensible for dealing with security for emerging cyber
threats. These are the research problems this research intends to mitigate or resolve by
the proposal of a maturity model - Maturity Model for Healthcare Cloud Security
(M2HCS). By identifying interactions between the several domains of healthcare in-
formation security and signifying them cogently in the M?HCS, the model aims to be
able to mitigate reactive assessment of security in healthcare cloud environment, and
support incrementally operations to improve information security maturity within the
healthcare organization.
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