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Abstract

In this position paper we would like to incite a discussion on
how the concept of Knowledge Blockchains can be applied
to ontologies. Knowledge Blockchains revert to blockchain
technologies for enabling a transparent monitoring of knowl-
edge evolution, for tracking the provenance of knowledge,
for establishing delegation schemes, and for ensuring the ex-
istence of patterns in formal conceptualizations using zero-
knowledge proofs. Based on their original application to en-
terprise models, we discuss which benefits arise from using
the concept for ontologies. The paper concludes by outlining
further research in this direction.

Introduction

The use of blockchains is currently discussed for many ap-
plication fields (Iansiti and Lakhani 2017). Based on the
success of Bitcoin and Ethereum, initiatives for investigat-
ing potential use cases have been launched in industry as
well as in academia. Although the underlying technologies
have been available for quite some time, the combination
of a decentralized, tamper-proof storage together with trust-
worthy and equally decentralized consensus mechanisms for
transactions has the potential to realize new forms of col-
laboration and business models (Aste, Tasca, and Di Matteo
2017). Whereas public blockchains, which do not regulate
the access to the stored information, have contributed to the
prominence of the technology, many use cases found in in-
dustry today focus on so-called permissioned blockchains,
e.g. (Androulaki et al. 2018). For this type of blockchains,
the aspect of decentralized storage and automated consen-
sus mechanisms is maintained whereas the access to the
blockchain is restricted to authenticated users. Permissioned
blockchains thus enable interactions between actors who do
not fully trust each other but still pursue common goals.
Due to the required identification of the participants, their
transactions can be traced back to physical persons thus eas-
ing also legal compliance requirements such as Know-Your-
Customer (KYC) and Anti-Money-Laundering (AML) prin-
ciples (Moser, Bohme, and Breuker 2013).
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In a recent publication it has been discussed how these
blockchain technologies can be applied to the domain of en-
terprise modeling (Fill and Hérer 2018). Thereby, the core
idea was to store the knowledge that has been made explicit
in the form of visual conceptual models on a decentralized
blockchain. The goals of this approach denoted as Knowl-
edge Blockchains are as follows. It shall permit to track who
has contributed which changes in the models and at what
time and how concepts in the models have thus evolved. Fur-
ther, the approach permits to establish delegation schemes
so that operations on models can be delegated to other iden-
tities. Finally, the use of zero-knowledge proofs allows to
proof the existence of patterns in models without having to
disclose the content of the models, which is desirable for
sensitive information. In the following this idea is extended
to ontologies, which may be regarded as one type of en-
terprise models that stands for a shared, agreed-upon, for-
mal, and machine-interpretable conceptualization of a do-
main (Fill 2017; Studer, Benjamins, and Fensel 1998).

The remainder of the paper is organized as follows. At
first, the concept of Knowledge Blockchains is briefly de-
scribed. Subsequently, we investigate, which of the compo-
nents used for Knowledge Blockchains have already been
discussed in the context of ontologies. Next, we illustrate
how Knowledge Blockchains could be applied to ontologies
and derive finally opportunities for further research activi-
ties.

Knowledge Blockchains

The concept of Knowledge Blockchain has been first pre-
sented in a recent publication by (Fill and Harer 2018). The
main goal of Knowledge Blockchains is to store and process
the knowledge that is made explicit in the form of various
types of enterprise models using blockchain technologies.
Enterprise models in this context are understood as schema-
based information structures that are typically represented
in a visual format and are specified in a semi-formal or for-
mal manner (Bork and Fill 2014). Through the decentral-
ized nature of blockchains, knowledge can thus be easily
distributed. Based on the digital signatures used for signing
information on a blockchain, it can be further traced who
has contributed what to the enterprise models and at what
time. In the case of permissioned blockchains this can be re-
stricted to authenticated users and model information may



even be encrypted to prevent unauthorized access.

For storing information about the status of models,
Knowledge Blockchains use a Merkle-tree-based structure
together with the files that contain the model information
in a format that can be interpreted by modeling tools. For
this purpose, the attribute values of every model entity are
hashed. Furthermore, all model entities are assigned a uni-
versally unique identifier (UUID) which is also hashed. The
UUID permits to identify any model element that is cre-
ated independently from other elements in decentrally stored
copies of the blockchain. The concatentation of the two re-
sulting hashes is hashed again and the resulting hash fur-
ther concatenated with hashes resulting from other model
entities and hashed until arriving at one single hash value,
i.e. the Merkle root. The use of Merkle trees permits on the
one hand to easily identify any changes that have occurred
in the models. At the same time it enables the execution of
so-called zero-knowledge proofs. Thereby, it can be proven
that certain information parts are contained in an enterprise
model without revealing the content of the model. To ac-
complish this, the information parts to be searched for in the
model have to be hashed in the same way as described be-
fore. Subsequently, the hash values can be compared with
the hash values in the Merkle tree of the models.

In addition to the model information, Knowledge
Blockchains also store information for permission models.
These specify the rights for creating, modifying or deleting
model information based on the digital signatures of actors
contributing to the Knowledge Blockchain. In addition, they
permit to delegate these rights to other actors. Permission
models are hashed in the same way as described above.

The block header in Knowledge Blockchains then con-
tains essentially the Merkle root hashes for the enterprise
models and the permission models, the model and permis-
sion models themeselves, a timestamp, and the header sig-
nature. In the case of non-permissioned blockchains, a nonce
can be added to the header as well. In the course of the
mining it is checked whether the permissions specified in
the previous permission model permit the intended opera-
tions. The approach has been realized as a prototype using
the ADOxx metamodeling platform (Fill and Karagiannis
2013). For details on the mining algorithm and the imple-
mentation we refer to (Fill and Hirer 2018).

Related Work

In the following we review approaches in the area of on-
tologies that are similar to the concepts used for Knowledge
Blockchains. This will be followed by a discussion on how
ontologies may be represented in Knowledge Blockchains.
Due to their nature as shared conceptualizations, ontolo-
gies are typically created in multi-user environments. This
has traditionally been accomplished using platforms such as
Stanford Protégé or ContentCVS that permit the collabora-
tive editing of ontologies and the tracking of changes (Tu-
dorache et al. 2008; Jiménez-Ruiz et al. 2009). In the ac-
cording change records, the metadata on ontology changes
is stored. This includes for example information about which
user performed a change, a timestamp, or the entities on

which the changes were performed (Walk et al. 2015). To-
day, this is accomplished using web-based environments,
which eases the technical realization of multi-user collab-
oration platforms (Horridge et al. 2018). The availability of
the data about changes in ontologies is essential for analyz-
ing their evolution and deriving according strategies, e.g. for
validating changes and their impacts (Zablith et al. 2013).

The use of digital signatures for signing ontologies
has been discussed for RDF graphs, e.g. (Carroll 2003).
Thereby, it can be verified who has created or modified a
certain RDF document, which is essential to trace its prove-
nance. Closely related to this is the hashing and subse-
quent signing of XML documents for determining which
parts of an XML document have been updated (Maruyama,
Tamura, and Uramoto 2000; Bartel et al. 2013). This ap-
proach may also be extended by using one-way hash func-
tions and Merkle trees for applying zero-knowledge proofs
to XML documents (Devanbu et al. 2001). Thereby, the ex-
istence of information in XML documents can be proven
without revealing their content. The same procedures could
be used for many ontology formats that are based on XML.

Another direction for the unique identification of re-
sources has been proposed in (Kuhn and Dumontier 2014).
Here, cryptographic hash values are included in unique re-
source identifiers (URIs) for enabling the identification and
verification of resources or parts thereof on the web. As the
cryptographic hash value is directly added to the URI, it does
not require any additional data structures but can be easily
processed. This approach thus does not regard XML docu-
ments or ontologies as a whole but is able to identify single
resources.

In the context of Semantic Web, the use of blockchains
has been proposed by Iancu and Sandu to realize the frust
layer in the traditional semantic web stack (Iancu and Sandu
2016). However, in their paper they just store the entire on-
tology information as a file on the Openchain blockchain
without making use of the typical data structures used for
blockchains in the form of hash trees. Similarly, an ap-
proach for semantic internet of things reverts to the Hyper-
ledger infrastructure for storing ontology information on a
blockchain (Ruta et al. 2017). By extending the underlying
APIs, semantic matchmaking and reasoning could thus be
added to a blockchain-based application.

One of the most recent developments concerning the in-
tegration of ontologies and blockchains is the proposal of
GraphChain (Sopek et al. 2018). In this work, the authors
propose the creation of a linked chain of RDF graphs based
on a computation of RDF digests with SHA-256 hash func-
tions. The RDF digests are then stored in triple stores and
the changes broadcasted to other nodes. Although the data
structure strongly resembles the one in other blockchain ap-
proaches, consensus mechanisms or chain update strategies
were not discussed.

In summary, previous approaches have already discussed
the integration of ontologies and technologies necessary
for blockchains. This concerns in particular approaches for
hashing and signing RDF graphs and the identification of
ontology resources. What is missing so far is the use of
blockchain mechanisms such as consensus protocols re-



spectively mining algorithms for automatically determining
whether concepts should be added. Furthermore, the multi-
user-oriented design of ontologies and zero-knowledge
proofs has so far not been yet considered in this context.

Ontologies and Knowledge Blockchains

Based on the insights gained in the previous two sections
it will now be discussed how the concept of Knowledge
Blockchains could contribute to the domain of ontologies.
For this purpose, it first needs to be answered how ontologies
can be represented as models according to the approach of
Knowledge Blockchains. As shown in the upper part of Fig-
ure 1, Knowledge Blockchains extend the meta-metamodel
constructs model type, class, and relationclass with UUID
attributes.

Extended Meta-Metamodel Constructs
Model type 1n
- UUID : UUID
- Name : String
- isModel : boolean = true
A 1.n
Class Relationclass
- UUID : UUID - UUID : UUID
- Name : String - Name : String
- containedinModel : UUID - from : UUID
- isClass : boolean = true - to: UUID
- containedinModel : UUID
- isRelationClass : boolean =
true
OWL Ontology Model
-IRI: IRI
owl:Class OWL Object Property
-IRI: IRI - domain : IRI+
- SubClassOf : IRI+ -range : IR+
- SubClassOfUUID : UUID+ - domainUUID : UUID+
- rangeUUID : UUID+
Extended OWL Ontology Model Type Constructs

Figure 1: Representing Ontologies as Models in the Knowl-
edge Blockchain Approach

From these meta-metamodel constructs we can derive the
elements for OWL ontologies as shown exemplarily in the
lower part of the figure. The representation of OWL ontolo-
gies in this way has been described earlier in more detail,
e.g. (Fill 2017). However, as Knowledge Blockchains make
use of UUIDs for identifying elements, the according refer-
ence attributes required in OWL ontologies have to be ex-
tended in this way as well. This is illustrated in the figure for
the SubClassOf as well as the domain and range attributes.
Instead of just using lists of IRIs (denoted as IRI+), Knowl-
edge Blockchains would require lists of UUIDs in addition
to take into account that several versions may exist for an el-
ement with the same IRI, e.g. due to an evolution of a class.

Merkle Model-Merkle-Root
Tree

I T
Subset Attribute- Attribute-
of Ontology | UUID S tue uuID IIr)I tue
Model Data ata o

@ Hash-Function applied to Child-Node(s)

Figure 2: Creation of the Merkle Tree in Knowledge
Blockchains

With the thus extended attributes of the ontology model
elements, the hash values for the UUID of every element -
as inherited from the meta-metamodel - and the hash value
of the attribute data can be represented in a Merkle tree as
shown in Figure 2. This will be the basis for conducting
zero-knowledge proofs on the contents of the ontology.

Based on these data structures we will regard four areas
of Knowledge Blockchains that could be beneficial for on-
tologies and that are not yet covered by previous approaches.
These are: the monitoring of the evolution of ontologies and
the tracking of the provenance of concepts, the use of per-
mission and delegation schemes for the distributed design of
ontologies, and the use of zero-knowledge proofs.

Monitoring Ontology Evolution and Tracking the
Provenance of Concepts

Due to their nature as immutable and distributed ledgers,
blockchains seem well suited to act as a foundation for
monitoring the evolution of ontologies and for tracking the
provenance of the contained concepts. With the approach
of Knowledge Blockchains, this can be accomplished in the
folllowing ways. As every proposal for a modification in a
Knowledge Blockchain must be digitally signed, it can be
tracked who added which change and at what time. In case
of qualified electronic signatures', these even refer to actual
physical persons including all legal responsibilities. By us-
ing UUIDs for identifying elements in the ontology models,
even different versions of the same IRIs may be stored so
that alternative proposals for the realization of concepts can
be recorded. At the same time, the UUIDs permit to unam-
biguously specify a particular version of a conceptualization
and to track over time in the blockchain whether this version
has been changed. For this purpose, the Merkle trees allow
for an efficient identification of changes in ontology models
based on the comparison of the hash values.

The decentralized nature of a blockchain further requires
to establish so-called mining algorithms that decide upon the

'See for example the eIDAS regulation in the European Union:
https://eur-lex.europa.eu/legal-content/
EN/TXT/HTML/?uri=CELEX:32014R0910& from=EN#
dle791-73-1.



inclusion of new blocks. Here, the mining algorithm orig-
inally proposed for Knowledge Blockchains could be ex-
tended for the case of ontologies to conduct certain sanity
checks on the ontology before adding a block, e.g. to filter
out changes that could lead to an inherent or inconsistent
ontology or that do not satify certain domain or application-
specific constraints, cf. (Zablith et al. 2013).

Establishing Permission and Delegation Schemes

In contrast to other approaches for aligning blockchains and
ontologies, Knowledge Blockchains offer a mechanism for
specifying who has which kind of access to which parts of
a model - for details on these permission models we refer
to (Fill and Hirer 2018). This means, it can be defined who
can edit which parts of an ontology as well as who is al-
lowed to delegate rights to other persons. In this way, a chain
of trust between different actors can be established. This
could subsequently be aligned with previous approaches for
defining ontologies that rely on multiple parties for deciding
about the inclusion of concepts, e.g. (Vrandecic et al. 2005).

Using Zero-Knowledge Proofs

Zero-Knowledge proofs are typically used in blockchains
for efficiently verifying the existence of information or
transactions in a blockchain without having to reveal the ac-
tual data. For example, in cryptocurrency blockchains, this
mechanism may be used to check that a particular transac-
tion has been accomplished and is thus part of the current
branch of the blockchain. The actual transaction data does
however not need to be disclosed.

In Knowledge Blockchains, zero-knowledge proofs can
be used to verify that certain patterns exist in models with-
out having to give away the actual model data. This may be
similarly applied to ontologies, e.g. to prove to an external
actor that a confidential ontology contains certain elements
without having to disclose the ontology. A use case for this
could be to ensure the compliance of an ontology to legal
regulations in a domain, e.g. that classes describing persons
actually do require the specification of a social security num-
ber.

http://www.unifr.ch/ : OWL Ontology Mode
IRI : IRI = http://www.unifr.ch/

UUID : UUID = e3874776-3398-42ec-bdf7-4c4cc6f2f646

Name : String = http://www.unifr.ch/

isModel : boolean = true

Animal : owl:Cl

IRI : IRI = http://www.unifr.ch/#Animal

SubClassOf : IRI+ = http://www.unifr.ch/#Thing

SubClassOfUUID : UUID+ = 77965e01-3aef-490b-8875-5760d28659a9
UUID : UUID = 7e381016-810a-49c5-aacf-662353843940

Name : String = Animal

containedinModel : UUID = e3874776-3398-42ec-bdf7-4c4cc6f2f646
isClass : boolean = true

Figure 3: Excerpt of a Sample Ontology Model Using the
Extended Knowledge Blockchain Constructs

For illustrating the basic working of this mechanism we
present example instances of an OWL ontology model in

Figure 3. Thereby, each element contains a UUID attribute
for its unique identification in addition to its /RI attribute.
The OWL class element Animal:owlClass further contains a
SubClassOf reference to another class Thing, which is ex-
pressed both in IRI and UUID style. In Figure 4 it is shown
how the hashing of these elements takes place. It is exem-
plarily shown for the lowest layer of the Merkle tree and
two attributes IRl and SubClassOf. In every case, the UUID
of the element is taken as the left leaf in the Merkle tree and
the attribute’s name and its value as the right leaf. This is
a slight extension to the original conception for Knowledge
Blockchains as it permits to access single attribute values in
the proofs later. Each of the two leaf values is then hashed
using the secure one-way SHA256 hashing algorithm.

With this structure, it can now for example be proven that
an element with the IRI http://www.unifr.ch/#Animal is con-
tained in the blockchain data just by giving access to the
hashes in the Merkle tree without the underlying data. This
is accomplished by calculating the SHA256 hash value for
"IRI:hitp://www.unifr.ch/#Animal’ and then searching for it
on the lowest level of the hash tree. Subsequently, the hash
of the UUID can be found, which may be used for further
queries, e.g. to prove that the same element is a subclass of
http://www.unifr.ch/#Thing.

SHA256- SHA256- SHA256- SHA256-
Hash Hash Hash Hash
259C56E47447 932680FF785E 259C56E47447 53CF58313582
B3B498914A7D D95DCD1B8889 B3B498914A7D 722E1AEC78AE
44B49FACAB12 814E039F2A0D 44B49F4CAB12 3EE20E31C969
E38956DB7F77 A385355521DC E38956DB7F77 9B3935B7F13D
8A924C25E9C0O A7AC3AD53B24 8A924C25E9C0O D729F08FC3EF
COED 0D20 COED 6B3F
I I I I
7e381016-810a- 7e381016-810a- SubClassOf:http:

IRI:http://www.un

49c5-aacf- ifr.ch/#Animal 49c5-aacf- [www.unifr.ch/# |+ = =
662353843940 i 662353843940 Thing
uuiD Attribute-Data uuiD Attribute-Data

Figure 4: Excerpt of a Merkle Tree for the Sample Ontology
Model

Opportunities for Further Research

Although this position paper only intends to incite a discus-
sion on using the approach of Knowledge Blockchains for
ontologies, we can derive several opportunities for further
research. First, it needs to be investigated in detail which
data structures are most adequate for the representation of
ontologies in the context of blockchains, cf. (Fill and Jo-
hannsen 2016). This is closely related to the application of
zero-knowledge proofs and which advantages can be gained
from their application. In this respect, additional benefits
may arise from a combination of zero-knowledge proofs and
reasoning, e.g. to automatically expand the scope of matches
when searching for a concept in a Merkle tree based on in-
formation derived throuh reasoning.

Second, the use of UUIDs may not be an optimal solu-
tion for ontologies although they provide several benefits in
terms of a distributed and thus independent creation of ele-
ments. For this purpose it would be a next step to evaluate
whether the approach described by (Kuhn and Dumontier



2014) for Trusty URIs could be used instead.

Third, for realizing the application of Knowledge
Blockchains to ontologies, existing editors either from the
area of ontologies or conceptual modeling would need to be
adapted. In particular, it needs to be evaluated how the re-
quirements for a multi-user-based editing of ontologies can
be optimally aligned with the concept of permission mod-
els. In the current conception of permission models only the
level of model elements is considered. As a lot of essential
information in ontologies is stored in the level of attributes,
it may need to be taken into account to expand the permis-
sion and delegation specification to attributes.
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