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Abstract. This material is devoted to the development of the speed increasing
method of implementing a group matrix cryptographic transformation based on
a generalized mathematical model of a group matrix cryptographic
transformation, by reducing the complexity of building and implementing an
reverse transformation, which provided a decrease in mathematical complexity
and an increase in the speed of cryptographic transformation. On the basis of
the mathematical apparatus of block matrices, checked the correctness of the
mathematical model for constructing the group matrix of reverse cryptographic
transformation.
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1 Introduction

The cyber-attack environment, in which cybernetic influence is possible, is cybernetic
space (cyberspace). Cyberspace is an artificial electronic environment for the exis-
tence of information objects in digital form, formed as a result of the functioning of
cybernetic computer control and information processing systems and provides users
with access to computing and information resources of the systems, the development
of electronic computing products, the exchange of electronic messages information
images in real time to enter into a relationship (to interact) on the sharing of comput-
ing and information resources (the provision of information services, conducting e-
commerce, etc.) [1].

Ensuring the confidentiality, integrity, significance of information, protection from
illegal actions of users is the basis for the functioning of modern computer systems
[2-9]. One of the ways to combat cybercrime is to use cryptography.



Addressing the problem of the processing and protection of personal information
of users placed in cyberspace is provided both at the national and international levels
[10-13]. The problem of protecting confidential information requires continuous im-
provement of the quality and effectiveness of information security systems, improve-
ment of new and existing methods and algorithms using cryptographic methods and
information protection tools, methods and means of pseudorandom sequences form-
ing and assessing their quality in connection with the constant increase in cyber at-
tacks on computer systems [2, 14-20].

The problem of evaluating the cryptographic stability of information security sys-
tems is very relevant today, since there is a large number of a cryptographic algorithm
[21], and there is the task of improving existing and building new effective informa-
tion security systems and increasing the overall level of confidentiality of transmitted
information.

2 Formal problem statement

In the course of the previous [22] the study obtained a generalized mathematical mod-
el for the direct and reverse group matrix cryptographic transformation:
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where a; €[0,1] - the coefficients of the matrix of direct group cryptographic

transformation, F, — operations of non-group cryptographic transformations, ® _

operation of addition modulo 2, Zi — input data for direct transformation,

ie{l..k}.

This model contributed to the development of the theory of block matrices adapted
to matrix cryptographic transformations. It was the result of the improving model of
constructing cryptographic transformation based on the use of two operand operations
by introducing a group transform, which made it possible to construct a generalized
model of group cryptographic transformation with arbitrary number of operands.

In the course of further research, the speed increasing method of the implementa-
tion of group matrix cryptographic transformation [23] was developed and there was a
need to evaluate its effectiveness.

3 Literature review

Problems of security and integrity of information in computer systems and networks
require special approaches to their solution. In connection with the latest develop-



ments in Ukraine and the world, the increasing number of attacks on computer sys-
tems need to solve new security information tasks that are facing the relevant special-
ists.

Ensuring the protection of confidential information about the social, political, eco-
nomic, military, scientific and technological condition of the state and personal in-
formation of national persons is an extremely important task. In the context of in-
creasing the number of threats, there is a need to develop new and improve existing
information security systems. In the field of information security, cryptographic pro-
tection is one of the promising directions of scientific research both in our country
and abroad.

A significant contribution to the improvement of existing and development of new
methods and means of cryptographic protection made such foreign and domestic sci-
entists:  C. E. Shannon, B Schneier, G Brassard, J.L.Massey, W. Diffie,
M. E. Hellman, R. L. Rivest, A.Shamir, N.Koblitz, O. A. Moldovian, M. A.
Moldovian, I. D. Gorbenko, V. K. Zadiraka, M. A. Ivanov, A. N. Fionov, V. V. Ya-
shchenko, A. O. Logachev, B. Ya. Riabko, A. M. Oleksiichuk, L. V. Kovalchuk, A.
Ya. Biletskyi, O. G. Korchenko and others.

However, due to the development of computer systems, there have always been
and will remain unresolved tasks of increasing the level of information security and
reducing the time of encryption. The main characteristics of cryptographic systems
are the stability, speed and reliability of cryptographic transformations that need to be
constantly raised. To date, not all possibilities have been exhausted for improving the
stability of cryptographic systems on the basis of the use of logical operations of cryp-
tographic transformation, a significant contribution to the development of which have
been made: K. G. Samofalov, V. A. Luzhetskyi, O.V. Dmytryshyn, O. M.
Romankevych, R. P. Melnyk and others. Therefore, there is a need for additional
research aimed at developing methods for improving the quality of pseudorandom
sequences, as well as improving the quality of crypto primitives for streaming and
block encryption. An outstanding solution to the problem of increasing the speed and
stability of the matrix cryptographic information transformation is the use of group
transformations.

4 Evaluating the effectiveness of the speed increasing method of
the implementation of group matrix cryptographic
transformation

On the basis of the proposed generalized models of group matrix cryptographic trans-
formation [22, 24], which are presented in the following form:
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where a; €[0,1] - the coefficients of the matrix of direct group cryptographic

transformation, Fik — operations of non-group two operand cryptographic transfor-

mations, @ — operation of addition modulo 2, Zi — input data for direct transforma-

tion, W, — input data (results of direct transformation) for reverse transformation,

ie{l..n}, je {1..n}.
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where bij €[0,1] — the matrix coefficients of reverse group cryptographic transforma-

tion, Fid — operations of reverse non-group two operand cryptographic transforma-

tions, ie{l..n}, je {1..n}.

For practical implementation, the schemes was constructed for the direct (Fig. 1,
which implements the proposed model (2)), and the reverse (Fig. 2, which implements
the proposed model (3)), group cryptographic information transformations.

It should be noted that a direct and reverse non-group matrix cryptographic trans-
formation is performed in the first round of encryption and decryption. The direct and
reverse group matrix transformations are implemented in other rounds of crypto-
graphic transformation.

Taking into account the general technology of the encryption and decryption proc-
ess with the key (Fig. 3) [25]:



Fig. 1. The block diagram of direct group cryptographic information transformation in the
implementation of the model (2)

Fig. 2. The block diagram of reverse group cryptographic information transformation for model
implementation (3)



KEY
-
KEY
.

RN RN

information encoded
ROUND 1 ROUND 2 \

ROUNDI1 ROUND2 information

information

encryption decryption

Fig. 3. Encryption and decryption with the key

Consider in more detail two-round hierarchical matrix encryption.

If in a group matrix transformation, n blocks of data are encrypted at the same time
for m bits each, then the block diagram of implementing two-round hierarchical ma-
trix encryption can be presented as (Fig. 4):
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Fig. 4. Block diagram of implementing two-round hierarchical matrix encryption

In accordance with the developed speed increasing method of a group matrix cryp-
tographic transformation, which implements mathematical models (2) and (3), the
block diagram of implementing two-round hierarchical matrix encryption can be im-
proved by reducing the elements and blocks of the reverse transform diagram.



The block diagram of implementing the speed increasing method of group matrix
cryptographic transformation is presented in Fig. 5.
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Fig. 5. The block diagram of the speed increasing method of group matrix cryptographic trans-
formation

It should be noted that the block diagram of implementation of the speed increas-
ing method of group matrix cryptographic transformation presented in Fig. 5 provides
the implementation of an improved two-round hierarchical matrix encryption. Due to
the improvement, which consists of combining two rounds of decryption based on a
mathematical model (3), achieved by increasing the speed of the reverse transforma-
tion, leading to the reduction of time spent on this transformation.

k
Let be t,:max — the maximal time of non-group direct matrix cryptographic trans-

. k K gk 4k Kyt .
formation (tFmax =max {tFl , th , '[,:3 yeees tFn }, F, — time of non-group direct ma-



trix cryptographic transformation of Fi operation), '[é — time of group direct matrix

. d . . :
cryptographic transform, {f - maximum time of non-group reverse matrix crypto-
d
. : d d d 4d d .
graphic transformation (1 = max {tFl R th ) S tFn }, t|:| — time of non-group

k
reverse matrix cryptographic transformation Fi operation), tG — the time of group
reverse matrix cryptographic transformation. It should be noted that in the general
case tf  =t! | and t§ =t .

Then the speed of implementation of two-round hierarchical matrix encryption
(Fig. 4) will be determined:

tmp = tll;

‘max
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The speed of implementation of the speed increasing method of group matrix cryp-
tographic encryption (Fig. 5) will be determined:

oo =te  +ts +td +t., (5)

mpg max
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where t¢ = max {tgmax L1, "® _ the implementation time of the addition opera-
d

tion by module, T

>1,.

Having analyzed expressions (4) and (5), we can state that:

tmp > tmpg . 6)

Consequently, implementation of the speed increasing method of group matrix
cryptographic encryption provides an increase in the total speed of encryption and
decryption of information, both by reducing the complexity of finding the reverse
transformation and by combining group and non-group matrix transformations when
decoding information.

5 Conclusion

As a result of conducted research, an expression was obtained for calculating the
complexity of logical determinants, depending on their order:



C, =[17+(n=3)x6)x4+3]n+(n-1),

where n>4 — the order of the logical determinant.

In this expression, the complexity is determined by the number of inputs of the log-
ical elements of the functional scheme, which implements the construction of the
determinant.

It was proved that the model (2) and (3) provide for reducing the complexity of
implementing the matrix transformation from 8 to 33 times, depending on the matrix
dimensions.

The proposed hierarchical structure of the group transformation made it possible to
make certain changes in the matrix encryption and decryption process, that is, it made
it possible to significantly reduce the time for the process of passing the cryptographic
matrix transform (Fig. 6):
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Fig. 6. Time of matrix transformation and group matrix cryptographic transformation

In the classical case, the implementation of group transformation in direct trans-
formation is performed non-group, and then in a group operation, and in the case of
inverse transformation, the group is initially performed, and then non-group opera-
tions. The spent time goes to all four stages of implementation.

The application of developed models of group matrix cryptographic transformation
allows us to combine the stages of reverse group and non-group transformations. Ac-
cording to the results of practical implementation, the implementation of this method
provides an increase in speed of 6-8% depending on the matrix dimensions.
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