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Abstract. This research addresses the issues of information and 

communications technologies (ICT) support of participation of Higher 

Education Institutions (HEIs) in innovation networks by indicating some 

strategies and approaches for ICT infrastructure management. The study is 

based on the idea, that the management of the formation and transfer of 

intellectual resources becomes the key task of HEIs in the framework of their 

new role in development. Based on research results the main directions of ICT-

innovations application for the creation of educational programs based on 

unified scientific-educational and innovation processes with application of 

interdisciplinary problem-oriented and project-oriented educational 

technologies were formulated. Moreover, this paper explores the effects of C-

engineering approach application for multidisciplinary engineering analysis 

purposes in S2B-B2S (Science-to-Business – Business-to-Science) cooperation 

processes. The main issues and cases of ICT application in HEIs for technology 

transfer management thought the creation of smart environment of HEIs 

researches programs for business were considered.  
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1 Introduction  

Innovation networks are an effective mechanism for mutually beneficial interaction 

between research and development, start-ups and innovative business, interested in 

the practical implementation of their scientific and technological developments and 

projects both in their own territory and internationally. 

This need is also caused by Industry 4.0 trends [1]. A typical feature of Industry 

4.0 solutions is efficiency from interaction. Ability to interact with other participants 

of innovation system, to integrate into innovation networks or to adapt the new 
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conditions; openness to such interactions becomes important factors of the 

competitiveness of any product or business. For this reason, one of the key topics in 

the development of Industry 4.0 technologies is the theme of interoperability and 

communications standards. Support for a standard makes a product, service or system 

open to interactions for other participants. 

High and increasing information and communications technologies (ICT) 

accessibility necessitates a rethinking of many processes. A wave of breakthrough 

innovations not only passes through technological markets, but also destroys many 

seemingly formed and predictable industries, including education and science in 

education. In this situation, higher education institutions (HEIs) should take 

responsibility for the formation of new technologies, both in terms of equipping the 

economy with qualified personnel and technological development of industries.  

The innovative potential of HEIs is one of the most effective levers in state 

innovation policy and one of the most important factors for economic development. 

Therefore, at present, in all countries, the search for a new institutional form of 

organization of scientific and educational activities is actively carried out, designed to 

take on the main burden in personnel and scientific support for the demands of high-

tech sectors of the economy. This, in turn, leads to the search for new approaches not 

only to change the paradigm of education, the introduction of experimental methods, 

forms and technologies of organizing integrated scientific and educational activities. 

Thus, the organizational aspects of implementing of innovation networks principles 

through the creation of ICT infrastructure are an important task. The implementation 

of ICT is based not only on the operational approach for HEI management as a factor 

in modernizing the efficiency of internal communications, but also on trends in the 

knowledge economy and the post-industrial economy. 

The reports devoted to Industry 4.0 (e.g. [1]) note that development strategies must 

be based on a completely new approach to production as a network conglomerate of 

major industrialists, experts, economists and academics. Therefore, the question arises 

about the development of tools for designing relevant networks that will form 

synergies of interaction. This approach is also suitable for open innovation context [2] 

and open innovation networks development [3]. 

This synergy of interaction can be created within the framework of ecosystems of 

innovation in relation to interacting groups of actors operating in a single environment 

and creating value that none of the companies could produce alone [4; 5]. From the 

point of [6], the innovation ecosystem consists of partners, on whom your success 

depends in the creation of innovation. And they include both those who are directly 

involved in the innovations creation and those who are not directly involved in 

creating the product, but are needed for its successful launch (for example, a network 

of special gas stations for electric vehicles that you want to produce). Therefore, when 

developing an innovation strategy, it is necessary to identify all the interdependencies 

and partnerships that are necessary for success, as well as the ways to create these 

partnerships. This idea can be successfully applied for HEIs which are innovation 

agents with development goals. 

In view of above, we can note that the existing innovation infrastructure lacks such 

innovation network communication component [7; 8], which would provide not just 



access to supporting information for innovation activity, but would help innovation 

actors to enter into network contact with each other, as well as to receive the 

necessary information directly from the subjects of innovation and give feedback in 

business – education system. Therefore, the development of a model of ICT support 

for HEIs based on the network mechanism is a relevant scientific and practical task. 

The purpose of this study is to develop a communication model of the university’s 

innovation infrastructure in order to improve the efficiency of the innovation ICT 

infrastructure through increasing the efficiency of information transfer and network 

communication interactions with the business sector. 

Formation and transformation of the conceptual model of HEI in the conditions of 

Industry 4.0 is proposed to be studied in such aspects: the place of the HEI in the 

educational structures and development institutes system; the identification of the 

specifics of the HEI's activities in the relationship education – science – practice in 

the era of Industry 4.0 and analysis of the value-semantic content of education. The 

research is based on the need to develop integrated vocational and education 

strategies that reveal the potential of new social role of academic institutions in 

modern conditions. 

2 ICT Based HEIs R&D Strategies  

According to the modern approach, to ensure the competitiveness of educational 

services, HEIs should implement appropriate quality assurance procedures, develop 

innovation management policies, standards of practice-oriented educational programs, 

form and implement a strategy for continually improving the quality of education 

through interaction with business and society (demand approach). At the same time, 

the management of innovations in modern HEI should include the digitization of the 

main directions of its innovation activity. 

Digitalization and specialized ICT offer new platforms and applications to interact 

and integrate the processes of educational & research and innovation processes, as 

well as information technologies for variety of analytics. In addition, domestic and 

international R&D cooperation, which has become more effective through modern 

communication tools, is crucial for solving complex problems, crisis management, 

internal and international security, and much more. In general, innovative 

communications, collaboration tools and cloud services create completely new 

opportunities for coordinating efforts and overcoming future challenges. So according 

to the new role of HEIs, these capabilities are critical. 

In this context, it can be accurately asserted that individual ICT solutions, modern 

network infrastructure and scalable cloud solutions will play a major role in HEIs 

R&D and technology transfer. ICT can be considered as a key for reengineering and 

streamlining of educational processes. In this way it will be crucial in future efforts to 

modernize of the higher education system, especially the technology transfer 

(including social). Thus, the digital transformation of the higher education system is 

important to maintain competitiveness in the era of globalization and Industry 4.0. 

Therefore, a promising aspect is the analysis of modern ICT components that HEIs 



need to participate in innovation networks in the formation of Industry 4.0. In order to 

achieve the goals of university development, it is necessary to analyze the 

peculiarities, problems and trends of the global knowledge generation environment in 

a post-industrial society, as well as the foreign experience of developing existing 

prototypes of ICT-based scientific and innovation networks in order to identify the 

possibilities for its adaptation to the conditions of the formation of the national 

innovation system.  

Creation of information space and relevant communication tools to support S2B-

B2S cooperation activities is one of the urgent tasks solved with the help of a 

specialized ICT platform. It is also important to note that the participants in the 

innovation network are geographically distant from each other organizations, 

including those located in different states. The ICT platform of innovation network 

S2B-B2S cooperation is one of the most important tools for the common work of the 

system’s participants and should provide the following functions [9]: 

 informational (databases of technological offers and requests profiles, interface for 

remote information management, website); 

 communication (tools for organizing the tracking of expressions of interest and 

correspondence with customers, forum of participants of the system, tools for 

collaborative education projects); 

 reference and training (library of methodical materials, program and regulatory 

documents, samples); 

 monitoring of system (statistical reports on performance indicators).  

3 C-technology as Approach for S2B-B2S Cooperation 

Networks 

C-technology in high-tech industries and S2B-B2S cooperation is based on integrated 

product and process development, decision-making technologies and can be 

considered at three stages: the formation of specification of requirements, conceptual 

design and detailed design. At the first stage, the analysis of initial requirements and 

constraints is carried out, an assessment is made of the feasibility of finding a design 

solution, at the second – the selection of acceptable (in the context of subsequent 

integration) types of design decisions (concepts for implementing the domain model 

elements), at the third – the choice of technical solutions. 

When using C-engineering in S2B-B2S cooperation digitization, there is a problem 

of information exchange between various project participants of innovation network 

from HEIs and business (students, researchers, customers, researchers, developers, 

manufacturers, operators, etc.). When transferring project data from one ICT 

component to another, it takes a lot of work and time to re-encode, which leads to 

numerous errors and loss of time. In addition, as the project becomes more complex, 

there is a sharp increase in the volume of technical documentation. Traditionally in 

the project firms there are considerable difficulties in finding the necessary 

information, making changes in the design and technology of manufacturing products. 



There are many errors, the elimination of which takes a lot of time. As a result, the 

efficiency of the processes of development, production, operation, maintenance, and 

repair of complex high-tech products decreases sharply. There are difficulties in S2B-

B2S cooperation both in the preparation and implementation of innovative projects. 

To solve this problem, we propose to consider the technologies of system 

information support and maintenance of the product life cycle in the S2B-B2S 

network integrated information environment, defined as a set of distributed databases 

containing information about products, production environment, resources and 

processes. This system should ensure the correctness, relevance, safety and 

availability of data to those subjects of production and economic activities involved in 

the product life cycle processes that need and be allowed. 

For HEI, it is important that the process of creating specifications with information 

for software-controlled technological equipment, sufficient for the manufacture of a 

product, can be distributed in time and space among many project studios (student 

groups, labs, off.). 

4 Conclusion  

Creation of ICT support of network mechanisms will provide an opportunity to 

consolidate information resources of HEIs, innovation centers and integrate them into 

innovation networks. As a result, the communication model of innovation 

infrastructure will allow to coordinate, regulate and coordinate the activities of 

innovative labs, provide consumers with information about the market of scientific 

services, the market of innovative products and projects, technical problems of 

enterprises, provide authorities with all the information to record and monitor the 

results of scientific and innovative activities , to assess the innovation potential of the, 

to determine the priority directions of development of science and technology in HEI. 

Based on research results the main directions of ICT-innovations application for 

the creation of educational programs based on unified scientific-educational and 

innovation processes with application of interdisciplinary problem-oriented and 

project-oriented educational technologies were formulated. Moreover, this paper 

explores the effects of C-engineering approach application for multidisciplinary 

engineering analysis purposes in S2B-B2S innovation network cooperation processes.  

The results suggest that the creation of network mechanisms based on C-

engineering will provide an opportunity to consolidate the information resources of 

HEIs, government agencies, specialized organizations and innovation business centers 

in modern innovation projects. The main issues and cases of ICT application in HEIs 

for technology transfer management thought the creation of smart environment of 

HEIs researches programs for business were considered. Empirically examining of 

these cases produced a more complete understanding of HEI ICT-based networked 

strategies. The application of ICT in HEI management will contribute to the 

emergence of new projects, increase the survival rate of existing R&D projects due to 

their expansion through practical testing and implementation, the formation of new 

partnerships, start-ups, an increase in the HEI achievements being implemented, the 



use of existing intellectual, industrial and financial potential, close ties between the 

scientific community and business.  

The given recommendations can be used by policy makers in R&D, managers of 

education and/or R&D organizations within the technology transfer strategies and 

innovation education technologies implementation projects to improve the interaction 

between HEIs and business within the innovation networks. 
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