CEUR-WS.org/Vol-2408/paper2.pdf

Leveraging Blockchain to Improve Clinical Decision
Support Systems

Vidya Soundararajan MD, FACOG, MSHMI ! Bonnie McDaniel * Jiyo Shin MD,
FAAFP, MSHMI ! Sweta Sneha, PhD ? Vijayaraghavan Soundararajan, PhD 3

L WellStar Health System, Marietta. GA 30062
2 Kennesaw State University, Kennesaw, GA 30144
3 Vmware, Palo Alto, CA 94304
Soundararajan9l7@gmail.com

Abstract: Clinical decision support systems (CDSS) fail to reduce medical errors
because they are unable to interact actively with various sections of the electronic
health records (EHR) and provide context-appropriate alerts. The shortcomings
of the CDSS increase the cognitive burden to clinicians, worsen alert fatigue, and
increases the duplication of tests and health care costs without improving patient
outcomes. An architectural framework that leverages together CDSS with a
blockchain platform and smart contracts can provide a convenient abstraction
that has the potential to solve this problem. We performed a literature search
using the keywords CDSS, EHRs, blockchain technology. We manually and
electronically looked at papers that were published from 2000-2018. We used
CDSS, blockchain, EHR as keywords using the PubMed and Medline databases.
The search returned 2338 articles which we narrowed down to 73 manuscripts
that were relevant to our research identifying the gaps in the current EHR and
CDSS environment. This paper identifies the shortcomings of the current CDSS
and propose an architectural framework of a CDSS that utilize blockchain
technology with smart contracts that interacts well with clinical workflow,
reduces the cognitive burden to the clinician, eliminates irrelevant alerts,
duplicate tests, and improves patient outcomes. The proposed architectural
framework is designed with the goal of provisioning holistic information at the
point of care thereby empowering the physicians with an integrated CDSS which
holds the potential to reduce physician burnout, reduce healthcare costs, and
improve patient outcomes. We use the STARR format for this research study.

Keywords: Clinical decision support system (CDSS), Electronic health records
(EHR), Architectural, Framework, Blockchain.

1 Introduction

Clinical decision support systems (CDSS) are defined as knowledge systems integrated
with EHRs that use two or more items of patient data in conjunction with evidence



based clinical guidelines to generate case-specific advice[1]. CDSS also alert providers
to potential problems such as medication interactions and can provide streamlined
follow up instructions for patient care. The goal of a CDSS is to deliver the right
information to the care team in a timely manner through a channel that conforms with
clinical workflows and in a format that assists the provider with reaching the proper
diagnosis.[2] In their current state, clinical decision support systems exist in a closed
loop system and rely on historical events rather than evidence-based data[3]. The output
from these systems follow an IF-THEN framework for triggering alerts and in creating
the diagnostic report for the provider. The programs perform their function in an
ordered, systemic manner of collecting inputs, analyzing the data and creating outputs
[4].

The current design of clinical decision support systems has fallen short of the
intended goals of improved medical outcomes due to a lack of efficacy [5]. Although
integrated with the EHR, CDSS systems are not patient or context specific which leads
to the increased firing of irrelevant and inappropriate alerts [6]. The CDSS can only use
the structured patient data that is siloed in the individual providers’ EHR that may not
interact with other EHRs. The patient medical record is incomplete; therefore, the
CDSS cannot take advantage of large data sets to provide physicians with the
probability of an adverse condition or medication reaction [7]. Providers
independently must search various areas of a patient chart to obtain the information
they need and to assimilate the information: a time-consuming task. Current CDSS
inundate the physician with big data without context specific filters. Physicians must
expend cognitive energy to review and decipher unnecessary information which leads
to an increase in cognitive burden [5]. This overload leads to inefficiencies and gaps
in clinical workflows and increases the rate of provider burnout [8]. An interface
between a CDSS and a patient medical record that includes a patient-specific and
diagnosis-specific history would allow the CDSS to provide appropriate diagnostic
recommendations that are specific to the patient’s medical history [9]. Furthermore,
the transaction of information is instantaneous and provides real time guidance for the
clinician in a nonobtrusive fashion. This real time, instantaneous information that is
context relevant and patient specific, allows the physician to evaluate a patient, and
make appropriate decisions in a quick and efficient manner [10].

For example, a provider prescribes a blood pressure medication for a 90-year-old
woman with diabetes and a serum creatinine level of .8 and the CDSS generates an alert
stating the medication is contraindicated during pregnancy. Clearly the individual is
not pregnant; thus, the alert is irrelevant and considered a nuisance by the physician and
is ignored. However, along with an alert regarding pregnancy, there may be an alert
that emerges that suggests that the medication is contraindicated in a patient with renal
disease. This alert may be relevant and critical, however, because a nuisance alert had
popped up at the same time, both alerts may be ignored, and patient harm can occur
[11]. Some CDSS software allow adjustments to reduce some of the nuisance alerts;
however, the fundamental problem is the alert is triggered by the medication. The
CDSS scans its information on the medication and lists the various interactions (which
are not context based) for the medication alerts [12]. This routine leads to alert fatigue
which leads to clinical error. Ideally, the clinical decision support system should be



able to extract not only the name of the medication prescribed, but relevant information
about the patient (labs, gender, age and medical problems/surgeries) and refine the
number of alerts generated [13]. In the example stated, the CDSS should be able to
extract the patient age, 90, her medical problems (hypertension and diabetes), important
labs (creatinine .8), to use this clinical context to scan its database of interactions and
conclude that no alerts should be triggered. A context-based CDSS reduces alert fatigue
and also reduces the cognitive burden to the physician by only producing appropriate
alerts.

Currently, EHRs are not designed to store the patient information and allow the
CDSS to utilize it actively and simultaneously. Rather, both systems function in a
dyssynchronous fashion and create delays in patient care [14]. Additionally, because
of the lack of interoperability, the partial patient information is siloed in a provider’s
EHR and the provider cannot access critical information from other hospital systems.
This lack of interoperability leads to the duplication of tests and efforts and places
additional cognitive burden on the physicians to assimilate information from various
sources [10].

Various departments (pharmacies, nurses, providers) and clinical settings utilize the
CDSS simultaneously; it is imperative that the source of the clinical information from
which the CDSS pulls its information is immutable, portable, and irreversible in order
to provide clinical consistency and prevent errors [16]. However, for the CDSS to
function in this manner, it needs to be interoperable with multiple EHR systems,
laboratory systems and pharmacy systems. When the CDSS is embedded separately in
each of these entities, multiple interfaces are needed to be maintained or the CDSS can
malfunction [15,16].

Therefore, if a platform existed that could store the patient’s clinical information as
a base layer coupled with an interface between this base layer and a nonintegrated
clinical decision support software system, EHRs and outside sources would only need
one interface to the CDSS.

Blockchain technology together with smart contracts hold the promise of providing
a secure platform where once validated, irreversible patient data can be shared and
aggregated amongst providers [17]. Blockchain allows for secure and scalable data
sharing to enhance clinical decision making [18].

A CDSS linked to a medical record blockchain could alleviate cognitive burden for
the physicians by utilizing patient specific information, prevent the duplication of
diagnostic studies, and eliminate inappropriate alerts. By alleviating these problems,
we would reduce patient errors and consequently improve patient outcomes. If the
complete patient record were stored on a blockchain and an interface existed between
the blockchain and the CDSS, the CDSS could use the data in its algorithms. The
algorithm results would be sent real-time to the provider via an interface between the
CDSS and the EHR. Any alerts or suggestions triggered by this workflow would be
context-driven and clinically accurate.

The research question that we address is: How can relevant holistic patient
information be made available to the healthcare providers at the point of care with the
goal to enable well informed clinical decision making thereby improving patient
outcomes and reducing inefficiencies in healthcare delivery and practice. Our research



objective is to provide an architectural framework of a CDSS that interacts with EHRs
by leveraging a blockchain platform where patient data is stored as connected blocks.
The proposed CDSS has the potential to provide an integrated holistic view of all
patient information at the point of care thereby enabling the provider team to make well
informed clinical decision in a patient centered environment while addressing current
issues of inefficiency and interoperability. We utilize the STARR format in our research
as described below:

Situation: Clinical decision support systems (CDSS) fail to reduce medical errors
because they have been passively embedded into Electronic Health Records (EHRS).
Furthermore, each entity that interacts with EHRs (pharmacies, labs, radiology) have
their own embedded CDSS. Each CDSS utilizes the siloed information to trigger alerts.
This passive incorporation leads to the massive triggering of inappropriate alerts that
increase the cognitive burden to clinicians and leads to provider burnout, alert fatigue,
duplication of tests, and rising health care costs without improving patient outcomes.
Task: To keep the CDSS independent of the EHRs and to create a digital platform that
can contain a complete set of patient records with which the EHRs and the CDSS can
interact. With access to the complete patient records, the CDSS can create context-
driven appropriate alerts and that actively assist health care providers with timely
clinical decisions. More appropriate alerts that are context-driven can reduce alert
fatigue, reduce provider burnout, reduce health care costs and improve patient
outcomes. Blockchain technology provides a potential solution as a digital platform
that contains a complete set of patient records.

Approach: We design an architectural framework that leverages blockchain
technology to improve existing Clinical Decision Support Systems (CDSS).

Result: We design an architectural framework that leverages blockchain with CDSS to
produces context-driven alerts which results in fewer inappropriate alerts, reduces
physician burnout, reduces duplicate test ordering, decreases health care costs and
improves health care outcomes. The design is not yet implemented at a healthcare
facility. We provide details of a case scenario to test the validity of the proposed
architecture.

Reflection: In this paper, we provide an architectural framework that leverages
blockchain technology with CDSS. Future research will focus on implementation and
validation of the proof of concept. The current limitations of the architectural
framework include but are not limited to the following: the scalability of the CDSS;
the security of the patient data once it is in the blockchain format; the last mile issues
of converting the off chain patient data to on chain structured patient data.

2 Background CDSS, Blockchain and MedRec

A CDSS links patient data with a knowledge base to generate information and
suggestions that help providers improve the health care they deliver [3]. At a high level,
blockchain technology is a platform for directly and securely sharing audited,
permanent data based on permissions granted by the owner of the data [17].



2.1 CDSS

Clinical decision support systems (CDSS) are defined as knowledge systems integrated
with EHRs that use two or more items of patient data in conjunction with evidence
based clinical guidelines to generate case-specific advice [1]. According to Berner et
al., CDSS software incorporates the generic steps in input, processing and output: (i.)
The patient-specific data is entered by health professionals involved in the care, (ii.)
processed and linked to knowledge stored in a database, and (iii.) notifications are
communicated back to clinicians [19]. According to this concept, if the patient
knowledge is stored in the same database, the CDSS can be effective in reducing
clinical errors. However, when patient knowledge database is heterogenous and siloed
in various databases, the CDSS becomes ineffective in reducing clinical errors and
increases the cognitive burden for clinicians and increases the number of inappropriate
alerts and does not reduce the duplications of tests [15]. Huang et al describe a CDSS
based on heterogenous data sources that can assist inexperienced physicians with the
diagnoses of complex illnesses [20]; however, without the interoperability of databases,
itis difficult to create a common consistent patient knowledge base from which a CDSS
can receive its input and provide accurate clinical outputs [21]. Goldberg et al describe
an enterprise clinical rules service that utilize a single, logical service that can replace
innumerable discrete decision support modules that uses API to connect to the EHRs
[22]. The system utilizes numerous patient databases with a single CDSS. One of the
limitations of the ECRS is the caching of patient data is not available beyond the
boundary of a single decision support transaction [21]. The diagram and summary table
below show the current state of information flows in an EHR based clinical decision
support system  When all of the patient data is in a single database or a single
prevention is evaluated, this model works well [15].

CLINICAL DECISION SUPPORT SYSTEM — SINGLE PROVIDER (UNILATERAL)
INPUTS

. MEDICAL
=t KNOWLEDGE™™

PATIENT DATA

DATA PROCESSING

INFERENCE
ENGINE

ouTPuTs l

ALERTS111
ALERTS!!! >~

L[ —_— Ve

D —— 2=

- @ e f ~
o ” R —

CASE-SPECIFIC ADVICE

DATA AND DIAGNOSTICS ARE SILOED WITHIN THIS PROVIDER SYSTEM AND CDSS

Fig. 1. Anillustration of the current state of data flow in a clinical decision support system.



Figure 1 is an illustration of the current state of data flow in a clinical decision
support system. The inference engine, which is embedded in the EHR utilizes
structured patient data entered by the provider with evidenced based guidelines and
triggers alerts when key words are identified. The CDSS is passive, can only act upon
a single decision support transaction, and does not actively interact with the patient data
source. ldeally, the alerts are context based. However, the inference engine is limited
by the data entered by the provider and cannot abstract patient information from sources
outside the EHR unless an interface exists with the outside source. Figure 1 shows the
current workflow of a CDSS. The data inputs interface into the CDSS in a unilateral
direction. The unidirectional flow of data creates a passive rather than active CDSS
[17].

Table 1. Current state of CDSS.

Properties Purpose Problem
Software Embedded | CDSS is integrated | CDSS assessment guidelines provide generic
in HER with EHR system to | and unnecessary information that inundates

assist with decision
making

providers with too much unfiltered data and
increases physician burnout.

Dataset siloed in EHR

Provides triggers for
CDS

*CDS can only recognize structured data
entered by providers and cannot assimilate
unstructured data from outside sources. This
leads to incomplete patient records which limits
the efficacy of the CDS. Providers need to
manually assimilate the information. The
process disrupts the provider workflow and
increases cognitive burden for the provider.
*Critical time is wasted with manual transfer of
records.

Patient is required to sign multiple forms to
authorize the release of records.

*Lack of access to outside records leads to
duplicate testing and inefficient utilization of
resources.

Alerts Warns providers of | Alerts not context based. Alerts tend to be
possible interactions intrusive. Noncritical alerts fire frequently and

create alert fatigue.
Passive Cannot pull relevant information from EHR.

Results in duplicate testing.

CDSS software is embedded in the EHR systems and uses the passive steps of
input, processing and output to provide alerts and recommendations. It uses the patient
data knowledge source stored in a structured format to generate alerts when triggered.
Since the data source is restricted to the database in the EHR, the CDSS’s ability to
provide appropriate recommendations is limited (please see table 1).



Current clinical decision support systems are vendor specific. The inputs are
controlled by the vendor and the patient data is local to the specific provider’s EHR
[23]. It cannot interface with labs, pharmacies or data obtained from other medical
providers who utilize a different EHR. The inference engine which utilizes the medical
knowledge and the patient data for recommendations is limited by the inputs it receives
[15]. Itis also programmed to fire specific alerts based on criteria programmed in the
EHR [19]. Therefore, alerts are not context aware and may not be clinically relevant.
While the end result is case-specific, the report is not complete. Figure 1 shows the
current workflow of a CDSS. The data flows in one direction from the information
sources into the CDSS. The unidirectional flow of data creates a passive rather than
active CDSS [17].

Ekblaw introduces a novel concept of a single patient database that is portable in the
form of the blockchain platform [24]. There is now the potential to combine a portable
complete patient data knowledge source with an interactive CDSS and produce
numerous decision support transactions.

2.2 Blockchain and Medrec

In a blockchain network the chain of transactions is decentralized and shared amongst
all members based on their granted level of permission. Transactions submitted to the
chain must be validated as authentic by a consensus of experts who are compensated
for validation [25]. Once consensus is reached, the new transaction in the chain is
linked to previous transactions by a cryptographic hashtag and cannot be reversed
except through a new transaction [26]. Information added is available immediately and
becomes a single source of truth for the information being recorded [26]. Permissions
to and use of data are executed through code stored on the blockchain platform knows
as smart contracts [16].

Briefly, smart contracts can be thought of as code that is executed in response to
accesses to the blockchain. It is called a smart contract because the action can be
automated and it can access data on the blockchain and can therefore enforce the terms
of the contract in an automated way [31,32].

For example, suppose a piece of data is stored on the permissioned blockchain. If the
physician tries to access the blockchain via an app, the smart contract looks at the access and the
physician access rights and determines if the physician is capable to access code. The smart
contract either allows access or denies access as a result. The same process can be held for the
CDSS and other third parties participating in the patient care.
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Fig. 2. MedRec system architecture

Figure 2 describes the MedRec architecture. MedRec is a decentralized medical record
management system designed using blockchain technology [26]. MedRec uses smart
contracts built on an Ethereum blockchain and a backend API library to manage the
EHR interface. The APIs illustrated above in MedRec is manage access and
permissions to data recorded on the blockchain [3]. The physician registers with the
MedRec App. When a provider needs access to a patient’s records, they request access
to the records. The Gatekeeper runs a server listening to query requests from clients.
The request is cryptographically signed by the patient and allows the gatekeeper to
confirm if the provider is allowed access to the query.



It is this interface that allows for the interoperability of diverse EHR systems and
which would provide the data for the CDSS in a standardized format across systems.
MedRec does not store the records on the blockchain, but instead points to where the
record is located at the various points of service, also known as nodes [24,30]. These
nodes agree to run the smart contracts as requested by the MedRec blockchain. With
patient permission, the physician can access medical information across all records
linked to the MedRec ledger. By utilizing an API and storing the data off chain,
MedRec can simultaneously address the interoperability issue of EHRs and the
scalability issue of blockchain technology [18,26,29].

The MedRec blockchain has built in capabilities for a public blockchain. The
validation necessary to make the records immutable is a consortium of miners with
medical backgrounds who receive incentives for agreeing that the records to be added
to the blockchain are authentic [27]. On a MedRec blockchain network, the miners are
incentivized by gaining access to anonymized healthcare data. This same anonymized
data that is granted to the miners could also be accessed by the CDSS through additional
code in the smart contract [30].

These features provide an ideal vehicle to provide accurate information that a
clinical decision support system can use to assist providers and improve the delivery of
health care [30].

3 Methods

A review of the literature on clinical decision support systems in Medline and Pub Med

CEINNT3

was performed utilizing the search terms “clinical decision support”, “alert fatigue”,
“EHR and clinical decision support”, “physician burnout”, and “interoperability”. The
purpose of these search terms was to get a consensus on current issues in clinical
decision support and why these issues occur. The searched revealed over 2,338
articles. We refined the search to “EHR and physician burnout” which isolated 16
articles. We discovered that many of the burnout issues were related to functionality
and disrupted workflows programmed into the EHR. A literature review was also
performed on “blockchain technology and healthcare” which produced 57 articles. The
initial search was for terms related to blockchain in order to obtain an understanding of
the functionality and current developments. We used the search terms, “blockchain”,
“ethereum”, “smart contract”, and “Hyperledger” “blockchain miners”, and “nodes”.
After gaining an understanding of blockchain technology we focused our search on

blockchain opportunities in healthcare.

4 Architectural Framework

We combined the concepts of a MedRec blockchain, which is a portable and complete
patient record, with an independent, non-integrated clinical decision support system.
The purpose is to provide clinically consistent output along with context specific
alerts that fire appropriately. The goal of this combination is to reduce cognitive
burden to physicians, provide clinical consistency with the independent CDSS
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thereby reducing duplicity in tests, healthcare costs and improving patient outcomes.
The architectural framework is illustrated in figure 3 and the high level conceptual
workflow is provided below:

1. The Medrec blockchain is accessed through the APIs built into the MedRec platform.

2. Data needed for the current clinical diagnosis follows the code built into the smart
contract that retrieves the data stored “off chain” in the databases of the providers
who have treated the patient.

3. The CDSS is able to assess actively this data by using the CDSS knowledgebase,
algorithms and data mining techniques and to create context-based and patient
specific alerts, diagnostic tests, and clinical recommendations.

4. The diagnosis, orders and tests from this encounter are then routed back to the
provider database where they will feed back into the blockchain.

FRAMEWORK FOR CDSS INTEGRATED WITH MEDREC BLOCKCHAIN
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Fig. 3. An illustration of the architecture of our proposed blockchain solution to improve the
CDSs.
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Table 2. —Proposed Changes to CDSS

Properties

Purpose

Advantages

CDSS software is separate
from the EHR. The CDSS
interfaces with the
blockchain platform

CDSS interacts with a
consistent source of patient
specific information.

CDSS able to retrieve
relevant patient information
to reduce duplicate tests.

Patient medical record is
accessible via a blockchain
interface.

Immutable portable source
of patient records that is
independent of the EHR

Patient records are portable.
Reduced time wasted trying

to collate patient records.
ePatient authorization is
stored electronically.

system used.

Alerts context based CDSS retrieves relevant | eAlerts are context based.
information from the | <Fewer alerts fired.
medical records and fires | *Reduces alert fatigue.
alerts.

CDSS actively interacts with | CDSS  retrieves relevant | sImproved clinical care

the EHR information from the entered | through the development of
information to assist | algorithms in a neural
provider  with  decision | network that can assimilate
making. data within seconds.
simproved clinical
workflow.
*Reduces medical errors.
Facilitates precision
medicine.

Figure 3 provides an illustration of the architecture of our proposed blockchain
solution to improve the CDSS. Rather than the single transaction of input, process,
output, the CDSS/blockchain framework will allow for multiple transactions operate
on a continuous loop system that follows the steps of input, process, output, input to
blockchain and store in the patient database. Information flows in a bidirectional
fashion from the clinician and the patient datasource to the CDSS. This framework
allows for an actively interactive CDSS that can then create context specific alerts and
clinical recommendations.

4.1  Scenario for conceptual Validation of the Proposed Framework

With the proposed architectural framework, a clinical encounter would proceed as
follows. A 90-year-old women with a medical history significant for hypertension and
diabetes, who has been on numerous medications in the past, and a serum creatinine of
2.0 presents to the primary care provider for blood pressure management. The patient
signs a consent which allows the provider to engage in the permissioned blockchain
that stores her records. The physician orders an ace inhibitor for the patient. The CDSS
would receive the input from the clinician and scan the blockchain datasource,
recognize that the patient is 90 (not of reproductive age), identify the medical problems
of diabetes and hypertension, review previous prescriptions for the patient, and
recognize the serum creatinine of 2.0. A context specific alert would arise regarding
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the elevated creatinine and a potential contraindication for this medication with possible
alternative medications. After the clinician acknowledges the alert, the information
will be validated and added to the blockchain. In this situation the alert is context
specific and the CDSS actively interacts with the patient knowledge source to assist the
physician.

5 Barriers and conclusion

5.1 Barriers

There are potential barriers to creating this architectural framework: the scalability of
the CDSS, the security of the patient data once it is in blockchain format, the last mile
issues of conversion of off chain patient data to on chain structured patient data.

The MedRec blockchain points to the data in the provider EHR rather than
trying to store the data in the blockchain. By pointing to the location, the speed of
CDSS transactions increases and allows for scalability [28,29]. The blockchain would
have to have permissioned access via the API’s [26]. The potential vulnerabilities in
the API’s need to be tested and validated. The last mile issues of the conversion of
unstructured patient data in various media formats into structured data would require
further development of natural language processing (NLP). With each of these barriers
comes the potential for the advancement of complimentary technological advances.

5.2  Conclusion

The current state of CDSS is ineffective as it produces irrelevant alerts that are not
context based and consequently increase the cognitive burden to physicians while
increasing health care costs and not improving patient outcomes. We suggest an
architectural framework that leverages blockchain technology with a CDSS that is not
embedded in the EHRs. This framework provides a CDSS that actively interacts with
EHRs and a complete patient knowledge database and is able to produce context
relevant, patient specific alerts. This architectural framework reduces the cognitive
burden to the clinician, provides context relevant alerts and eliminates the duplication
of tests. These attributes can reduce physician burnout, reduce healthcare costs and
improve patient outcomes.
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