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Abstract. The business processes of an organisation are executed in
certain boundaries. Some of the restrictions are raised from the environment of the organisations such as regulatory and supervisory constraints. One of the regulations that is imposed on organisations is the
European General Data Protection Regulation (GDPR). The most important aspect of the GDPR rules is how organisations handle personal
data of their customers. In this research, we focus on this aspect of the
GDPR. Our goal is to develop a solution that enables organisations to
deal with the challenges of becoming compliant with GDPR. We plan to
use and improve process mining techniques to tackle the problems such
as discovering data-flow and control-flow of business processes that have
interaction with personal data of customers. Our approach consists of
four phases: (1) discover process model based on purpose, (2) translate
regulatory rules to technical rules, (3) develop privacy policy model base
on the GDPR, (4) conformance analysis.
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Introduction

Generally, business processes of an organisation are executed in certain boundaries. These restrictions are defined by a set of business rules. Some of these
rules are regulatory and supervisory constraints, some are based on the domain
standards, some are implemented according to the internal regulations of each
organisation and many are defined by the trading partners [17]. The complexity
of the organisation processes, thus, has increased significantly and there is need
for constant monitoring of the implementation and execution of these complex
processes and assessment of their conformance with business rules. Given the
issues raised, organisations face major challenges. They must manage complex
organisational and cross-organisational processes, monitor running processes and
examine conformance with all business rules defined by managers, governments
and stakeholders [14]. One of the regulations that is imposed on organisations is
the European General Data Protection Regulation (GDPR) [9]. The most important aspect of the GDPR rules is how organisations handle personal data of
their customers, in which “the purpose of using data by organisation” and “the

2

Azadeh Sadat Mozafari Mehr

consent of the customer” have more prominent roles. New and improved rights
for the customer, such as “the right to be forgotten”, impacts companies because
such rights need to be accommodated in their internal processes. In this work
we focus on these important aspects of GDPR and address the most important
challenges that companies may face to become compliant:
• Most organisations rarely have a global picture and knowledge about
the data-flow between their business processes. Therefore, they cannot find the
points of the whole process that need improvement to become compliant with
the GDPR [2].
• For auditing or internal assessment of their processes, organisations need
to identify which process activities interact with personal data of the customers.
At the next step, they require a mechanism to distinguish between personal
data and other information [7]. Furthermore, they should investigate whether
the data is used for the intended purpose [13].
• Organisations should handle their processes in such way to allow users
to consent to some, but not all processes [7]. To this end, they should clearly
state their privacy policy, the purpose of collecting and using the data. This
can only be done when the organisation itself has a clear view of data-flow and
control-flow of its processes in reality.
• Organisations should track the consent of their customers. Revoking the
consent has impacts on the execution of the activities that use personal data.
On the one hand, current process cannot use the data and on the other hand,
processes that may be run in the future might not be able to use the data
of those group of customers. For this reason, organisations require to identify
the processes that are associated with personal data at the runtime. We are
investigating the challenges and we aim to concentrate on developing solutions
to deal with the mentioned challenges. We plan to use and improve process
mining techniques to tackle the problems such as discover the data-flow and
control-flow of business processes that have interaction with personal data of
customers. Our goal is to develop a mechanism to translate regulatory rules(in
this work GDPR rule set) into technical rules and model GDPR compliance rule
set as patterns. Finally, we plan to use conformance techniques to assess whether
the discovered process model is complied with GDPR compliance rule.
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Approach and related work

Our overall goal is to provide a framework for checking compliance with data
protection and purpose control using process mining techniques. To implement
the solution, our approach consists of four main steps(Fig.1):
1. Discover process model based on purpose: Usually, process mining
is performed to discover, monitor and improve real processes (not assumed or
modeled processes) and is based on the knowledge extracted from the event
logs of information systems [12, 4]. Typically, there is a gap between a modeled
process and the trend expected to occur in the process run and what occurs in
reality. The goal of process mining is to identify and decrease problems caused
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Fig. 1: Overview of the Proposed Approach

by these deviations. Process mining techniques and algorithms are categorized
as three main types including discovery, conformance, and extension [4]. Process
discovery is the most common process mining technique and can automatically
detect and generate a process model based on the event log and reality [3]. We
have a plan to continue and improve the discovery technique of “Object-Centric
Process Mining” [10]. In[10], a modeling language which combines data models
with declarative models to discover an object-centric behavioral constraint model
was proposed. The goal of this study was to discover a process model from the log
where the scope is data/object-centric processes supported by CRM and ERP
systems. Since customer is a basic concept in designing such systems,initially by
considering structured data model, we aim to use their approach to find in which
parts of the process execution there are interactions with customer data. In the
next step, we intend to extend their algorithm and add purpose specification
to the core part of it. In [10], although the approach is capable to find the
intersection points between the process layer and data layer, it cannot discover
the purpose of this association. In this research, we aim to cover this gap.
2. Translate regulatory rules to technical rules: A fundamental step
towards the solution is regulatory analysis to develop a concrete understanding
of the underlying business needs. This analysis must be done from two points
of view: the regulations on data protection, particularly the GDPR, and the
business needs for facilitating compliance thereof. Regarding to our goals, policies
that should be formalized as a rule include concepts such as the data ground
under which personal data falls, roles of the entities requesting and processing
personal data, operations and services performed over personal data, attributes
of all the involved entities, purposes of requesting/processing data. Therefore,
having the regulatory analysis as the starting point, generalization and creation
of an abstract model of privacy policy base on the GDPR comes next.
3. Develop privacy policy model base on the GDPR: To check compliance of the log with GDPR, at first we should translate the GDPR rule set
to patterns. There are two basic types of compliance checking: forward and
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backward compliance checking [14]. At this phase we plan to focus on backward compliance checking based on event data. Backward compliance checking
assesses compliance between process executions and all compliance rules, the
result will show when and where a particular rule was violated. A variety of
conformance checking techniques have been proposed based on an event log and
process model (e.g., Petri-net) [5, 6, 8, 16]. [1, 11] proposed approaches based on
temporal logic. In [15], the authors provide Petri-net patterns modeling typical
compliance rules. These rules can be instantiated for a particular process, i.e.,
the abstract activities in the pattern are replaced by concrete activities recorded
in the event log. The log complies to the rule if each log trace is described by the
Petrinet pattern. In case a trace is not described, they locate where the trace deviates from the pattern. In this work, they focus on compliance with control-flow.
As our final goal is checking compliance of discovered models with GDPR, to this
end, similarly to the work [15], we intend to model and generalize the mentioned
aspect of the GDPR as an abstract process model. We realized that this model
should include and concern two concepts of “the purpose of each activity” -that
can be one of the followings: (DC) Data collection,(DU) data usage,(NA) none
of them or (DC/DU) both of them- and “the consent of the customer”. Since
the OCBC model is based on the declarative process model, we cannot use their
idea to generalize and model the GDPR rule set as Petri net models. In their
work, they focus on compliance to control-flow whereas in our work we require
to concentrate on compliance to data-flow more than control-flow.
4. Conformance analysis: In conformance checking, an existing model
is compared with the model discovered from the event log. The goal of this
technique is to assess whether a process model discovered from the log conforms
to the assumed and predetermined process. This technique can be applied to
different aspects of the process, such as for an ideal process model, organisational
vision and business rules and policies [16]. In this phase, we will use this technique
to check the compliance of business process with the GDPR.
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Conclusion

In this paper, we mentioned the most important challenges that organisations
meet to become compliant with the GDPR. We defined our goals and the scope
that we plan to concentrate on. We outlined our research plan to provide a
framework for checking compliance to data protection and purpose control using
process mining techniques. Besides explaining each phase of our approach, we
summarized the related works and techniques that we intend to use or extend
at our future plan for the implementation of each phase.
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