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Context and Motivation

Workflow technology has emerged as one of the leading technologies for modeling,
(re)designing and executing business processes in several different application
domains such as industrial R&D, manufacturing, energy distribution, banking
processes, critical infrastructures and healthcare. A workflow is the automation
of a business process, in whole or part, during which documents, information or
tasks are passed from one participant to another for action, according to a set of
procedural rules. The conceptual modeling of workflows underlying business processes has been receiving increasing attention over the last years and many technical aspects have been discussed, including flexibility, structured vs. unstructured modeling, change management, authorization models, temporal features,
resource allocation, failure resistance and constraints (see, e.g., [14,15,18,19,21]).
Recently, attention was devoted in particular to the issue of expressing temporal features of workflows, such as task-duration constraints, temporal constraints
between non-consecutive tasks, delays, deadlines and so on [14]. Properties of
such temporal workflow models have been defined and analyzed. One of the most
interesting is that of dynamic controllability, ensuring that a workflow can be
executed satisfying all the given temporal constraints without the workflow management system restricting and/or controlling task durations but only assuming
that each duration is within a specified range (temporal uncertainty) [14].
The authors of [14] also tackled dynamic controllability under another kind
of uncertainty, conditional uncertainty, represented by the fact that some subsets of tasks have to be executed if and only if some conditions (abstracted as
Boolean propositions) are true. Similarly to what happens for uncontrollable
task durations, the truth-value assignment to such propositions is out of control. For instance, when a patient enters the emergency room, the severity of
his condition is not known a priori but it is established by a physician, while
the workflow is being executed. Since such a condition discriminates which tasks
have, or have not, to be executed (i.e., the choice of the workflow path), the
workflow management system must be able to get to the end of the workflow
satisfying all relevant temporal constraints regardless of which tasks have to be
executed and which task durations have to be satisfied. In [14], the authors did
not consider workflow instances specifying both controllable and uncontrollable
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workflow paths such that the choice of a controllable workflow path may exclude
the choice of an uncontrollable one and vice versa. That is, they did not address
fallback temporal plans, i.e., plans in which making a decision may exclude some
uncontrollable part whose behavior risks violating some constraint.
Workflows also deal with the management of associated resources in order
to complete business processes. In this thesis I considered, from a security point
of view, the most trivial of resources: users. When we talk about security in the
business process context, we must also talk about access control models, security
policies and authorization constraints.
Therefore, an access-controlled workflow extends a classical workflow by adding
users and authorization constraints. Users are authorized for tasks whereas authorization constraints say which users remain authorized for which tasks depending on who did what. Role-based access control models (RBAC, [20]) put
another layer of security on top of access controlled workflows injecting the concept of role, which acts as an interface between users and tasks saying, intuitively,
“who can do what”. For example, in a financial context, a clerk is authorized to
process a loan request, but he is not authorized to sign the contract at the end of
the process as only managers can do so. RBAC models can specify several kinds
of constraints involving roles (e.g., mutual exclusivity, hierarchy, etc.), but they
all fail to model constraints at user level such as, for example, the well-known
separation of duties (SoD) and binding of duties (BoD) [13]. A SoD (resp., BoD)
says that the users executing a set of tasks must be different (resp., equal).
Some proposals attempted at extending RBAC models to address such constraints, e.g., [12], leading to a natural question: Does there exist an assignment
of tasks to users satisfying all constraints?, or more formally, Is the workflow
satisfiable? If so, then it means that at least a static plan, precomputed before
starting, to execute the workflow exists. Otherwise, either we decide not to execute the workflow or we accept that any possible execution will violate at least
one constraint (and then we could look for a “least bad” plan [16] maximizing the
number of satisfied constraints). Thus, the workflow satisfiability problem (WSP,
[21]) is a constraint satisfaction problem (CSP ) where variables model tasks and
domains model authorized users. Although some techniques have been provided
to solve the WSP efficiently (e.g., [17]), consistency of a CSP is NP-complete.
When an access controlled workflow does not specify any uncontrollable part
workflow satisfiability is enough to synthesize a valid plan. Instead, when some
part is out of control (e.g., the choice of the workflow path or the absence of
users), we need, as for temporal workflows discussed above, a controllability
approach to decide in real time which users to commit to which tasks. For
example, consider an access controlled workflow under conditional uncertainty.
In this workflow, the choices of the workflow paths to take are out of control
(or by abusing language we say that these workflow paths are uncontrollable).
Differently from the WSP, the assignment of a user to a task might not be
precomputed before starting as the workflow may in general specify different
authorization constraints for different workflow paths involving the same users
for some common tasks which must be considered in any execution. In that
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case, we must make this assignment while executing, typically after having full
information on which workflow path we will go through (online planning).
Another controllability problem in the context of workflows with resources
is the workflow resiliency problem (WRP), i.e., a dynamic WSP coping with the
absence of users. If a workflow is resilient, it is of course satisfiable, but the
vice versa does not hold. A few years ago, Wang and Li defined three levels of
resiliency: static (level 1), decremental (level 2) and dynamic (level 3) [21]. In
static resiliency, up to k users might be absent before the execution starts and
never become available for that execution. In decremental resiliency, up to k
users might be absent before or during execution and, again, they never become
available for that execution. In dynamic resiliency, up to k (possibly different)
users might be absent before executing any task and they may in general turn
absent and available continuously, before or during the execution. Much work
has been carried out to tackle static resiliency, little for decremental and, to the
best of my knowledge, nothing for dynamic.
Finally, we can of course consider variants of the previously discussed aspects.
For instance, a workflow employing users and temporal constraints may specify
a temporal separation (or binding) of duties. A temporal SoD says that a user is
allowed to carry out two tasks provided a further temporal constraint is satisfied.
For example, a surgeon, who has just carried out a 4-hour intervention, is allowed
to do another one only after resting from 2 to 4 hours. Likewise, an aircraft
pilot must rest for at least 10 hours after a transatlantic flight. These temporal
constraints must be considered in conjunction with access control as there is a
mutual influence. However, when everything is under control, these constraints
boil down to normal disjunctions for which a satisfiability approach is enough.
The interesting part is when some part is, again, out of control. Consider again
a transatlantic flight taking off from Europe and suppose that once the aircraft
lands in America, it will take off again 12 hours after the expected landing
time (so potentially the same pilot is fine for the return flight). However, the
exact duration of the outbound flight is uncontrollable. Suppose that it takes
normally 10 hours. Once boarding is complete, the take off could be delayed for
extreme weather conditions and related safety procedures such as, for example,
deicing. Deicing is the process of removing snow and ice from the plane surfaces
(especially wings) by “power washing” the aircraft with chemicals which also
remain on the surfaces in order to prevent the reformation of the ice. If deicing
process takes 3 hours (as each plane queues for its turn), the flight will land after
13 hours since boarding. As a result, the next take off will be scheduled after 9
(and no longer 12) hours, so the same pilot is not going to be fine.
To the best of my knowledge security policies involving temporal, conditional
and resource uncertainty still need to be explored in depth.
When facing uncontrollable parts we can in general act in three main ways:
1. We assume that we know in advance how the uncontrollable part will behave and make sure that a (possibly different) strategy to operate on the
controllable part exists.
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2. We assume that we have a fixed strategy operating on the controllable part
always the same way no matter how the uncontrollable one will behave.
3. We assume that we have a strategy operating (possibly differently) on the
same controllable part making decisions in real time depending on how the
uncontrollable part is behaving (online planning).
These are the intuitions behind the three main kinds of controllability: weak (for
presumptuous), strong (for anxious) and dynamic (for grandmasters).
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Contributions and Scientific Publications

Towards these unexplored directions, my contributions fall in the areas of constraint satisfaction, uncertainty in AI, planning and scheduling, algorithms, business process management and security and are the following.
1. I address temporal controllability of workflows specifying controllable and
uncontrollable workflow paths and uncontrollable task durations. This part
relies on temporal constraint networks. I provide conditional simple temporal networks with uncertainty and decisions (CSTNUDs) as a new temporal
network formalism and an encoding from temporal workflows into CSTNUDs. I also address simple temporal networks with decisions (STNDs), a
subclass of CSTNUDs equivalent to DTNs (disjunctive temporal networks). I
provide Esse (https://github.com/matteozavatteri/esse) and Kappa
(http://regis.di.univr.it/EE_STND2018.tar.bz2), two tools for CSTNUDs and STNDs, respectively, with which I carry out a few experimental
evaluations. The results I obtained are published in [1,5,8].
2. I address resource controllability of workflows specifying uncontrollable workflow paths. This part relies on constraint networks. I provide constraint networks under conditional uncertainty (CNCUs) as a new formalism of constraint networks able to model conditional uncertainty. Then, I provide an
encoding from access controlled workflows into CNCUs. After that, I also
address workflow resiliency via real-time controller synthesis for timed game
automata. I provide Zeta (https://github.com/matteozavatteri/zeta)
and Erre (https://github.com/matteozavatteri/erre), two tools for
CNCUs and workflow resiliency, respectively, with which I carry out a few experimental evaluations. The results I obtained are published in [6,7,9,10,11].
3. I address temporal and resource controllability together. This part relies on
further new extensions of temporal networks whose dynamic controllability is
checked via controller synthesis for the corresponding timed game automata.
I provide access controlled temporal networks (ACTNs) and conditional simple temporal networks with uncertainty and resources (CSTNURs) in order
to model temporal security policies. I also show how the temporal constraints
of a temporal role based access control model (TRBAC) can be represented
as a simple temporal network to be connected to the temporal network modeling the workflow in order to understand if the access controlled workflow
can be executed. The results I obtained are published in [2,3,4].
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