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Abstract—Article deals with the problem of vehicles
protection against theft by using biometric immobilizers. The use
of a vascular authentication method based on the vein pattern of
the driver's finger is suggested. The flowcharts of algorithms for
the image preprocessing and the formation of the biometric
pattern are given.
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I. INTRODUCTION

Nowadays we are facing the problem of vehicles protection
from theft. More electronic devices are added to cars, and a
growing number of vulnerabilities allow attackers to hack and
steal the transport. At the same time, the ways of hacking
become more sophisticated, therefore, the methods of
protection should be more effective.

Traditional means of protecting vehicles are mainly related
to scaring, tracing and attracting attention. Along with this,
there are regular means of blocking the car, but intruders
overcome them by prescribing counterfeit keys to the central
control unit [1, 2].

The solution of this problem is the use of biometric
immobilizers, which allow the vehicle's engine to be blocked
by breaking critical electrical circuits [3]. Biometric signs of a
person are unique, which allows them to be successfully
applied in security systems for identification of users [4].
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However, the disadvantage of existing biometric immobilizer
systems is the use of the fingerprint authentication method [5-
7]. This method is not safe, since various methods of imitating
a fingerprint are known.

The article proposes to use the vascular authentication
method, which provides high recognition accuracy and
characteristics concealment. The pattern of the veins is only
visible in the infrared spectrum, so it cannot be falsified [8, 9].

One of the key tasks of constructing biometric
authentication systems based on finger veins is preliminary
image processing, which cuts unnecessary areas and prepares
image for extraction of the biometric features [10].

Il. FUNCTIONAL MODEL OF THE BIOMETRIC AUTHENTICATION
MODULE

The technology of biometric authentication by vein pattern
is based on optical visualization of human veins and their
further recognition [11, 12]. Since hemoglobin in blood
absorbs infrared radiation and other tissues reflect it, the veins
appear darker in the image than other tissues. This allows us to
use them for further user authentication.

The main element of the biometric immobilizer is the
image capture and recognition module, as it provides the
system with user identification functions. In Fig. 1 you can see
the block diagram of the biometric module of user
authentication.
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Fig. 1. Block diagram of the biometric module of user authentication

The input of the module receives an image from the
scanner, after that the image is pre-processed, which includes:
1) extraction of the area of interest; 2) resizing the image; 3)
improving the quality of the image.

The input image contains an unwanted background, so the
first step is to filter image and select the area of interest.
Filtering allows you to distinguish significant areas of finger
veins, reduce areas of noise and glare. Then the original image
is converted to a binary code using the Otsu method [13].
Binarization allows you to determine the center of the finger
and crop the image based on the selected center point.

To reduce the algorithm computation time and to further
reduce noise, the size of the cropped image is scaled (its
resolution is reduced). Since the resulting image, basically, has
a low contrast level, it needs to be increased with a modified
Gaussian high-pass filter.

This filter allows you to extract low-frequency components,
such as the borders and veins of the finger. A flowchart of the
algorithm for pre-processing of the user's venous finger image
is shown in Fig. 2. Let us consider the main steps of the
algorithm and their features.

I1l. SEARCH OF INTERESTED AREA

First, the input image is binarized using the Otsu method
(Figure 3), and the barycenter of the white region (the
conditional finger center) is determined in the binarized image.

For this purpose, the sum of the multiplications of values of
pixels by their position in the horizontal and vertical
coordinates is calculated, i.e.
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respectively. Here pjj — value of pixel with coordinates xi and y;,
Width — image width, Heigth — image heigth.

Barycenter coordinates is calculated as B, =a,/W and
B, =a,/W, W=yt Barycenter

coordinates Bx and By is used as a reference point for
determining the coordinates of the singular points of the vein
pattern.

where

Based on the calculated point, the image is cropped to
480x160, and thus the area of interest is distinguished. In the
future, to increase the speed of the algorithm, as well as to get
rid of pixel noise, the cropped image is scaled to a resolution of
192x64 pixels.
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Fig. 2. Block diagram of the image preprocessing algorithm

Thus, binarization allows us to determine the center of the
area of interest (the conditional center of the finger) and to
obtain a scaled image that will be used to highlight the pattern
of veins.

IV. IMAGE QUALITY IMPROVEMENT AND BIOMETRIC FEATURES
EXTRACTION

Next, it is necessary to create the biometric image that
contains the features of user’s finger veins as a digital code.
But since the input image has a low contrast value, it needs to
be increased. This procedure can be performed, for example,
using a modified Gaussian high-pass filter [14]. The filter is
calculated by the formula:

H(xy)= a(l— g 07 (y)/208 )+ b
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where D(x,y)=+/(x—x% ) +(y—y,) - distance from a point

(%, y) to a cutoff frequency locus with coordinates (xo, Yo); Do —
cutoff frequency locus distance from origin of coordinates; a
and b — correcting variables for changing the amplitude and the
initial level of the filter mask signal. An example of the
filtering result is shown in Fig. 4.

After filtering, the image has a sufficient level of contrast to
extract the biometric code, which describes the features of the
venous pattern in the form of texture descriptors.
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Fig. 3. Block diagram of the Otsu method

Different approaches to texture analysis are possible. In this
case, the features of the venous finger pattern of vehicle user
are detected using the algorithm LLBP (Local Line Binary
Pattern). To extract the biometric image, this technique uses a
new texture descriptor [15]. One of the advantages of the
LLBP algorithm is that it can emphasize the change in image
intensity (for example, in the area of bifurcation (separation) of
vessels, in the areas of the end or bend of the vessel).

The operator used for texture analysis consists of two
components: horizontal (LLBP) and vertical (LLBP.)
components. The LLBP value can be obtained by computing
the binary string codes for both components. These
components are calculated by the following formulas:
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where s(x) — threshold function; N — length of pixel line;
¢ =N/2 — central pixel position (hc, vc).

Fig. 4. Image filtering result: a — original image, b — filtered image
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Fig. 5 shows the graphical result of the LLBP encoding for
the vertical, horizontal, and final component.

The further authentication process is based on comparing
the extracted features with template features stored in the
database. When identifying, the similarity between them can be
measured using, for example, the Hamming distance.
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Fig. 5. Result of encoding by the LLBP method

Since the images of one user, calculated at different time
intervals with different positions of the finger, can differ from
each other, the recognition algorithm shall consider these
differences. Therefore, the comparison is performed using a
threshold value, the change of which will influence the
recognition accuracy and the magnitude of the errors of the
first and second kind. In the presence of these errors there is a
successful authentication of the user who is absent in the
database, or access to a legal user is denied, respectively [16].

The threshold value should be selected based on statistical
error rates for different threshold values [17]. At the choice of
value it is required to minimize indicators of errors of the first
and second kind.

V. CONCLUSION

The biometric image, extracted from the image of the blood
vessels and defining the specific points of the veins, makes it
possible to accurately identify a specific user. Patterns of blood
vessels are unique for each person and, unlike fingerprints, they
can not be faked, so it is not necessary to re-register users
through certain periods.

In this research, a functional model of the work of the
biometric authentication module based on finger veins was
developed; algorithms for image pre-processing and biometric
features extracting were considered.
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Depending on the mode of operation of the biometric
immobilizer module, the extracted image is either recorded in
the database or compared with the existing etalon images in the
database. In the second case, a decision about the degree of
images coincidence is made.
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