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Abstract. The technology of direct spectrum spread is used in radio communi-
cation systems with multiple access. It is based on the use of pseudorandom
(noise-like) discrete signals (sequences). In this paper steganography techniques
based on spectrum spread are studied. Using noise-like signals, it is possible to
hide information in cover images. We conduct experimental studies and show
that the error rate in the restored informational messages is very high. This is
due to the high correlation of discrete sequences and cover images. We offer a
new technique when the statistical properties of cover images are taken into ac-
count when forming sequences. Our experiments show that the practical use of
this approach can significantly reduce the error rate. The distortion of the image
does not increase.

Keywords: pseudorandom sequence, hidden information, direct spectrum
spread technology, steganography

1 Introduction

The use of direct spectrum spread technology makes it possible to significantly im-
prove the efficiency of multiple access radio communication systems [1-5]. In par-
ticular, the use of weakly correlated pseudorandom sequences (discrete signals) pro-
vides high noise immunity and mimic resistance of communication systems; to reduce
the cost of communication, etc.

In [6-15], techniques for hiding data in digital images using direct spectrum
spreading technology were studied. In this case, the cover image is interpreted as
noise in the communication channel. As shown in [16-21], this allows one to hide
informational communications using long pseudorandom sequences. At the same
time, as shown in this paper, certain disadvantages are inherent in known techniques.
In particular, we present the results of experimental studies and show that the bit error
rate (BER) in the extracted messages is very high. This is due to the correlation of the
applied spreading spectrum pseudorandom sequences and the cover image (or its
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fragment). In this paper, we propose a new technique for hiding data based on special-
ly formed pseudorandom sequences. When generating discrete signals, we take into
account the statistical properties of the cover image (we call this method of generation
adaptive). This can significantly reduce the BER in the extracted messages. We also
show that cover images are not distorted significantly, both of the considered tech-
niques are almost equivalent in this indicator.

2 Hiding data in images using direct spread spectrum
technology

As a prototype of an improved method of hiding data in cover images, the technique
proposed in the dissertation by L. Marvel was selected, described in detail and studied
in [11, 12, 14, 15]. Let's consider it in more detail.

The method of concealing data using the direct spread spectrum, proposed in US
patent [15], based on the fact that (on the transmission side after encryption and noise
immunity coding) separate blocks

m; =(mio,mil,...,m ) i=0,..,N-1

i1
of data of information message

m= (Mg, My, ...My_;)

the blocks are modulated by noise-like discrete signals with the help of appropriate
devices

O = (¢ 8, ) By €@ ={Dg, Dy, Dy 4}, k<M,

with a base B=TF, where T is the duration of the signal element qi,j , F is the

frequency band of the signal ®;.

Since F = n_l_l we have B =n>>1 and the signal base sets the frequency spread of

the frequency band of signal ®; with respect to elementary signals ¢-,- and / or m; .

As a result, a modulated information signal block is generated for each m,
information block
k-1 k-1 k-1 k-1
E; =zm*ij Q= m*ij ¢jolzm*ij ¢jlv"'!zm*ij g, | 1)
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where
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which, according to statistical properties, takes the form of a random (noise-like)
sequence, and due to the large base of discrete signals, the frequency spectrum is
spreaded by B =n times.

The resulting modulated message E; is supplied to an alternationing device on
which the elements of E; are mixed with the corresponding rule f by means of a

secret key K;. The obtained data Ei: f(E;,K;) 3 using the appropriate device is
added to the data of the image C; (digital image data in the spatial domain) according
to the rule::

S, =C,+E -G,

where G >0 is the gain of the expansion signal, which sets the “power” of the hidden
blocks of information messages.
The obtained data S; is supplied to the quantization device, which performs a

certain transformation to store the primary dynamic range of the cover image,
resulting in the formation of separate blocks of the steganogram S; and the cover

§:S_Ous_lu...uSN_l,

which is transmitted to the receiving side.
On the receiving side, the resulting steganogram blocks S; after filtration, are,
supplied to a reverse interleaving device, on which the elements of the filtered blocks

of the stegogram S_, are mixed by rule f~1, which is an inverse rule of alternation f

on the transmitting side. The extraction of blocks of information data is carried out
using a correlation receiver, which calculates the value of the correlation coefficient
obtained after the reverse alternation of data

1 =
S* =17(5.Ky)
and corresponding discrete @, signals identical to those used on transmitting side:

1 n-1
p(S*i,(Dj):HZS*iZ 4 ~G-
z=0

Suppose that the data block of the image block C; has a random statistical

n-1 nl
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structure, that is, suppose that the second term on the right side of expression (2) is
close to zero and can be ignored. Then we have::
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Since all sequences of the set ® are formed by a pseudorandom sequence
generator initiated by a secret key K, , the corresponding discrete signals are weakly

®)

correlated, that i, at u = j we have p(®,,®;)=~0.

According to this, all terms, except case u= j, in the right-hand side of equation
(3) can be ignored. Where do we have:

n-1 :
plsn.0)e6ms A5 (s, f -0, -G “
z=0 '

The corresponding value of the seized data is taken with a threshold device
according to the calculated correlation coefficient.

Since G>0 and n>0 of p(S*i,(Dj) character in (4) depends only on m*ij ,
from where we have:
-1, p(8;.@;)<0;

m*ij :sign(p(S*i,q)j)): " ,D(Si,q)j)>0. ©)]

If p(S*,®;)=0 in (5) we will assume that the hidden information has been lost

(erased).
Separate blocks of data are formed from the extracted data on the receiving side
m; = (mio M e My ) , i=0,.,N-1 of information messages

m=(mgy,m,,....my_y ), where

1Lm* =+1
m = !
booomY =1

of which information messages are generated after noise immunity decoding and
decryption of the extracted data.
The secret key K, sets the rule for the formation of pseudorandom sequences

D; = ((/5,0 ’ﬂl"""/j'nfl) , which are formed by the corresponding generator and are used

as noise-like discrete signals @; e ® = {®;,D,,..., Dy_,} from the ensemble (set)
® of power M .



The encryption and decryption rule on the transmitting and receiving side is
initiated by the secret key Kj.

The use of encryption and alternation devices in the process of hiding and
retrieving data can improve the statistical properties of the modulated message E;, ie

to bring it closer to a random sequence. The use of noise immunity coding devices
can improve the reliability of the transmission of information messages
m=(my,m,,...,my_y ) during steganographic conversions.

3 Experimental researches

The disadvantage of the prototype under consideration is that in the process of
steganographic hiding, the statistical properties of the blocks of the image C;, are not

taken into account, that is, the digital image data can be correlated with the applied
discrete signals, which will lead to an error when extracting information data on the
receiving side.

So, for example, if the correlation coefficient of the i-th block C; of the image

will be higher behind the module and opposite in value of sign G- m*ij , that is, when

the second summand in the right part of expression (2) will be higher in module and
opposite in value of sign of the first summand (and the condition of mutual
orthogonality of applied discrete signals will be fulfilled), it is guaranteed that an
error will the result at data extract according to rule (5). In practice, as our researches
have shown, such cases occur very often. This is due to the fact that the digital data of
real images used to hide information messages do not have a random statistical
structure, that is, the applied assumption in the transition from formula (2) to formula
(3) is not fulfilled in practice and is false. Typically, steganographic hiding uses
realistic images and the corresponding digital data is not a random process, and even
in its statistical properties are not similar to pseudorandom sequences. The
corresponding values of the correlation coefficient

1 n-1
pCu®j) =12 Cidy, %0,
z=0

and can take large amplitude (‘p(Ci D )‘ >>1) and random values. In this case, it is

possible to increase the reliability of the extracted data only by applying low-speed
noise immunity codes (as in the prototype discussed above [11, 12, 14, 15]), which
leads to a decrease in the relative transmission rate of information, or an increase in
the gain G, which leads to an increase in the introduced errors.

To confirm this fact, Fig. 1 shows the empirical estimates of BER dependence in
message recovery using the considered prototype method (interrupted line). The
G =4 gain was applied, and the number of bits k, hidden in one block C; of the

cover image varied from 1 to 255. Fig. 2. shows empirical estimations of dependence



of the average proportion of introduced errors (in relation to the dynamic range of 256
levels) in the cover image with respect to the number of bits embedded in one element
of the cover. From the given dependencies (Fig. 1, 2, interrupted line) it is visible, that
at entering errors in the cover image below a visual threshold of human sensitivity (2-
3%) it is possible to hide no more than 10 bits of data in one block of the image C;.
But even with such an insignificant amount of hidden data, BER takes the value

0.05..0.25, which requires the use of low-speed noise immunity codes with the
permission to correct multiple errors.
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In Fig. 3, 4 show, accordingly, the obtained empirical estimates of the BER
dependence when restoring the messages and the dependence of the average fraction
of the input errors on the G gain values using the considered prototype method
(intermittent lines). At the same time, k =4 bits of information data were embedded



in one block C,; of the cover, and the gain G changed from 1 to 8. From the given
dependencies (Fig. 3, 4, interrupted line) it is visible, that at value of gainG >6
hiding of the information data leads to entering of errors, part of which ( relative to a
dynamic range ) is above a visual threshold of human sensitivity (2-3 %). That is, the
fact of hiding data in the image turns out to be a visual observation and
steganographic hiding with these parameters is not reasonable But at G<6 gain
value, there is a large number of errors when extracting individual data bits from the
spatial area of the image corresponding to BER >0, 2.
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Empirical estimates of the dependence of the probability of false recovery of
individual bits of data on the average fraction of errors made in the cover image when
changing the number of bits hidden in one element of the cover (from 1 to 255) or
changing the value of the expansion signal gain (from 1 to 8) are shown in accordance



with Fig. 5, 6. In the first case (Fig. 5) the dependencies are built according to the
fixedG =4, gain value, in the second case (Fig. 6) - according to the fixed

valuek =4 .
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From the given dependences (interrupted line) it is visible, that practically in all
cases at data embedding by means of a method-prototype there is a considerable
quantity of errors at data recovery from images. Even with small values, the
probability of mistaken deletion is 0,05..0,25 (see Fig.6).

In Fig. 7 shows examples of images used in research:

= Fig. 7.a. —original image (empty cover);
= Fig. 7.b. — image with hidden messages using prototype method (filled cover);
= Fig. 7.c. — image with hidden messages using the proposed method (filled cover).



Data hiding is done with the following parameters: G=4, k=4.

c)

Fig. 7. Examples of cover images



4 Proposed data hiding technique

Our task is based on the following: by taking into account the statistical properties of
cover C;, significantly reduce the BER of hidden data. Indeed, the introduction of

additional constraints on the correlation coefficient of the discrete signals used and
individual fragments of the image can significantly reduce the number of errors when
recovering the message on the receiving side.

This problem is solved due to the special (we call adaptive) formation of

pseudorandom sequences @ :(¢Jo’¢h"“'¢in4)’ taking into account the statistical
properties of these blocks of cover C;. That is, the value of the correlation coefficient
p(Ci,cDj) forall i=0,.,N—1 and for all j=0,..,M —1 by the module should not

exceed some predetermined value p,,, (value of the set threshold):
1 n-1
;;Ciz 9,

Thus, the formation of ®; € ® ={®g,Dy,.... Dy} sequences is performed by a

‘p(ci!q)j)‘: < P - (6)

pseudo-random rule, which is initiated by the secret key K, , and taking into account
conditions (6) foralli=0,..,N-1andall j=0,..,M-1.

In this formation of discrete signals, each sequence of the set of
© = {Dy,Dy,..., Dy _;} will not be correlated (up to the set limit) with any block of
the cover image, and, accordingly, the correlation coefficient of the i -th block C; of
the cover on the module will never be higher than the module and the opposite in sign
Pmax - 1N accordance with this (and when the conditions of mutual orthogonality of

the applied discrete signals) the second term in the right part of expression (2) may
exceed in module and be opposite in sign to the first term only when

‘G'm*ij‘<pma><'

It is in this case that an error of data extraction will happen, but the probability of
such an event will be much less than in case of an error of data extraction in the
prototype method. If the value of the p.,, threshold is lower than the G gain value,

i.e. when the unequal is performed
‘G ’ r'n*ij ‘ > Prmax

the error will not occur at all, i.e. an unmistakable transfer of secret information will
be achieved.

To confirm the conclusion in Fig. 1-6, the solid line shows empirical estimates of
the probabilistic properties of steganographic hiding using the proposed method:



= Fig. 1 shows empirical estimates of dependence BER (k);

= Fig. 2 shows empirical estimates of dependence W(k);

= Fig. 3 shows empirical estimates of dependence BER (G);

= Fig. 4 shows empirical estimates of dependence W(G);

« Fig. 5 shows empirical estimates of BER (W) at k =1,...,255 and at a fixed gain
G=4,;

« Fig. 6 shows empirical estimates of BER (W), at G=1,...,8 and k =4.

The dependencies shown in Figs. 1-6 (solid line) are obtained using adapted
(statistical properties of the cover) discrete signals formation, the value of the set
threshold is equal to o, =3,9.

From the above dependencies in Fig. 1, 2 (solid line) shows that when making
errors in the cover image lower than the visual threshold of human sensitivity (2-3%)
manages to embed no more than 10 bits of data in one block of the C coniner (as in
the prototype method). But with so a number of hidden data, the BER value is much
less than 0.1 and several dozen times less than in the prototype method.

From the given dependencies in the fig. 3, 4 (solid line) can be seen that at the
value of gain hiding information data in the cover image leads to the introduction of
errors whose fate (in relation to the dynamic range) is higher than the visual threshold
of human sensitivity (2-3%) as well as in the method prototype. At G <6 values, the
errors introduced into the cover image are lower than the human visual sensitivity
threshold, i.e. they are invisible. In compared with the method-prototype, there is a
significant reduction in the number of errors when extracting individual data bits from
the spatial area of the image. In addition, at the H gain value, there is a total non
occurrence of errors in remote data, which confirms the above conclusion about the
error-free transmission of hidden information. Indeed, if G =4 then the inequality is
being realized

‘G'm*ij ‘ > Prmax »

that is, assuming the validity of the mutual orthogonality of the applied discrete error
signals, no errors occur at all and an error-free transmission of hidden information is
achieved.

From the given dependencies in the fig. 5, 6 (solid line) shows that in almost all
cases, when hiding data the proposed method is a gain in relation to the method-
prototype (interrupted line). Thus, when the number of k bits hidden in one element
of the cover image increases, as well as in the prototype method, there is an increase
in the probability of false data extracted on the receiving side. However, this increase
is much slower than in the prototype method. As the G gain increases, the probability
of false data extraction decreases, but the proposed method (solid line) has
significantly improved probabilistic properties than the prototype method (interrupted
line).



5 Conclusions

The use of direct spectrum spread technology is an interesting and hugely promising
area of modern steganography. Indeed, if you use advanced mathematical apparatus
and digital communication techniques, in particular pseudorandom (noise-like)
discrete signals, you can get a safe and secure way to hide information messages in
different cover images. We have looked at a number of technologies that are based on
direct spectrum spread technology to hide information in images

Our research has shown that in addition to the traditional requirements of digital
communication, steganographic applications should also take into account the
specifics of the cover images used. In particular, images interpreted as noise in com-
munication channels cannot be considered as implementation of random process. Be-
cause there are correlations between individual pixels of the image. Therefore, the use
of pseudorandom sequences (extension signals) without taking into account the statis-
tical properties of cover images can lead to a significant number of hidden data errors.

We have introduced a new data hiding technique with the use of direct spectrum
spread technology. In particular, our approach is based on the special formation of
discrete signals, that is, taking into account the statistical properties of cover images.
We call this metod adaptive. Indeed, in this case, the extension signals applied are not
correlate with the image, and the number of hidden data errors can be significantly
reduced.

Thus, a specific technical result is achieved, namely: by taking into account the sta-
tistical properties of the digital data of the cover images (in the adaptive formation of
pseudorandom sequences) it is possible to significantly reduce the number of errors in
the recovery of information data on the receiving side.

A promising trend is to study the properties of steganosystems using complex dis-
crete signals with special correlation properties. For example, we want to use se-
quences from our previous work [22-26] to hide information in cover images.

The results can be used in various computer science applications. In particular, for
modernization of various cryptographic algorithms, optimization of calculations,
modeling and telecommunications [27-33].
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