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Abstract. The ability to prevent dangerous cyber-threats in critical
infrastructures depends on the availability of a security trained work-
force and, therefore, an education system that can achieve this capacity.
This work presents the key elements of a framework for hosting educa-
tive games based on the cybersecurity topics, by tracking the students’
performance during learning competitions, further than standard log ca-
pabilities. This feature allows faculty to adapt and evolve the learning
process to the students’ needs. What is more, helping students to learn in
an effective and efficient way with technological resources. Data privacy
considerations are also given by adapting regulations to our proposal.

Keywords: cybersecurity · gamification · learning analytics.

1 Introduction

Today’s society is purely digital; the use of digital technologies is employed in a
multitude of sectors with non-stop growth. It is evident that it brings significant
benefits, but new problems also appear, as is the case of cyber-security. The need
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for professionals in this field is a challenge, and it is growing at a faster rate than
the training of qualified professionals [23]. The ability to prevent successful cyber-
attacks against a nation’s critical infrastructure depends on the availability of a
skilled cyber-literate workforce and, therefore, on an educational system that can
build such capabilities [5]. The next generations of engineers must be qualified to
address technological threats on the Internet both theoretically and practically.
This approach helps to develop critical thinking skills [11,26,40]. Applying the
gamification of the learning process through case studies achieves improvements
in outcomes [20,4,3].

It is clear that incorporating this type of initiative into our learning method-
ology, especially in distance education, can offer significant advantages. However,
the deployment of such competencies is often very time consuming for lecturers.
The design of security contests is complicated, as they must be at the appropriate
level of difficulty concerning the target audience. If a competition is too difficult,
the participants get frustrated. If a competition is too easy, participants are not
challenged and will lose interest. Ideally, a competition would offer a variety of
challenges of different difficulties, so that all participants of various skill levels
would be challenged by tasks and gratified by success.

In addition to this, when competitions are included as an evaluation element
in the educational curriculum, we may encounter dishonest behavior on the part
of participants. Moreover, of course, it is complex to share this type of experience
with other lecturers. Once the competition has been carried out, it is likely that
the participants will publish their solutions in blogs or forums and therefore, the
competition has already lost its freshness and the possibility of reuse.

Our project focuses on the idea of developing an approach that exploits
the advantages already presented of such a context and that in turn allows
solving the problems already mentioned. Therefore, the project presents its own
scenario editor and allows the possibility of generating content whose solutions
are different for the participants, which would help to solve part of the problem
of honesty. However, it also provides enough tools for tracking and intervenes in
the learning process of the participants during the game.

This work is organized as follows: Section 2 introduce the related work of the
paper. Section 3 presents the principal objectives of our current work, as well
as the architecture and definitions of the proposed game platform. The learning
monitor of the game platform is given in Section 4, as well as a set of data privacy
considerations adapted from current regulations. Finally, some conclusions and
future works are specified in Section 5.

2 Related Work

First, it deserves to distinguish between platforms aimed at hosting competitions
to capture the flag and generation environments for the competition itself. This
work is mainly focused on the second type of frameworks.

To achieve this purpose, meaningful and enriching activities must be offered.
Currently, the Capture the Flag (CTF) competitions are very popular and suc-
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cessful [41]. These competitions can have three different game dynamics: quizzes,
hidden elements (flags) and challenges. Through this type of competition, par-
ticipants apply the knowledge they have acquired through theoretical study,
which increases their motivation. Also, another advantage is the need for group
collaboration to solve problems [24]. Similarly, performing and publishing the
solutions to the challenges, known as write-ups, allows for learning beyond the
competition itself [6].

Deploying CTF competitions is complex and requires valuable lecturer time.
Automated problem generation [2] is applied to Pico-CFT. The work [38] presents
a solution for the 2017 iCTF competition. It consists of a set of pre-configured
virtual machines (VMs). On the other hand, the work [32] introduces a Security
Scenario Generator in order to provide a flexible general technique to define and
deploy VMs for education and training in security. In this sense, an alternative is
to use personalized Docker containers for speeding the deployment phases of the
infrastructure. Additionally, the platform Git-based CTF [39] allows lecturers to
deploy a Red/Blue Team challenges with high interactivity among participants.

Closer to our approach, the work [30] presents a formal language oriented to
the definition of professional cyber-ranges exercises, although it is only oriented
to the validation/verification of scenarios. Finally, the work [14] presents Alpaca,
a novel dynamic cyber range generator, based on a multi-step sequence of exploits
from a vulnerability database and some generation of thinking paths.

As a result of this type of competition, the honesty of the students could be
called into question. It is possible that for some of the participants, their main
objective is to achieve the score without making an effort to learn. Within the
CTFs there have appeared approaches to solve this problem. Some works [7,16,8]
have introduced anti-plagiarisms methods, such as strong encryption randomized
flags.

Most of these platforms are focused on the recreation of realistic environ-
ments. However, they provide very few tools for monitoring the performance of
students. Most of them only provide simple tracking elements, such as the reg-
istry of the awarded flags. This work is focused on increasing those elements into
a real learning analytic system, which will be deployed in an efficient dynamic
infrastructure, based on Docker containers.

3 Motivation and Architecture

3.1 Contextualization

This work is supported by an innovation educational project at UNED, named
CiberScrath [9] (In English, CyberScratch). The principal objective of this project
is to innovate in the design of mechanisms for the inclusion of gamification tech-
niques within remote and virtual laboratories aimed in the context of cyber-
security, as well as their integration into the field of education. The resulting
framework should provide the following features [12,37]:

– Easing the development of CTF competitions, reducing the time invested in
the design of the technical part.
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Fig. 1. Sh3rl0ck H0lm3$ application interface

– Including mechanisms to personalize the context to participants, allowing
for the replication of the process, but not the sharing of the flags.

– Allowing the creation of motivating games with stories that allow the bifur-
cation of the development based on the decisions of the player.

– Facilitating the monitoring of the players’ performance by the teaching team.

The research group had previously worked on the creation of remote virtual
laboratories aimed at cybersecurity by using containers [29,35]. This approach
seems interesting to generate a customized container for each player. This way,
the students’ gaming experience can be adapted to the requirements of the
project. In addition to this, a final degree project (called Sh3rl0ck H0lm3$),
has been proved to be a suitable option (see Fig. 1). One of its main drawbacks
was the lack of monitoring features or intervention elements further than the
basic log module, although this development is a good starting point for our
CyberScratch project.

This work focuses on the definition of the initial architecture and the de-
velopment of a prototype. This prototype includes a graphic editor by adding
monitor tools to analyze the students’ learning. In addition to this, some efforts
have initially performed to match the phases of Learning Analytics (LA) [33]
with current privacy and data control requirements from Spanish and European
guidelines and standards.

3.2 The Proposed Platform

Conceptually, a game consists of one or more cases, as observed in Fig. 2. In
fact, in each case, we can find one or more mission and some characters. The
development of the missions can be sequential or concurrent. A mission (or a set
of missions) can be available after solving some previous events. There are some
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Fig. 2. Conceptual structure of the game definition

key missions that once they are solved, the rest of active missions are closed.
The mission order is determined using two attributes inside the mission element:
the previous mission and cancel events.

Each mission is guided by some artifacts and on or more stories. A story
element is composed of one or several messages. A message can be a video, an
audio file, an HTML fragment or a PDF file with the narration of the story,
or a set of messages that are used to train a character bot. This last option
allows players to chat with a bot character. A message can be associated with a
particular character of the case. An example of this chat feature is represented
in Fig. 3.

A preliminary architecture of this game platform is depicted in Fig. 4. The
XML definition of the game is used to create the game dynamics for each player.
Additionally, the game resources and the game docker template is compiled in
order to create a specific Docker container [13] for the player. This container
is remotely accessed utilizing the Apache Guacamole project [18] for the game
platform. The proposed game platform is being developed using the Django web
framework [17].

Developing a game platform for learning cybersecurity is challenging because
the competition’s execution environment is often hostile and, thus, it is difficult
to monitor and control the game. It is essential to have mechanisms and policies
for the easy diagnosis of possible problems in educational and security terms.
Therefore, it is clear the need for a specific strategy that allows lecturers to track
the students’ performance.
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Fig. 3. Example of a game chat with a character bot

Fig. 4. Proposed architecture for the CyberScratch game framework where analytics
engine is deployed
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4 Game Monitor and Learning Analytics

ISO/IEC TR 20748-1:2016 [15] is a technical report oriented to describe concep-
tually the behavior of all the elements involved in the interoperability of Learning
Analytics (LA). Specifically, it proposes a reference model in its clause 6 for the
various processes that make up the LA cycle.

According to ISO/IEC TR 20748-1:2016, six phases compose a LA circle:
learning and teaching activity, data collection, data processing and storing,
data analyzing, data visualization, and feedback and recommendation. Learning-
teaching activity has been described in the previous section. Thus, the following
subsections are focused on the data collection phase and data processing and
storing phase. The rest of the phases are thought for further work.

The results of the analysis are intervening in the learning process as an
internal mechanism. On the one hand, the game provides with hints. So, when a
student is stacked, she/he can request a hint. Also, it is automatically detected
that the player does not progress in a prudential time. The hint will be provided
using a chat with a character. On the other hand, students are provided with
several visualizations of their progress through the game in comparison with
other participants. Further analysis of these visualizations will take place in
order to select those more suitable. Finally, lecturers provide with visualizations
to help them to tackle the game. Additionally, the platform will be programmed
with alert messages to report about students at risk or unusual situations.

4.1 Data Collection, Processing and Storing

Many learning tools export their activity registry into a Learning Registry Sys-
tem (LRS) that implements the xAPI specification [10,1,25,33]. In this case, to
record our students’ activity on the platform, we are formatting those events as
xAPI statements. xAPI statements are managed by TinCanPython library [31]
inside the created framework. One of the main advantages of this approach is
the ability to reuse existing learning analysis techniques and incorporating them
into our gaming platform in a simple way. Another advantage of this solution is
the capability of exporting the activity towards a cloud LRS.

xAPI statements are composed of three main elements: actor, verb and ob-
ject. In our framework, we have three main actors: students, lecturers and group
of students. Verbs in xAPI are URIs, and they should be paired with a short
display string. In our case, most of the verbs included in the data collection
phase are already described in the xAPI registry [34], such as accessed (plat-
form, game, mission . . . ), completed (game, case, mission), found (a flag), and
so on. The third element represents the activity: a game, a mission, a case, a flag,
a reward, etc. Again, xAPI registry provides a vast number of types of activities
that easily fit in our statements.

Since 2019, the context element has been added to the xAPI statement to
include some contextual information to a statement. This contextual information
includes the group that students belong to or the course related to the game.
Finally, a statement can also end in some measured outcome by a result element.

149



A. Uzal et al.

In our case, result statement can be used in conjunction with the resolution of
a case, indicating if it is successfully found or it is a failure.

Apart from occasional actions, a challenge in data collection is the gathering
of the commands used for solving the challenges. The game provides a cus-
tomized docker container with the needed tools to solve missions. Alternative
students can download the artifact associated with the mission and work locally.
To retrieve the session commands, before the player’s container is stopped, the
registry of commands is retrieved. The representation of this learning event must
be represented by the use of the result element recording the commands in the
response property.

xAPI statements are stored in a MongoDB NoSQL database [27]. MongoDB
allows us to create a JSON document-based database that stores the xAPI state-
ment directly. MongoDB offers security features, such as encryption at rest,
transport encryption by TLS, authentication, access control and role-based ac-
cess control feature, and auditing mechanisms.

4.2 Data Privacy Considerations

Automatic learning analyses are increasingly integrated within educational insti-
tutions, training in work environments or platforms oriented to long life learning,
such as our project. It is inevitable concerning about privacy and data protec-
tion. Confirmation of this fact can be found in [19]. In that work, framed within
the LA Community Exchange (LACE) project and funded by the European
Union, the question of the impact of privacy on the area of the development of
LA was raised. Another project that follows this idea is the Sheila project [28]
focused on the development of a privacy data framework in educational institu-
tions. In parallel with the growth of the LA community, there was an enormous
development in data protection regulation, both internationally and nationally.
According to a survey conducted by the United Nations Conference on Trade
and Development [36], by 2018, 107 countries (58%) had developed data pro-
tection legislation, and 10% were in the process of doing so. As an example,
in Spain, the regulation of data protection is determined by the following laws:
Organic Law 3/2018 of 5 December on the Protection of Personal Data and the
Guarantee of Digital Rights (LOPDGDD) and General Data Protection Regu-
lation (GDPR), the second one is the general data protection law approved by
the European Union in April 2016.

Following this spirit of the regulation, in ISO/IEC TR 20748-1:2016 [15], the
importance of the user’s control of his/her data is highlighted, emphasizing the
need to implement mechanisms that give the student (or his/her legal tutors)
the possibility to avoid monitoring. It also put the focus on the need to man-
age data control and user identification through a federation of identities. The
detailed correspondence among ISO/IEC TR 20748-1:2016 phases and their cor-
responding privacy requirements has been correlated at [21]. According to this
work, each phase must fulfill the following privacy requirements:

– Learning and Teaching Activity : Giving information of processing operation
and purpose.
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Table 1. Relationship between the various phases of LA, the privacy and data control
requirements of the proposed model at ISO/IEC TR 20748-1:2016 and our approach
implementation

GDPR Re-
quirements

LA Phases Implementation

Right to be in-
formed

All phases Students will be informed their sign previously up
in the platform through an informative form. Fur-
ther details are provided by a privacy document
attached to the informative form.

Right to access All phases Students can access the following data: personal
information from profile section, activity data
through session reports, data used for analysis
from their personal profile section (as a JSON doc-
ument), and stored results of analysis from per-
sonal performance visualizations.

Right to rectifica-
tion

Learning activity,
Data Collection,
Data Processing
and Storing

Students can update their data at the profile area
of the framework.

Right to erasure Learning activity,
Data Collection,
Data Processing
and Storing

Students can request the deletion of their data
from the profile section. LA will be an integral
part of the course, and the student is given the
option to terminate the course and have his/her
data deleted.

Right to restrict
processing

Data Processing
and Storing

Similar to the previous item. Data will be pre-
served as long as it is needed for evaluation pur-
poses. Later, it is deleted.

Right to data
portability

Data Processing
and Storing

Their data can be downloaded from the profile
section. The file is zipped with the same password
as the user profile.

Right to object All phases There is a service agreement that informs about
the learners’ rights to object to any aspect of the
LA processes at the profile section.

Right related to
automated deci-
sion making and
profiling

Analyzing, Vi-
sualization,
Feedback and
Recommendation

There is an email account to retrieve students
opinions in the agreement form.

Accountability
and governance

All phases Audit, role-based control access and authentica-
tion based on MongoDB security features.

Breach notifica-
tion

Data Processing
and Storing

Notification will follow the procedure determined
by UNED.

Transfer data Data Processing
and Storing

Data will not be transferred outside UNED.

Data protection
by design and
default

All phases Policy of data applying security measures, such as
encryption for data at rest and TLS transport for
data in communication.
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– Data Collection: Affirmative action of consent to data collection.
– Data Processing and Storing : Access to, and rectification or erasure of per-

sonal data. Having the right to be forgotten. Pseudonymization and risk
assessment.

– Analyzing : Meaningful information about the logic involved. Information of
profiling, e.g., predictive modeling.

– Visualization: General requirements for transparency and communication.
– Feedback and Recommendation: Information about the significance and en-

visaged consequences of data processing.

Thus, we have adapted these recommendations to our framework, as sum-
marized in Table 1. Additionally, universities must have an active role in the
ethical regulation of the use of educational data. UNED has created a research
ethical committee [22] to report the results of this framework and the collected
data before to any further research.

5 Conclusions and Further Works

The current work presents a platform for gamification and its relevant charac-
teristics, which will allow us both the monitoring of learning and the lecturers’
intervention when considered convenient. We have also included into the plat-
form a set of tools to ease the collaborative learning among students (and with
the lecturers), peer recognition, and promote healthy and constructive compet-
itiveness. Data privacy is also taken into account in this work, by adopting
regulations to the case of UNED and our concrete project. There is still much
work to be done, specially to improve the offered visualizations to students and
lecturers as well as, adding new elements to our platform, such as characters
with a higher intelligence which allow a more fluid interaction with students.

Although our preliminary results are promising, a first test full-experience
of the gaming platform in the context of a security degree subject is running at
the moment. Therefore, providing statistical data or analysis for the platform’s
satisfaction and acceptance, or analyzing its impact on the learning process, is
planned as future work.
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29. Robles-Gómez, A., Tobarra, L., Pastor, R., Hernández, R., Duque, A.,
Cano, J.: Analyzing the students’ learning within a container-based virtual
laboratory for cybersecurity. In: Proceedings of the Seventh International
Conference on Technological Ecosystems for Enhancing Multiculturality. p.
275–283. TEEM’19, Association for Computing Machinery, New York, NY,
USA (2019). https://doi.org/10.1145/3362789.3362840, https://doi.org/10.1145/
3362789.3362840

30. Russo, E., Costa, G., Armando, A.: Scenario design and validation for next gen-
eration cyber ranges. In: 2018 IEEE 17th International Symposium on Network
Computing and Applications (NCA). pp. 1–4 (2018)

31. RusticiSoftware: Tincanpython library. Available at https://github.com/
RusticiSoftware/TinCanPython (2020)

32. Schreuders, Z.C., Shaw, T., Shan-A-Khuda, M., Ravichandran, G., Keighley, J.,
Ordean, M.: Security scenario generator (secgen): A framework for generating ran-
domly vulnerable rich-scenario vms for learning computer security and hosting
CTF events. In: 2017 USENIX Workshop on Advances in Security Education (ASE
17). USENIX Association, Vancouver, BC (Aug 2017), https://www.usenix.org/
conference/ase17/workshop-program/presentation/schreuders
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