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Abstract
Based on the researches, usually users are not familiar with different security mechanisms of the systems and do not un-
derstand how to use them in everyday life. Special research field analyzing user behavior in the technological systems and
in computer security world is called human computer interaction (HCI), is also known as usable security. TLS or Transport
Layer Security is one of the most commonly used secure protocols today. It is used to protect data that travels between client
and server using HTTPS. Data protection is critical issue, especially when users are sending sensitive information. TLS uses
cryptographic algorithms to protect data transmitted via HTTPS protocol. In this paper we will offer balanced and more user-
friendly generation process of one of the most frequently used security mechanism on websites Transport Layer Security
(TLS) certificate for establishing HTTPS connection between client and server. Our system will check all the requirements
of the website and its services to make users run more balanced systems. If system will found another approach with better
value based on user requirements, client will be informed in understandable and easy to read form. As a result, user will get
the best option for both security and usability sides in shortest period of time
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1. Introduction
Secure communication is one of the most important
factors in digital world today. Every day users of inter-
net are sending and receiving a huge amount of data,
the information transmitted through the special chan-
nels also known as protocols. With the grow of inter-
net and networking systems, users tend to share data
increasingly over communication channels. Nowadays
there are many different data transfer protocols for dif-
ferent purposes. For better security level communica-
tion between client (internet browser) and server must
be performed through encrypted protocol – Hypertext
Transfer Protocol Secure (HTTPS).

In most cases users of the systems are not paying
enough attention to their security. Based on the re-
searches, usually users are not familiar with different
security mechanisms of the systems and do not under-
stand how to use them in everyday life [1, 2]. This fact
significantly reduces security level of the users in dif-
ferent systems, especially of websites or different web-
based multi user systems. Stilling personal informa-
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tion, data breaches, phishing and different social en-
gineering methods, all these user-oriented attacks are
very popular today because of not enough knowledge
of the users. This fact is also caused by problems of
usability of some security mechanism. Users cannot
understand why and how to use these security models
in practice.

In this paper, we will offer balanced and more user-
friendly generation process of one of the most frequen-
tly used security mechanism on websites Transport
Layer Security (TLS) certificate for establishing HTTPS
connection between client and server. This approach
will increase usage of TLS certificates by website own-
ers, consequently the level of user security on such
websites will also be improved.

2. Security Agains Usability

2.1. Understanding User in the System
Serious researches were performed to make user-orient-
ed system more comfortable and understandable for
people. The aim of such studies is to increase security
level of the users in different systems [3]. Special re-
search field analyzing user behavior in the technolog-
ical systems and in computer security world is called
human computer interaction (HCI), is also known as
usable security. The studies in this direction are ori-
ented on user understanding of different systems, the
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Figure 1: Balance Between Security and Usability

most important part of HCI is to learn user prefer-
ences, abilities and limitations using technologies. Based
on this data friendlier and more understandable user
security mechanisms can be implemented to the dif-
ferent web-based multi user systems or websites [4].

There are different parameters to measure usability
of the system:

• Speed – is a way of measuring how quickly a
user can accomplish the task.

• Efficiency – measures how many mistakes are
made in accomplishing the task.

• Learnability – measures how fast user can learn
the working process of the system.

• Memorability – how memorable the system is
for the user. User feedbacks – based on user
feedbacks we can understand weak points and
not usable segments of our system.

Better level of usability of the system means more
comfortable work for the users. This approach ob-
viously will have great positive impact on multi-user
systems security level.

But as we can see on Figure. 1 , that too much of
usability in the system might have negative impact on
security level. Important factor in this process is to
find the balance between security and usability. Sys-
tem must have strong security mechanism, but users
must feel comfortable working with it.

2.2. Less Usable Security Mechanism
Some of security mechanisms implemented to differ-
ent multi-user systems today from point of view of us-
ability are not efficient enough. Together with high
level of security, usually such mechanisms are com-
plex and hard to understand for average users of the

system. The best method of implementation of com-
plex security mechanisms is background processing.
In this case user has interaction only with needed part
of the system and all security processes are running
behind the scene. But if user must take a part in se-
curity process of the system – usability becomes a key
factor for ensuring relevant security level [5]. Example
of it is visiting unsecure website and transmitting data
through Hypertext Transfer Protocol (HTTP). In this
case data is sent as plaintext, which makes the process
of sniffing attack much easier. User itself must make a
decision for transmitting personal data through inse-
cure website. If user has no enough technical knowl-
edge it can cause serious security problems. To im-
prove the security of website users more user-friendly
security mechanisms must be offered.

3. Need of Transport Layer
Security

TLS or Transport Layer Security is one of the most
commonly used secure protocols today. It is used to
protect data that travels between client and server us-
ing HTTPS. TLS is also might be used to protect email
or host of the other protocols. TLS is also known as
SSL or Secure Socket Layer which is an old version of
TLS. Data protection is critical issue, especially when
users are sending sensitive information. TLS uses cryp-
tographic algorithms to protect data transmitted via
HTTPS protocol [6]. TLS certificate provides user with
the following components:

• Authentication – during the visit of the web-
site client gets a copy of TLS certificate from the
server. It happens to ensure that web browser is
connected to right website. Data in TLS certifi-
cate includes the name of domain and company
information.

• Integrity – transport layer security ensures the
integrity of data. Which means that data must
not modified during transition. With strong cryp-
tographic algorithms the hacker is not able to
change the content. The information is confirmed
through special Message Authentication Code
(MAC) also known as tag.

• Confidentiality – data confidentiality prevents
information from being leaked. It must be very
difficult to intercept encrypted information for
the hacker.
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4. Types of TLS Certificates
In order to get Transport Layer Security for the web-
site, user must choose the correct type of TLS certifi-
cate [7, 8]. There are different types of certificates,
which must be chosen based on category of the web-
site. Most widely used representatives of TLS certifi-
cates are: General purpose TLS certificates – the cer-
tificates used for small and medium business websites;
Extended Validation (EV) TLS Certificates – used for
bigger organizations and needs special documentation
audit of the website and company; Multi-Domain EV
TLS Certificates – one certificate can be used for multi-
ple website domain names; Wildcard TLS Certificates
– is used for subdomains of the website; Personal Au-
thentication/Email Certificates – used for personal or
email clients encryption. Each certificate has its pur-
pose and special features, which vary depending on
type, industry and globalization of the website. The
website owners must understand which type of TLS
certificate should be used in particular case.

4.1. Free and Paid Certificates
Some of the hosting providers offering free versions
of TLS certificates. The main difference between paid
and free TLS certificates is, that free could be only
General purpose certificates also known as Domain
Validation certificates (DV) without any support from
CA. Another difference between free and paid certifi-
cates is validity of TLS. Free certificates usually are is-
sued for 30 – 90 days and the owner of the website
must re-generate them manually. But in some cases
hosting provides users with auto re-generation service
for TLS certificates. Validity period for paid TLS cer-
tificates usually is 1-2 years.

4.2. Trusted Certificate Authorities
Together with the type important factor to take into
account is issuer of certificate. TLS certificates today
are issued by different trusted organizations called Cer-
tification Authorities (CA). Biggest Certification Au-
thorities are Comodo, Symantec, GoDaddy, DigiCert,
Trustwave. Technically certificates issued by differ-
ent authorities are similar and using the same security
mechanisms during client-server protected communi-
cation. The only difference is in support and index of
trust. Every modern web browser has special certifi-
cate authority built-in database. Once client wants to
establish connection with the server, browser checks
the authority of TLS certificate installed on concrete
website by comparing it to the names in the list.

Figure 2 demonstrates the list of Trusted Root Cer-
tification Authorities in Google Chrome web browser.
Together with issuer TLS certificate has two more im-
portant parameters. Issued to, which means the do-
main name this certificate was issued for and valida-
tion. This last parameter holds information about gen-
eration date and validity of the certificate. Outdated
TLS certificate will not work on the website.

5. TLS Certificates Generation
Process

All types of Transport Layer Security certificates must
be installed and well configured on server side. Usu-
ally clients are using default settings to configure TLS
certificates, which is normal for beginners. After more
detailed research we can say, that in some cases clients
are using default settings during TLS certificate gener-
ation because they have no enough understanding of
what is really happening and why it must be done. In
Transport Layer Security certificate technology both
symmetric and asymmetric cryptography are used.

Asymmetric cryptography is used every time when
client is establishing connection with server. RSA cryp-
tographic algorithm is used at the first stage. Once
connection is established and special key called ses-
sion key is transmitted, symmetric cryptography be-
gins the work. In working process of TLS hybrid en-
cryption methods are used, and it is because of two
main reasons - security and efficiency. Asymmetric
cryptography is more secure due to public key encryp-
tion mechanism, but this method has lower speed. To
ensure higher speed, on the second stage, when ses-
sion key is already transmitted, TLS security mecha-
nism uses symmetric cryptography. Instead of using
heavy asymmetric cryptography for transmitting data,
it is used only once during establishing connection be-
tween client and server. It is done to provide secure
transmission of session key. User of the website can
check the data of TLS certificate used on the website
including the information about public key length and
used algorithm [9].

On figure 3 we can see that website uses RSA en-
cryption algorithm and length of public key is 2048
Bits, which is standard based on National Institute of
Standards and Technology (NIST) recommendations.
Some hosting companies with free certificates included
services provide management system to configure TLS
manually. Hetzner Online GmbH is hosting provider
with different data centers located in Germany. For
some packages they offer free TLS certificate gener-
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Figure 2: List of Trusted Authorities in Browser

ation models right inside the managing panel of the
hosting. Users can manually generate and use certifi-
cates provided by Let’s Encrypt Authority X3. Trans-
port Layer Security certificate generation process for
such certificates has two stages – issue procedure and
DNS validation processes. On the first stage to run
certificate generation process user must define the fol-
lowing: Domain name; DNS validation; TLS certificate
name; Common names; Key length; Such certificates
support Domain Name Service (DNS) based validation,
which is requires special TXT records in configuration
of the hosting. Once information is entered, TLS cer-
tificate obtaining procedure is starting.

The system automatically generates self-signed cer-
tificate with parameters entered by user during first
stage. Every five minutes the system is trying to get
the certificate. Once the certificate is obtained self-
signed certificate becomes Let’s Encrypt certificate in-
stead and the website is ready to establish secure con-
nection trough HTTPS protocol.

5.1. Usability Problems for The Client
Sometimes Transport Layer Security (TLS) certificates
generation process is done by the owners of the web-
sites. Wrong configuration of certificate can have neg-
ative impact on security and efficiency of the website.
User must know each parameter of certificate which
will be used for generation process. We think that
more efficient way of generating TLS certificate for
the website is to make user act based on concrete sce-

nario. If the website is used only for informational pur-
poses we need one balanced security mechanism, but
if website holds different sensitive information, like
user personal data, it is completely different situation
and in this case security level must be increased [10].
We already know that with growth of security level,
the usability of the system inevitably decreases. Some
user-friendly TLS certificate generation mechanisms
are offered but they still have problems with efficiency.
From example of Let’s Encrypt TLS certificates gener-
ation process provided by Hetzner Online GmbH we
can learn, that main parameters of certificate configu-
ration must be set by user, which could lead to a prob-
lem of security on the website, especially if the website
is built as online commerce or data exchange platform,
where users are sending and receiving personal data.

5.2. Security Problems
While user has problems with understanding of secu-
rity mechanisms he will try to not use complicated
systems despite their importance. Most security prob-
lems in multi user systems are coming from lack of
client knowledge. Well- formed and easy to use se-
curity mechanisms will solve a lot of cyber security
problems and will help to avoid different user-oriented
attacks in real life [11].
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Figure 3: Information About TLS Certificate on Website

6. Secure Design Methods
Implemetation

Based on the researches in cyber security, the most
efficient user-oriented security systems are built with
high level of usability in mind. While security system
is partly or fully managed by the human secure design
concepts and methods will have great impact on entire
security level of that system [12],[13]. Secure design is
aimed on developing strong security mechanism with
user-friendly and understandable interface and func-
tionality. The design cycle consists of different stages
of building the main structure:

• Requirements – defining the requirements for
interaction with the system. Main direction, tasks
and rules inside the system.

• Analysis – building the conceptual model of en-
tire system based on research and practical anal-
ysis of the requirements.

• Design – main structure of the system, which
is the most important part in human system in-
teraction process. Must be considered different
factors. Interface must correspond to use cases.

• Implementation – on this stage technical part of
the system must be integrated. All security mea-
sures must be considered and different scenarios
must be analyzed.

6.1. Increasing Usability With Secure
Design Methods

Based on researches in secure design and cyber secu-
rity mechanisms implementation techniques we cre-
ated more usable Transport Security Layer (TLS) cer-
tificate generation method, which will help owners of
different web-based systems make secure decision dur-
ing certificate generation. As generation process of
TLS certificate consist of different parameters, we in-
cluded most commonly used types of the websites, cer-
tificate authorities and some user data to special web-
based form. As we can see on figure 4, form has field
for client email, type of the website based on industry,
domain name and issuer or certificate authority. After
submitting this simple data, system will automatically
generate the best balanced option of generation cer-
tificate. Full instruction and details will send to email
of the user in understandable and easy to read form.
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6.2. System Automation Process
Firstly, the system will check information about the
server from domain name provided by the user. For
this process an open sources of information will be
used. Based on information about services running
on the server, system will generate the first part of
recommendation for the user, which includes perfor-
mance and information about optimized services run-
ning on the server of website. Afterwards the system
will choose optimal length of the key for TLS certifi-
cate based on selected category of the website. If cat-
egory of the website is related to financial operations
or transmitting sensitive information like personal in-
formation of the users, conversations and file shar-
ing – security level will be improved by increasing the
length of generated key [14]. The next step is choos-
ing of trusted certificate authority (CA). Prices and ser-
vices of different CAs varies, usually it is based on cus-
tomer service, support frequency and high trust index
of different web browsers by default. If chosen by user
CA meets all the requirements of concrete usage sce-
nario, the system will approve it. But in the case when
system can find more secure and usable way for the
user, it will offer another option together with detailed
explanation why suggest version of security and us-
ability mechanisms combination and also selected cer-
tificate authority is better for this particular case. The
system will check all the requirements of the website
and its services to offer the best and balanced option.
As a result, user will get the best option for both secu-
rity and usability sides in shortest period of time. This
approach must increase the level of usability of gener-
ation correct TLS certificate based on the needs of the
user.

As the offered system is web-based, we are always
working on improvements and making it more com-
fortable and easy to use. The main aim of such sys-
tems is to make end users and owners of different multi
user web platforms understand importance of security
mechanisms together with high level of usability. Be-
cause any usable system won’t work without good se-
curity level behind it.

7. Work of The System on Pratice
Only installation of TLS is not enough to make the
website work securely. There are different factors to
take into account while working with TLS certificate
configuration. In some cases, users are getting errors
on websites like mixed content. Which means that
certificate is installed but not well-configured. Mixed

Figure 4: Web-Based Recommendational Form

Figure 5: Configuration on Different Websites

content error occurs when the webpage is loaded over
HTTPS protocol, but some other resources such scripts,
graphics or another media are loaded over HTTP inse-
cure protocol. It this case, both HTTP and HTTPS con-
tent is loaded at the same time. This situation might
be problematic in the case of Man in the middle attack.
During this attack hacker can eavesdrop on a network
and make some modifications of the traffic.

In the frame of our research, we shared informa-
tion about optimized TLS certificate generation mech-
anism with different organizations. In total informa-
tion about the system being sent to owners of 100 web-
sites of different industries like sport, news portals,
personal blogs of organizations and informational web-
sites. In the frame of our work we from 100 websites
TLS certificates was installed and configured correctly
only on 45 websites. On 34 websites certificates was
not fully configured and on 21websites TLS was not
installed at all. Figure 5 demonstrates the number of
websites with installed TLS, installed but not well-con-
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figured TLS and without TLS at all. We collected data
about certificates usage on web platforms and divided
research process into different stages: beginning; after
first, second and third month. As we can see on Fig-
ure 5 after getting information about TLS certificates
installation and correct configuration, security of a lot
of website in the frame of our research was increased.

8. Conclusions
Based on the work performed in the frame of our re-
search we can say that well-chosen Transport Layer
Security certificate has serious impact on security level
of entire web-based application or website. So, cor-
rect configuration and type of certificate is extremely
important for multiuser systems which are using web
protocols. The offered system is developed to improve
usability of certificate generation process, consequently
the owners of web-based systems and websites can
easily understand which configuration is needed for
particular scenario. Based on recommendations of the
system, web-based applications and websites owners
can perform generation of needed security mechanism
with better understanding. This fact will seriously in-
crease the level of security of web-based applications
and websites.
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