CEUR-WS.org/Vol-2711/paperld.pdf

Blockchain-Based Protocol for Ensuring Authenticity of
Data Origin in Cloud Environments

Pavel Stetsenkot[0000-0002-7384-7013] Gennadiy K halimo\2[0000-0002-2054-9186]

1 Kharkiv National University of Radioelectronics, Nauky Ave. 14, Kharkiv, 61166, Ukraine
steps.ps93@gmail.com

2 Kharkiv National University of Radioelectronics, Nauky Ave. 14, Kharkiv, 61166, Ukraine
gennadykhalimov@gmail.com

Abstract. This work is devoted to the problem of ensuring authenticity of data
origin in cloud environments. The proposed protocol for providing Blockchain
authenticity provides real-time auditing for access to all data in a cloud storage
application. The protocol architecture allows achieving real-time authenticity of
cloud data origin, protection against unauthorized access, increased confidenti-
ality and confirmation of data authenticity. Implementation of the cloud-based
Blockchain service proposed in the work is carried out using a three-tier archi-
tecture, consisting of a data storage level, a Blockchain network level, and a da-
tabase level for storing data origin history. It includes three phases: collecting
information about the data origin history, checking and adding it to the Block-
chain ledger and updating the database with new historical records. Proposed
protocol makes possible to use logging data as evidence in cyber-criminal cases
and mitigate possibility to modify logs by attackers. Scope of usage of proposed
protocol is mainly internal audits in cloud environments.

Keywords: Blockchain, cloud environment, data origin, internal audit, cloud
service provider

1 Introduction

At this time, the usage of cloud computing services is reaching a new level in various
commercial and military spheres to ensure reliable data storage and dynamic “elastic”
provisioning of resources for computing “on demand” of the cloud customers. Secur-
ing management and data transfer within and between the clouds is one of the key
challenges for organizations, which implement cloud approach to their business.
Cloud auditing can only be effective when all data operations can be reliably tracked.
Ensuring the authenticity of the history of data origin is a process that determines the
history of a data object, starting from its creation [1]. Provisioning of the authenticity
of data origin can help detect malicious activity in architectures built on the cloud
platform basis [2].

Blockchain technology has aroused interest due to a common, distributed and fault-
tolerant data store that allows participants to counteract malicious attempts by using
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the computing capabilities of honest part of network nodes; and in which the ex-
change of information is resistant to manipulation. The Blockchain network is a dis-
tributed open transaction ledger in which network nodes verify and confirm any indi-
vidual transaction. The decentralized Blockchain architecture can be used to develop
the ability to provide an assurance of the authenticity of data origin for a cloud com-
puting environment. In a decentralized architecture, each node is involved in a net-
work to provide services, which provides higher efficiency. Accessibility is also en-
sured by distributed characteristics of Blockchain technology. Because cloud services
often use centralized authority, there is a need to protect personal data while maintain-
ing confidentiality. If there was a service for ensuring the authenticity of the cloud
data origin based on Blockchain technology, transparent and constant recording
would be ensured for all cloud operations. In addition, maintaining a history of data
origin can help increase the confidence of cloud users in sharing information about
cyberthreats [3, 4] in order to provide proactive cyber defense at a lower security cost
[5,6].

This paper presents a Blochchain-based protocol for ensuring the authenticity of
the history of data origin for cloud environments. The architecture proposed in the
work records the operations with each data object and stores them as a history of
origin, which is then hashed in the Merkle tree [7]. The list of data origin hashes will
be the Merkle tree, and the root node of the tree will be tied to the Blockchain transac-
tion. The list of transactions will be used to form the block, and the block must be
confirmed by a set of nodes in the Blockchain network in order to be included in the
Blockchain transaction ledger. Attempting to modify the record of data origin will
require the attacker to locate the transaction and the block in the ledger. The underly-
ing cryptography in Blockchain technology will only allow a block record to be modi-
fied if an attacker can submit a longer version of the Blockchain transaction ledger
than the rest of the fair network, which is quite difficult to achieve. Using the global
computing capabilities of the network, the Blockchain-based authenticity service for
cloud data origin can provide integrity and authenticity. The protocol proposed in this
paper preserves the confidentiality of users.

2 General theoretical information and related publications

2.1  History of data origin in the cloud

The history of the data origin describes the creation and modification chronology of
the content of the object. From the point of view of information security, the history
of data origin refers to the audit process, which keeps track of all operations per-
formed with data generated by the work process. In the context of the modern use of
Blockchain technology, an example of the history of data origin may be the ability to
track the redistribution of funds in a distributed publicly available cryptocurrency
transaction ledger, which contains all operations related to the asset data. The history
of data origin based on Blockchain technology can provide features such as a verifia-
ble event log in the cloud computing environment, creation and transfer of ownership
of digital assets, consensus and cryptography-based identification. Blockchain is a



peer-to-peer registration system in which information representing the origin of phys-
ical, virtual and application resources can be stored openly for transparent verification
and audit. Thus, transparency and cost-effectiveness are ensured, and access control
and confidentiality for individual register users are ensured using encryption methods,
where individual users can see only those parts of the Blockchain ledger that are asso-
ciated with their data. In addition, Blockchain technology provides much-needed
features that take place to be part of cloud platforms, including asset transfer and
source determination [8].

Cloud computing environments are dynamic and heterogeneous, and include sev-
eral different software and hardware components that are produced by different ven-
dors and require interaction. Since companies, regardless of whether they are private
or state-owned, use cloud computing as a platform for storing, processing, and provid-
ing services, data protection in the cloud has become a top priority for cloud provid-
ers. Ensuring data transfer within cloud architectures and between cloud architectures
of different providers is often a prerequisite. The classic data guarantee aims to ensure
the confidentiality, integrity and availability of data content. However, ensuring the
authenticity of the data origin (where it came from and by whom it was created or
modified) is currently a problem in cloud environments. Tracking every critical data
item in the cloud can ensure the confidentiality, integrity, and availability of data
content. This process, called confirmation of the history of the origin of the data, will
record every transaction in the cloud data, so that information about all data opera-
tions can be obtained at any time to confirm their accuracy. The origin of the data has
the potential to prevent internal attacks and network intrusion scenarios by identifying
the exact sources that cause the state of the data object to become abnormal. Ensuring
the authenticity of the history of the data origin in the cloud for all data processed in
the cloud infrastructure will allow for secure distributed data computing, data and
transaction exchange, detection of internal attacks, reproduction of research results
and determination of the exact source of intrusions into the system or network. The
current level of authenticity of the history of the origin of data in the cloud does not
provide such guarantees, and there is a need to develop methods to solve this prob-
lem.

This section presents some previous researches in the field this work denoted to —
authenticity of data origin in cloud environments. The first scheme designed to collect
and maintain information about the origin of data was called PASS and it worked at
the operating system level [9]. A comprehensive data tracking tool called S2Logger
was developed to ensure the origin of cloud data and it works both at the file level and
at the block level in kernel space [10]. It was proposed to ensure the authenticity of
the history of data origin by using of encryption, which in turn entailed lower perfor-
mance and higher computational cost [11]. A file system with the ability to collect
information about the origin of data by intercepting calls to the file system below the
virtual file system, which requires changes to operating systems, was proposed in
[12]. A kernel-level logging tool, Progger, which can provide evidence of unauthor-
ized access by violating user privacy, was proposed in [13]. It also explores the use of
data origin history for cloud management, for example, discovering cloud resource
usage patterns for resource reuse and failure management [14]. Another example of



the use of encryption and digital signature to ensure the confidentiality and integrity
of the history of data origin is SPROVE [15]. However, this tool does not have the
ability to query origin data.

2.2 Blockchain technology and ensuring the authenticity of the history of data
origin

Blockchain technology provides the ability and many of the necessary functionality
and features for effective ensuring the authenticity of the history of data origin in
cloud environments. Blockchain technology is a peer-to-peer transaction ledger sys-
tem in which reliable information about the origin of physical, virtual and application
resources can be stored publicly for transparent verification and audit. In addition, one
of the main concerns here is non-repudiation. Thus, the implementation of Blockchain
technology in the cloud can lead to the task of ensuring the authenticity and non-
repudiation of the history of data origin, when cloud nodes implicitly create a distrib-
uted network for recording data origin in a distributed and fault-tolerant Blockchain
ledger protected by a strict cryptographic protocols. This distributed ledger must be
updated by all nodes in the cloud based on a strictly regulated protocol for achieving
consensus, the development of which for the cloud is a rather difficult task.

3 Architecture of the Blockchain protocol for ensuring the
authenticity of data origin

This section presents the architecture of the Blockchain protocol for ensuring the
authenticity of data origin in cloud environments. The proposed architecture allows
achieving the following goals:

1. Real-time authenticity of the history of cloud data origin — user operations are
monitored in real time to collect information about the history of origin, which will
further support the application of access control policies and intrusion detection
systems [16]. However, a delay occurs when placing records in blocks and pro-
cessing them by the Blockchain network but capturing data events is real time pro-
cess.

2. Protection against unauthorized access — a reliable history of the data origin is col-
lected and then published to the Blockchain ledger to achieve data integrity. Then
all data are distributed between nodes. The architecture provides creation of a pub-
lic log with all user operations on cloud data with time stamps and without a trust-
ed third party. A special construction called “Blockchain receipt” is assigned to
each record for further verification. Moreover, according to the principle of least
privilege an access to proposed protocol can be configured more granularly with
cloud Identity and Access Management.

3. Increased confidentiality. Each entry in the data origin history is associated with a
hashed user identifier in order to maintain its confidentiality, so that no Blockchain
network node can match data records associated with a specific user. The data



origin auditor can access information related to the user, but can never determine
his identity. Only a service provider (cloud provider) can associate identifiers with
the actual owners of each record in the data origin history. As for regulation com-
pliance — the proposed protocol is focused mainly on internal audit and operates
with data generated by employees of the organization with cloud access, and
GDPR or CCPA are focused on the privacy of customer's data i.e. consumers not
employees.

4. Confirmation of the authenticity of the data origin history in the cloud — a record of
the history of the origin of data is published globally in the Blockchain network,
where several nodes provide confirmation for each block. To check each record of
the history of data origin, a Blockchain receipt is used.

The following methods were used in the architecture development to achieve the
goals mentioned above:

— real-time monitoring of user actions using interceptors and listeners, so that each
user file operation will be collected and recorded to obtain a history of data origin;

— storing all hashed data in the form of blocks in the Blockchain transactional ledg-
er. Each node in the system can verify operations by analyzing the block so that the
origin of the data is reliable and protected from falsification;

— hashing the user ID when adding data to the Blockchain ledger so that the network
and the auditor cannot determine the identity of the user and operations with the
data.

The cloud auditor of data origin history performs verification by extracting trans-
actions from the Blockchain network using the Blockchain receipt, which contains
information about the block and transactions.

3.1 Background and approach concept

The proposed architecture uses a cloud file as a unit of data and monitors file opera-
tions to provide the Blockchain-based service for the authenticity of cloud data origin.
After detecting each file operation, an origin history record is generated. The cloud
service provider then uploads an origin history record to the Blockchain network. It is
important to note that the system can be scaled by increasing the number of nodes in
the Blockchain network (scaling-out) or by deploying more powerful nodes with the
same number of them (scaling-up), the database component with origin history can be
scaled in the same way. This section describes in detail the scenario of using a cloud
file as data unit and the structure of the Blockchain block.

Cloud file usage scenario. To keep track of the history of each file in the cloud,
actions such as creating, modifying, copying, sharing, and deleting the file are record-
ed. User A can create a file that references the source of file X. Then user A copies
file X to another location, for example, for backup or other reasons. The read and
write operation of user A on file X can also be recorded. If user B asks user A to share
file X, an entry will be created for user A and user B. User A shares file X at a prede-
termined location and user B creates a new file Y from shared file X. Then user B can



work with file Y, just like user A with file X, for example, with read and write opera-
tions. If user B deletes the file, an entry will be created for deletion. At some point,
user A decides to make file X public in order to change access to the file. Anyone
who gets access to it will also create a new file in the appropriate place. An approach
called Versioning is applied to keep the history of different versions of the file for
future use.

Block structure — the architecture proposed in the work uses Blockchain technolo-
gy to ensure authentication of data records and prevent falsification. The block struc-
ture consists of two parts — the block header and the list of transactions (operations).
The main attributes in the header are block hash, height, confirmations, nonce value
and Merkle tree root. The hash value of a block is calculated using the hash of the
previous block and a one-time number. Height is the block index in the global Block-
chain network. The value of block confirmations indicates the number of nodes that
performed the mining process on this block, and the one-time number is used by
Blockchain nodes to verify the integrity of the block. The root of the Merkle tree is
the root of the binary hash tree created from all transactions in the block. Transaction
lists follow the block header. Each transaction has a hash with inputs and outputs.
Each data record is hashed into a Merkle tree node. The root node of the Merkle tree
will be bound to one transaction in a specific block.

3.2  Threat Model

This section presents an analysis of potential vulnerabilities in the proposed architec-
ture. The cloud service provider provides the ability to enable the Blockchain service
for the authenticity of data origin, as well as a cloud storage service that allows users
to store data on a cloud platform. A cloud service provider cannot guarantee that data
records will remain unchanged due to known vulnerabilities in hypervisors and cloud
operating systems. As soon as the Data Origin Blockchain Autheticity service is ena-
bled, the user will be able to track the data, and the auditor will have access to all
information about the history of data origin in the cloud. However, the provenance
auditor cannot be fully trusted. An attacker could potentially gain access to or modify
user data and / or information about the origin of user data. Since the main purpose of
the architecture proposed in this work is to protect information about the history of
data origin in the cloud, user data should be stored in the cloud in encrypted form and
be accessible only if there is a decryption key.

3.3 Key activation

In order to use the Blockchain service for authenticity of data origin, users must ena-
ble the service and create their credentials. To ensure confidentiality in cloud storage
applications, users must generate key pairs to encrypt their cloud data using the key
management services provided by cloud providers (for example, AWS Key Manage-
ment Service or Azure Key Vault). If the user wants to share the file, a key for data
exchange will be provided. For information on the history of data origin, the cloud
provider generates key pairs for privacy reasons, since this information will be pub-



lished in the open Blockchain ledger in the future. The purpose of the keys in the
proposed architecture is described as follows.

e User registration key (K g ) — is necessary for the user to register the cloud stor-
age service. Each time a user wants to work with cloud data, a registration key will
be required.

« Data encryption key ( Kz ) — after registration, the user generates an encryption

key Kyg to encrypt all data stored in the cloud. When a file is created, the user
has the ability to encrypt the file, which restricts access to the file only to key own-

ers.
e Key pair for data sharing (K[>, KF4") — in general, the private key is used to

generate signature data by the owner, and the public key is used to verify data
ownership. When the data owner permits data sharing, he transfers K;;'V to an-
other user.

The key to verify the authenticity of the history of data origin (K, ) — each block in

the Blockchain register contains several records of the history of data origin; and data
on the origin is entered upon detection of each new operation with the file. Each data

transaction causes the cloud service provider to generate a key K, to encrypt in-

formation about the history of origin. K, will then be transferred to the auditor of
the history of origin, if the user designates it for the audit.

4 Implementation of Blockchain-authenticity of the history of
data origin in the cloud

Implementation of the cloud-based Blockchain service proposed in the work is carried

out using a three-tier architecture, consisting of a data storage level, a Blockchain

network level, and a database level for storing data origin history. It includes three

phases: collecting information about the data origin history, checking and adding it to

the Blockchain ledger and updating the database with new historical records (Fig. 1).
Each level is designed to perform the following functions:

o Data Storage Layer — designed to support cloud storage applications. In this case,
one cloud provider (mono-cloud architecture) is used, however, the possibility of
implementing a multi-cloud approach is supported.

¢ Blockchain network level — designed to record each operation in the history of data
origin. Each block can record several data operations. In this example, the file is
used as a unit of data; therefore, each file operation with the user name and file
name is recorded. File access operations include Create, Share, Modify, and
Delete.



o Database level — designed to store records of file operations and write queries. It is
created in the most isolated segment of cloud architecture and can be based on
PaaS relational database service such as AWS RDS or Azure SQL Database and on
PaaS non-relational database service such as AWS DocumentDB or Azure Cosmos
DB.
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Fig. 1. High-level representation of the architecture of the Blockchain-authenticity protocol

The cloud provider appoints an origin history auditor to verify data from the
Blockchain ledger. The result of the verification is a Blockchain receipt, which is
added to the databases and serves as a guarantee of the authenticity of the record.

4.1  Collection and storage of information about the data origin history

When a user performs actions on data files stored in the cloud, the corresponding
operations are recorded. An operation can be indicated in metadata, including all file
attributes. It should be noted that for this stage only the attributes RecordID, date and
time (timestamp), username, file name, registered user (AffectedUser) and action are
recorded. The transaction hash, block hash and verification field will be collected
after the auditor makes a request to the Blockchain network. The AffectedUser attrib-
ute is considered in two cases. One of them is data modification, in which the same
user works with data using a data encryption key when there are no affected users
except this user himself. Another case is data exchange, when a user shares a file with
someone else. In the second case, this attribute in the file operation metadata will
include all users in the shared group.

This paper presents an architecture built on the basis of an open source application
called ownCloud to demonstrate the capabilities of Blockchain-authenticity of data
origin [17]. ownCloud is a proprietary server for synchronizing and sharing files.
OwnCloud provides both cloud storage web services and a PC client, similar to Drop-
box and Google Drive, which provide the user with control over personal data and
universal access to files for all data. In addition, ownCloud is flexible, and developers



can use their features to develop various applications on top of it, allowing authorized
users to enable and disable features, set policies, back up and manage access. The
server also manages and protects API access for its ownCloud client and developers,
while providing the internal processor needed to provide high-performance file shar-
ing services.

To collect information about the history of data origin, hooks are used to listen to
file operations in the ownCloud application web interface. After monitoring the op-
eration, a record will be generated, which is then uploaded to the Blockchain network
and stored in the origin history database. The process of collecting and storing infor-
mation about the history of data origin is shown in Figure 2. An example of collecting
information about a file change in the original JSON format is presented at Figure 3.

To store information about the history of origin after data collection in this imple-
mentation, the Tierion API is used to publish data records in the Blockchain network
[18]. Tierion provides an API primarily for collecting data and for managing data
stores and records in your personal account. Accessing the Tierion Data API requires
an API key, which is required with every request for API data. Granting credentials
should contain the X-Username and X-Api-Key headers for each data store owned by
the user account. In addition to using the API data to create the record, it is possible to
submit the HTML form directly to Tierion, since ownCloud is based on web technol-
ogies, and information about the history of data origin comes from the website. This
approach is easier to implement for demonstration purposes.
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Fig. 2. The process of collecting and storing information on the history of data origin

To ensure confidentiality, the username is hashed. Thus, the provenance auditor
cannot know to which user the data belongs. Only a cloud provider can associate each
user with a hash value because the provider stores a list of usernames. The proposed
architecture involves storing information about the data origin in a database for sub-
sequent updates and checks. The publication of data records in the Blockchain net-
work is based on the Chainpoint standard [19]. Chainpoint is an open standard for
creating timestamps for any data, files or series of events, which offers a scalable
protocol for publishing data records in the Blockchain ledger and generating Block-



chain receipts. An example of collecting information about a file change in the origi-
nal JSON format can be found below.

{

"app" : "files",

"type" : "file changed",
"affecteduser" : "testuser",
"user" : "testuser",
"timestamp" : "123445621",
"subject" : "self changed",
"message" HEEL
"messageparams" : "[]",
"priority" : "30",

"object type" : "files",
"object id" o "1425",

"object name" . "testfile.txt",
"link" : "apps/files/test/"

By binding an unlimited amount of data to several Blockchain ledgers and check-
ing the integrity and existence of data without using a third trusted party, the Chain-
point standard is widely used in Blockchain applications. According to Chainpoint
2.0, data records are hashed, so each Merkle tree can contain a large number of rec-
ords, as shown in Figure 3.

To ensure confidentiality, the username is hashed. Thus, the provenance auditor
cannot know to which user the data belongs. Only a cloud provider can associate each
user with a hash value because the provider stores a list of usernames. The proposed
architecture involves storing information about the data origin in a database for sub-

sequent updates and checks.
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Fig. 3. Scheme of the Merkle tree




The target hash of a particular record and the path to the Merkle root provide evi-
dence of the authenticity of the data origin history, which is a JSON-LD document
containing information for cryptographic verification that part of the data is tied to the
Blockchain ledger. This proves that the data existed at the time of their binding. The
root for each Merkle tree is associated with one transaction in the Blockchain net-
work.

4.2 Verification of data origin

To check data records published on the Blockchain network, the data origin auditor
requests a Blockchain receipt through the Tierion API. The data API offers a way to
validate Blockchain receipts. Before verification, an API call to the GET method is
used to request a record along with a Blockchain receipt.

The request header should include Content-Type: application/x-www-form-
urlencoded or Content-Type: application/json to set the data format to receive. API
calls to request data are made via the HTTPS protocol. The Blockchain receipt con-
tains information about the Blockchain transaction and the evidence of authenticity
used to verify the transaction. An example of a Blockchain receipt is shown in Figure
4.

{
"®context”: “https://w3id.org/chainpoint/v2",
"type": "ChainpointSHA2S6v2",
“targetHash”: "82e46ffd212d680b3¢1a169¢6a8b594729850¢55398b8740832Fe94fdS5e5fd63",
"merkleRoot”: "9f01000550430539796817ce626d84cch548545304d558¢f3353e4d407e599031",

"pr(()o!": [ {
“right”: "0f6117e8bddd7fdc7130a5365¢74aaf e34f5cc31fd654edB4ea379764873c087" i
h p
{ s R O
"left": "f860e7697ba57d944d925¢311cce786e6d20833071d1c16e6e5f ef3fca749¢96"
} ¢
{
"right”: "de4b5b29183d193b959950097410928ab056cbbbefbaS5370c9282fe180¢78bd" &
£ 0 }
; “right”: "e75da94bc44a309778b2ec7a5ffd58e40622d4ce4c20676215eb8804764bb3IIS" Frmverereer

'o;ucr\ors': [

"type": "BTCOpReturn”,
"sourceld": "0b956b057330591¢d63c0e5572ba3b4cHFIFR8299¢3eBec@c893411db1c3006"

Fig. 4. Blockchain receipt

The Merkle tree can be restored from a Blockchain receipt. Each record of origin is
stored together with other records in the Blockchain network as a transaction, which
is available in the Blockchain Block Explorer [20]. Since the transaction attribute
“Height” corresponds to the block index, you can find the exact information about the
block. An example of the data contained in the transaction and the Blockchain block
is shown in Figure 5.



Block
Block Hash : 000000000000000002cd3c7cbeddeddd5de 1db45111632b70e35880a8fada 111
Prav Block | 0000000000000000014c57031c65a02a7bef3c3b0al04 1456c48001552a6d712
Next Block | 00000000000000000169ca 10626{cH308e8bISdS6989bd 73d51bB70025d0c4 7

Merkle Root : b1b8647¢31122c13505b60dd3e4adbbed 42838bc69d4dl 1bc07 100890ec33cet

Height : 432992 Transaction

Confirmations : 1755

Size : 998,130 Bytes Traneaction

Tx Count : 2,634

Time : 2016-10-05 15:23:38 Txid : ObO56bOS7330591cdB3cO0055720a364c6IHN08209c308000c893411bd1¢30a6
Version : 0x20000000 Size : 234 Bytes

Difficulty : 392.44 G /24123 G| Height : 432992

Bits : Ox18048ed4 Confirmations : 1754

Nonce : 0xf9526b4d Timestamp: 2016-10-05 15:23:38

Relayed : BW.COM Output Scripts:

+ OP_RETURN 9/0100055a4305397968 17c0626484cch5485453040558¢133530404a7059031 (decoded)
* OP_DUP OP_HASH160 7003cc591516c231d5 12b38daseectdde7a587e9 OP_EQUALVERIFY OP_CHECKSIG

Transaction

Fig. 5. Transaction and Blockchain Block Data

An API call to the POST method is used to check the format and contents of the
Blockchain receipt and to confirm that the root of the Merkle tree of one record is
stored in the Blockchain ledger.

The algorithm for the auditor to verify the history of the origin of the Blockchain
receipt data is shown below.

Validate (proof,merkleRoot, targetHash)
SET nodeNum = number of Merkle tree nodes in proof
SET h = targetHash;
SET i = 0;
WHILE (i < nodeNum) DO {
IF (proof(i).key = right) THEN {
h = hash(h + proof (i) .value)
} END
ELSE {
h = hash (proof (i) .value + h)
} END
i=1i+1
}END
IF (h = merkleRoot) THEN ({
RETURN true
} END
RETURN false

In the algorithm, proof of authenticity, the root of the Merkle tree (merkleRoot)
and the target hash value (targetHash) are the input parameters to the Blockchain
receipt, and the output is the result of the check. If true is returned, then the data rec-
ord is considered verified and authentic based on the fact that the transaction and the
block are genuine. If false is returned, it means that the block and data record have
been tampered. It should be noted that according to the requirements of Chainpoint
2.0, all hash values used in the construction of Merkle trees and evidences are pro-



cessed in binary format. Anchor points in a Blockchain receipt indicate how a data
record is bound. Verification of the Blockchain receipt confirms that the content is
valid and authentic. In particular, the verification process confirms the following four
elements: Blockchain receipt is a JSON document with correct formatting; all re-
quired fields are present; targetHash, merkleRoot, and proof are valid; and the anchor
point of the merkleRoot value to the specified location(s) is correct.

After checking the Blockchain receipt, the data origin auditor can update the entry
in the origin history database by filling out the remaining attributes, including the
transaction hash, block hash and verification result. If the result of the audit is correct,
then the auditor can verify that the origin data is authentic. If the result is false, the
auditor informs the service provider that there has been an invasion to the system.

A high-level representation of the architecture for confirming the history of data
origin in the cloud based on Blockchain technology is presented in Figure 6.
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Fig. 6. Architecture of the Blockchain protocol for authenticity of data origin in the cloud

Work process:

1. User registration using the key K .
2. Work with data:
2a Request access to data using a key K .

2b. Providing access to data to another user using a key pair K7t , KF¢".

2c. Data request.
3. Publication of information on the history of data origin in the Blockchain net-

work using akey Ko, .
4. Storage of information on the history of data origin in the database.



5. Request for verification by the auditor of the authenticity of information about
the history of data origin.
6. The auditor's request to the Blockchain network to obtain data for verification us-

ing the key K, .

7. The verification process.
Ta. Getting a Blockchain block with transactions.
7b. Authentication.
7c¢. Blockchain receipt update.
8. Updating the database.
8a. Sending a verified Blockchain receipt.
8b. Updating the status of checking the history of data origin in the database.

5 Conclusions

The proposed protocol for providing Blockchain authenticity provides real-time audit-
ing for access to all data in a cloud storage application. A file was used as a data unit,
verification of all operations with cloud data objects was implemented, as well as
recording using Blockchain technology. In this way, information on all cloud access
events can be collected and analyzed.

Information about the history of data origin is converted and uploaded to the
Blockchain network for each file operation. Thus, a reliable and unchanging finger-
print of file operations is created with a safe and constant update, as well as an un-
changed time stamp for each operation. Any malicious intervention in the Blockchain
ledger will be detected when checking the Blockchain receipt. Once a data record is
published, no one can rewrite or modify the record without disclosing it.

Using a Blockchain network avoids the need for a trusted party. The architecture
also helps to avoid the need for trust in a cloud service provider when storing data
origin. In decentralization, data records are confirmed and verified by continuous
cross-checking by the system between computing nodes. In addition, the decentral-
ized method ensures the integrity of data records, and each data record has a copy on
each node in the Blockchain network, thus ensuring resistance to DDoS attacks. In
addition, there is no single point of failure, since the loss of one or even several nodes
in the network does not lead to the loss of all data and the same is for database com-
ponent variety of High Availability and Disaster Recovery options in the cloud espe-
cially for PaaS services.

Users can subscribe to the Blockchain data authenticity service while maintaining
their privacy. User access records are anonymized on the Blockchain network, and the
auditor cannot study user actions. Anonymity persists in two aspects. The user 1D will
not be associated with origin data records, since the user 1D is hashed and incoherence
is achieved between each user, especially for the history of data origin, to which sev-
eral users have access.
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