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Abstract. The article is devoted to the analysis of the problem of teaching pro-
fessional ethics to future cybersecurity specialists. It is stated that professional
tasks of cybersecurity specialists nowadays cannot always be solved using the
identified procedures and guidelines. The dilemmas that arise are not always
supported by the corresponding laws, rules or codified standards due to the
much faster development of the technological basis compared to the legislative
support of the professional activity. Thus, the cybersecurity specialists can face
unpredictable problems that can require ethical awareness. The article analyses
three international educational efforts in creating educational standards for the
cybersecurity course: the National Initiative for Cybersecurity Education
(NICE), the Cyber Education Project (CEP), Cybersecurity Curricula 2017 and
the role of ethics in each. As well as that, the article looks at the national educa-
tional standard for this course and the international experience of embedding
ethics into cybersecurity curricula, suggesting that the introduction of the ethi-
cal component into the national educational programmes would benefit the edu-
cational process.
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1 Introduction

1.1 Problem Statement

It is estimated that the population of the Internet doubles every 100 days, a bigger part
of our lives being transferred into the cyberspace. All spheres of our everyday and
professional lifestyles depend on the security of the private information in the cyber-
space. Nowadays people have started talking not only about the IT revolution, but
about a more important question - according to some researchers — how to survive this
IT revolution [1]. Information technology has broken some records in the speed of its
development, while other systems that are closely connected with this layer of the
human activity — e.g. education, law — struggle to keep up with the speed of its change
and development. That is why there is an ever-growing gap between the demand and
supply in cybersecurity: demand in highly qualified professionals (it is estimated that
the shortage in skilled workers is about 1.5 million in 2019 [2]) and the possibilities
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of educational institutions to ‘produce’ them; demand in strict legislative framework
(like in the medical sphere) and the currently available legal support and protection,
which is far from being sufficient.

The security of information in the cyberspace nowadays is not only about solving
technical and technological problems, as all the solutions in the sphere of cybersecuri-
ty depend on people. That is why it is urgent to talk about the role and importance of a
human factor in protecting this asset, especially when there are no regulations accord-
ing to which it is easy to act. In this context we believe that it is necessary for educa-
tional establishments to develop ethical awareness in students future cybersecurity
specialists, as ethics can help them make urgent decisions in unprepared and unpre-
dictable situations, not described in the textbooks or standardized codes of conduct.

Ukrainian higher educational establishments have introduced cybersecurity educa-
tional courses only recently. To meet the international standards of these educational
programs and the demands of the industry it is essential to examine the theoretical
grounds of cybersecurity specialists’ professional education as well as the experience
of foreign higher educational establishments in introducing all vital aspects, profes-
sional ethics in particular, into the curriculum. The analysis and further adaptation of
their experience to the national context will result in the increase of the efficiency of
the national cybersecurity academic programmes and higher levels of professional
awareness of cybersecurity graduates.

1.2 Related Work

The research into the adequacy of the cybersecurity needs and the ability of educa-
tional systems to meet them has been conducted internationally for rather a long peri-
od of time. One of such efforts to examine various formal and informal cybersecurity
educational attempts was carried out in 2013 and resulted in a substantial ‘Report on
EU practice for cyber security education’ [3]. By comparing some cybersecurity pro-
grammes in the USA, the UK, China, Brazil, India, Canada, Australia, Russia and
other countries the authors make conclusions on different levels of cybersecurity edu-
cation development and readiness of educational establishments to meet the needs of
the industry in these countries. It is noted that in some countries, like the USA, there
is a strong link between the cybersecurity education and military and security institu-
tions, which enhances this professional training efficiency. Whereas in some countries
(as of 2013, in India, for example) there is no formal study programme on cybersecu-
rity. The report suggests key initiatives to help develop educational programmes that
should be considered with a view to making the professional training more effective
and addressing current and future issues.

To assess the state of Ukrainian higher cybersecurity education it is necessary to
examine the experience of educationalists in other countries. A number of efforts have
been made in order to evaluate the state of cybersecurity education in different coun-
tries on their national levels. Lehto [4] devoted the research to the assessment of the
state of cybersecurity educational and research systems at various educational estab-
lishment of Finland. The conclusion he has made is that, although the national and
international requirements are being met at Finnish universities, there is still the lack



of clear vision of the skills and competencies involved. Catota et al. [5] look into the
problems of cybersecurity education in Ecuador and state the presence of few at-
tempts to introduce cybersecurity at universities, which are limited by poor technical
resources, absence of coordination between education and business. The research
suggests a range of options to be taken to improve this situation. These works show
that the situation in cybersecurity education of Ukraine is not unique regarding the
existing challenges, presenting at the same time some valuable information on educa-
tionalists’ attempts to overcome those obstacles.

Another aspect of importance for the present research is the attempts to develop
cybersecurity curricula. These issues are discussed by Santos et al. [6], the gravest
being the absence of unanimity concerning the notions, standards and methods asso-
ciated with cybersecurity. The authors identify the proposals for institutions that can
assist with the development of the cybersecurity programmes. A substantial research
has been done by Mouheb et al. [7] into the efforts of advanced countries to frame
cybersecurity curricula at the levels of the government and organizations. Those cur-
riculum designs are divided into three categories: education, industry, govern-
ment/defense. The researchers determine their strong points alongside with their own
suggestions in order to help educationalists develop more efficient cybersecurity cur-
ricula.

Cybersecurity education in Ukraine has been the object of research from different
points of view. Thus, Danyk Yu. and Zinchenko A. [8] devote their efforts to the
analysis of cybersecurity education peculiarities. They suggest introducing cybersecu-
rity education at all stages of the national educational system, beginning with pre-
school, identifying the need of our country to raise the general level of cybersecurity
awareness in the society. Diorditsa I. [9] looks into the issues of higher cybersecurity
education from the point of view of administrative and legal regulation. The author
identifies the problems of educational standards determination, low level of readiness
of educational establishments to train cybersecurity professionals. So, researchers
examine many aspects that must be taken into account while developing cybersecurity
curricula. However, the importance of teaching ethics to cybersecurity students and its
incorporation into the curriculum has not been in the focus of educationalists’ atten-
tion.

Thus, the aim of this article is to ground the role of ethics in the formation of a
cybersecurity professional, review national and international attempts of creating
cybersecurity curricula and introducing ethics into them, as well as analyse the inter-
national experience of teaching ethics to cybersecurity students in order to meet the
national needs of their professional education.



2 The Importance of Ethics in Cybersecurity Education to Face
the Challenges of Future Professional Activities

2.1  The Notions of Law and Ethics in Cybersecurity

In the context of ever-growing threats despite ever-growing cyber protection funding
it is of great importance to deal with the phenomena of Cyber Law and Cyber Ethics.
First of all, to gain a deeper understanding of the issue, we should identify the differ-
ence between the notions of Law and Ethics. According to Merriam-Webster diction-
ary, a law is ‘a binding custom or practice of a community : a rule of conduct or ac-
tion prescribed ... or formally recognized as binding or enforced by a controlling au-
thority’ [10]; while ethics is ‘a set of moral principles; a theory or system of moral
values’ [11].

Thus, with laws we must have an authority (external control) controlling how peo-

ple obey them, whereas with ethics the control has the internal character. Another
extremely important difference is the legally determined punishment that is always
present in case of the failure to abide by the law and which is not present in case of
the failure to ‘behave ethically’.
Another important aspect when talking about Law and Ethics in cybersecurity is the
fact that they are definitely interconnected: ethics makes the basis for laws. And, alt-
hough the ethics is a ‘vague’ phenomenon compared to the legislation of a particular
sphere, it is sometimes the only tool that the professionals have in order to solve the
problems where laws cannot be applied [1]. Many researchers attempting to analyse
the state of legal protection of cyber space mention the inadequate level of legislative
support of cyberspace activities on the national and international levels. The cases
where there are no laws are quite common. Moreover, many researchers notice that
even if there are corresponding laws and criminal responsibility for breaking these
laws, still the cases of prosecution are rare, which results in no deterrent value of such
laws. ‘In comparison to other federal crimes, CFAA (Computer fraud and abuse act)
offenses are not charged frequently and prosecuting someone engaged [in] computer
security research is extremely rare’ [12].

2.2 The Legislative Support of the National Cybersecurity Activities

The situation in Ukraine is even more confusing. The draft of the bill of Ukraine ‘On
the basics of providing the cybersecurity of Ukraine’ was proposed in 2015. It took
Verkhovna Rada 2 years to pass this law and it became law only on May, 9, 2018.
Researchers [13] argue that it could have taken even longer but for virus Petya in
summer 2017, which was the first in the history of Ukraine massive cyber attack to
affect the whole country. The problem with this law on cybersecurity is, apart from
the inadequacy of the content made up in 2015 and the current situation, the declara-
tive character of the law [13]. It gives the definitions of the basic terms and phenome-
na in the sphere of cybersecurity, which are at the same time new to the legislation of
Ukraine. It also states that the violation of laws in the sphere of cybersecurity presup-
poses civil, administrative and criminal responsibility. However, none of these codes



mentions ‘cyberspace’ in any form or context. For example, the criminal code of
Ukraine presupposes responsibility for the crimes connected with the use of electronic
computing machines (computers), systems and computer networks and electrical
communication networks. But there is no mentioning of a ‘cyberspace’ or the respon-
sibility for a ‘cyber crime’. This definitely complicates the situation with prosecuting
cases identified as cyberattacks. In addition, the law does not presuppose any respon-
sibility at all for posts or other kinds of activity in social networks, blogs, etc.

In this context the cybersecurity professionals often appear in unpredictable situa-
tions with the necessity ‘to make crucial decisions in the midst of professional prac-
tice, often with little guidance’ [14]. The researchers also emphasize that there is no
codified framework of ethics in the realm of cybersecurity, unlike in other spheres.
There is no agreement on common ethical principles. To top it all — many education-
alists still think that it is impossible to provide a universal ethical framework [15].
The researchers believe that ‘it is imperative that cybersecurity professionals are edu-
cated in a way that cultivates and develops wide-ranging capacities, skills, and dispo-
sitions that will prepare them to recognize and cope with the ethical and technological
conundrums before them’ [14].

We agree with the authors that with such indefinite situation with legal support and
general vagueness of understanding what is ethical and what is not, the educational
establishments have to teach the students future cybersecurity specialists the basics of
ethics, develop ethical awareness and skills to apply ethical principles in their future
professional practices. However, we strongly believe that these efforts must be guided
by the standardized guidelines.

2.3 The International Educational Efforts on Creating Cybersecurity
Standards

General Overview of International Cybersecurity Curriculum Attempts. We
believe it will be useful to give a short overview of the latest attempts to define the
academic parameters of cybersecurity.

The National Centers of Academic Excellence (CAE) with the initiative of Nation-
al Security Agency created and introduced the first programme in the USA in 1998.
On its basis the content of academic programmes of a cybersecurity discipline was
identified. On the other hand, the research was being done from the point of view of
the workforce demands. The National Institute for Standards and Technology initiated
the workforce-based effort called the National Initiative for Cybersecurity Education
(NICE). This led to the formation of the workforce-based framework of 7 job catego-
ries, 33 speciality areas and 52 work roles. Next, in 2013 the Cyber Education Project
(CEP) was formed, which resulted in the formation of the joint task force of the Asso-
ciation for Computing Machinery, IEEE Computer Society, International Federation
for Information Processing, and Association for Information Systems to do further
research into the curricular needs of the cybersecurity. The result of the joint task
force was Cybersecurity Curricula 2017, which presents the curriculum guidelines for
post-secondary degree programmes in cybersecurity. According to Sobel Ann et al.



[16] it ‘builds on the content defined by the CAE program but offers a broader, more
flexible view, with many different selections and arrangements of topics to reflect
different emphases consistent with different types of jobs and career paths’. We agree
that in order to make the educational process most efficient, it is necessary to have
standards, which will make the basis for learning outcomes and contents of different
programmes in cybersecurity.

The Presence of Ethics in the International Cybersecurity Curriculum Attempts.
It is important for our research to identify how ethical questions in training cybersecu-
rity specialists are addressed in all these efforts.

According to NICE Cybersecurity Workforce Framework, the professional ethics
is included in the knowledge of laws, regulations, policies, and ethics as they relate to
cybersecurity and privacy; and in the knowledge of ethical hacking principles and
techniques. We agree with Blanken-Webb et al. [14] that, although knowledge of laws
is extremely important for the professional activities of cybersecurity specialists, it
should be only one element of teaching ethics to students. It is vital to train the skills
of analyzing the situation based on this knowledge. As the authors put it: ‘memorizing
relevant laws and codes of ethics is not ethics education. Or, at the very least, it is not
the kind of ethics education that will prepare the urgently needed decision makers of
tomorrow in the realm of cybersecurity’ [14]. We agree that although it is definite
that the knowledge of basic rules and national and international laws is important, the
innovative character of the professional activity of future cybersecurity specialists
calls for the innovative approach in teaching ethics. Some rules and guidelines can be
applicable to some situations, as we understand that the general ethical practices have
been more or less the same for centuries. However, the context created by cybertech-
nologies is unique, meaning that decisions made by the professionals in this sphere
are also unique and impossible to have been predicted. ‘These are precisely the kinds
of ethical questions that cannot be decided by social convention because there are no
absolute rules and practices that precisely apply’ [17].

Among the knowledge units of CAE, one of the non-technical core units is Policy,
Legal, Ethics and Compliance (PLE) and one of the optional knowledge units is Cy-
bersecurity Ethics (CSE). The intent of the Policy, Legal, Ethics, and Compliance
Knowledge Unit is ‘to provide students with and understanding of information assur-
ance in context and the rules and guidelines that control them’ [18]. The outcomes
should be the knowledge of the applicable laws and policies related to cyber defence
and the ability to describe the major components of each pertaining to the storage and
transmission of data; the knowledge of the responsibilities related to the handling of
data as it pertains to legal, ethical and/or agency auditing issues; the knowledge of the
interconnection between the type of legal dispute (civil, criminal, private) and the
evidence used to resolve it [18]. However, as mentioned above, we believe that it is
not enough for teaching ethics in cybersecurity because, on the one hand, it is really
hard to talk about laws and rules with the constantly changing technical platform of
cybersecurity, and, on the other hand, teaching ethics is not only about learning laws,
rules and knowing your responsibilities; it is more about bringing up some deeper
understanding and confidence in the moral dilemmas. Closer to solving these prob-



lems, the way we see it, is an optional knowledge unit Cybersecurity Ethics, which
intends to provide the students with an understanding of ethics in a cyber context, to
examine typical situations where ethical dilemmas arise and to provide the students
with tools for ethical decision making. The examination of diverse ethical dilemmas,
the analysis of practices that can cause ethical conflicts, the understanding of the role
of cybersecurity in supporting and encouraging ethics can provide the students with
ethic-based decision tools. So, we consider this knowledge unit an important element
of any cybersecurity programme.

Finally, the result of the joint task force presents the curriculum guidance in cyber-
security education Cybersecurity Curricula 2017 [19]. The authors pay more attention
to the ethical issues in the education of future cybersecurity specialists, including the
ethics in the definition of the cybersecurity discipline: ‘A computing-based discipline
involving technology, people, information, and processes to enable assured operations
in the context of adversaries. It involves the creation, operation, analysis, and testing
of secure computer systems. It is an interdisciplinary course of study, including as-
pects of law, policy, human factors, ethics, and risk management’ [19]. The authors
explain that academic programmes are ‘informed by the interdisciplinary content’,
which involves ethics among other mentioned aspects, and ‘driven by the needs and
perspectives of the computing discipline that forms the programmatic foundation’
[19]. From the very definition we see that ethics in this case is not only about know-
ing and following laws and rules. The authors underline that each cybersecurity cur-
riculum must have a ‘strong emphasis on ethical conduct ... associated with the field’
[19]. So, the issues of ethics are incorporated in most knowledge areas. The curricular
content for each knowledge area includes the essentials, knowledge units and the
topics. The essentials, according to the authors, ‘across the knowledge areas capture
the cybersecurity proficiency that every student needs to achieve regardless of pro-
gram focus’ [19]. Cyber ethics is one of the essentials (societal essentials) and also
one of the knowledge units within the knowledge area ‘Societal security’, which aims
‘to give students a foundation for both understanding and applying moral reasoning
models to addressing current and emerging ethical dilemmas on an individual and
group (professional) level” [19]. It also opens the discussion about the unique or gen-
eral character of ethics in computing, as well as the connection of the national culture
and ethical practices. Talking about law and ethics, the authors point out the constant
character of ethical values and evolving character of laws. Thus, we can see that cy-
bersecurity ethics is incorporated in all knowledge areas to a greater or a lesser extent.
The authors make a lot of effort to emphasize the axiological character of this aspect
of the students’ future professional activity. They claim that teaching ethics is not
only about learning rules and codes, it is more about responsibility, values, culture,
which should be represented in any cybersecurity programme. We agree with the
authors and believe that these curriculum guidelines should be the basis for Ukrainian
educationalists while developing national cybersecurity educational programmes.



2.4  The National Educational Effort on Creating the Cybersecurity Standard

We believe that the analysis and research of the currently working curriculum guide-
lines can give useful experience of writing educational programmes for the national
higher education. Unfortunately, we must admit that in our country the formal basis is
quite often behind the needs of the educational process. Thus, the speciality ‘Cyberse-
curity’ appeared according to the resolution of the Cabinet of Ministers of April, 29,
2015 N266 ‘On the approval of the list of knowledge areas and specialities of higher
education’ [20]. And only 3 years later, the Decree of the Ministry of Education and
Science of Ukraine of October, 4, 2018 approved the standard of higher education on
speciality 125 ‘Cybersecurity’ (bachelor degree) [21]. Before the approval of the
standard there was a situation when different higher educational establishments un-
derstood the aims of this course differently, sometimes even not differentiating a cy-
bersecurity specialist training from the training of many other IT specialists.

Having looked at the national educational standard of this speciality, we can state
that there is no mentioning of the notion of the current research — professional cyber-
security ethics or other ethical issues. The closest in the understanding of professional
ethical behaviour, in our opinion, are the following competences:

General competence N6: The ability to realize the rights and duties of a member of
the society, be aware of the values of the civil (free democratic) society and the ne-
cessity of its sustainable development, the rule of law, rights and freedoms of a person
and citizen of Ukraine. The corresponding learning outcome is to understand the val-
ues of the civil (free democratic) society and the necessity of its sustainable develop-
ment, the rule of law, rights and freedoms of a person and citizen of Ukraine. We
believe that professional ethics is one of the values of the civil society. However, the
clarification would be much appreciated.

Professional competence N1: The ability to use the legislative and normative legal
basis, as well as the national and international requirements, practices and standards
with the aim of performing professional activity in the sphere of information and/or
cybersecurity. The corresponding learning outcome is to act according to the legisla-
tive and normative legal basis of Ukraine, as well as the requirements of the corre-
sponding standards, including international ones, in the sphere of information and/or
cybersecurity. However, as we have mentioned above, we believe that the profession-
al activity based on the knowledge of and the ability to use the corresponding laws,
requirements, standards and procedures is not always possible due to the insufficient
character of the legislative basis.

2.5 The International Experience of Introducing Emphasis on Ethics into Cyber-
security Curricula

In our opinion, to improve the national educational practices in the most efficient way
it is necessary to examine the international experience of introducing ethics education
into cybersecurity programmes. We have analysed several examples of such practices
[14, 22] and noticed that first and foremost in these attempts, according to the authors,
is the necessity to familiarise students with basic ethical theories that can help to de-
velop their ethical awareness by viewing the dilemma from different perspectives.



The authors [22] argue that this will provide deeper understanding of the ethical prin-
ciples students base their judgements on, as quite often they have only intuitive un-
derstanding of what is right and what is wrong. Moreover, these theories should help
them understand that although the Internet might have started as a ‘lawless jungle’
[23] and the underlying technology is constantly changing, it still has some principles
that have always been guiding the development of the humankind. The educationalists
suggest that it is possible to present three basic ethical frameworks close to the West-
ern philosophical tradition: deontological ethics, utilitarianism and virtue ethics. The
knowledge about these theories should definitely help students to understand the no-
tion of ethical value.

We believe it will be beneficial to present here a short description of these ethical
theories (Fig. 1).

Virtue Ethics Deontology Utilitarianism
Focus on Focus on Focus on
VALUES STANDARDS OUTCOMES

character duty consequences

o rules goals

motives means ends
attitudes consistency results

Fig. 1. Comparison of ethical traditions.

The focus of deontological ethics is the motives of a person, the choice of actions
based on what a person ought to do, on their duty or obligation. To understand what is
your duty you need to, according to Kant, be guided by the Categorical Imperative, to
treat others as you would like them to treat you [22]. So, with this approach the moral
value of events and actions are more important than the consequences. In contrast,
utilitarianism centres on consequences, results and outcomes. The action is assessed
on how good its result is regardless the motives, thus viewing the actions that result in
good outcomes as having moral value. And good in this ethical framework is identi-
fied as what brings about happiness to as many people as possible. The researchers
[23] illustrate the difference of these ethical approaches in solving the following ethi-
cal problems: when the outcome of the case is the creation of the efficient autono-
mous transportation system, the collection of data and experimenting with the help of
artificial intelligence applications may be sufficiently justified. However, in medicine
the trials and experimentation are impossible to justify by the consequences and out-
comes they will have for the humanity. The end does not justify the means.



Virtue ethics looks at the person as an agent, at their character, meaning that ‘if a
person is virtuous, then his or her actions are thought to be ethical’ [22]. As for the
‘list” of virtues that a person or a cybersecurity professional must have, there is, of
course, no ultimate variant. However, the researchers [23] emphasize the danger of
treating cybersecurity situations as belonging to a different world, thus trapping into a
dualistic world view that can easily ‘open the door for double morality’ [23]. They
illustrate their viewpoint by saying that it would be strange to behave morally accept-
ably at home but to steal or break the law in any other way in the cyberspace using
another identity. Among the universal virtues the authors mention integrity, compas-
sion, care, reliability, respect, generosity, etc.

Of course, the students are familiar with these ethical theories: they have definitely
heard the ‘Golden rule’ of ethics, they understand that they must try to predict the
consequences of their actions, they know that they must perform their duty and that
the happiness of other people should be the logical outcome of their (professional)
activity, as well as everybody will say that it is good to be reliable and generous but
bad to be disrespectful or careless. However, the researchers believe that it still is
necessary to introduce these or some other ethical theories to understand how students
perceive them, how they incorporate these ethical codes into their belief systems.
Moreover, this theoretical knowledge helps to ‘separate technological features from
their ethical implications, thereby preparing students to examine security issues’ [22].

Another important feature of introducing the theoretical ethical dimension into the
educational process of future cybersecurity specialists is the fact that it is impossible
simply to justify what is right and what is wrong and not mention the development of
an agent of this or that action. So, formation of skill and knowledge of ethical reason-
ing is the first step of a cybersecurity educational programme, the second step being
the cultivation of ‘dispositions to utilize these skills well’ [14]. The development of
the culture of dialogue and cooperation, understanding your own and other people’s
accountability for the outcomes of any actions and learning from the previous ethical
cases will result in the growing of the community, which some researchers [14] con-
sider the aim of the embedding ethics into cybersecurity curriculum. We agree with
these authors that the development of a specialist’s personality in the result of expo-
sure to theoretical and practical ethical issues should be the most important outcome
of any cybersecurity curriculum.

3 Conclusion

To sum up, it is stated that more attention to the ethical issues while developing theo-
retical and practical support of educational curricula (at the national and international
levels) of future cybersecurity specialists would be beneficial for all participants: for
educators in terms of developing more precise educational tasks, for students in terms
of developing confidence in many unpredictable situations of their professional fu-
ture, for employers in terms of finding more highly-qualified workforce, and for the
states in terms of securing better protection against the threats of the cyber world.



Further research should be made into the factual content of the current cybersecuri-
ty ethics programmes of foreign educational establishments in order to introduce this
aspect into the national cybersecurity curriculum as a separate course or as a part of
some other courses.
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