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Abstract. The article presents an overview of the current state of phishing at-
tacks on network gamified projects for undergraduate and graduate IT-
education courses. Issues are considered related to secure interaction within a
gamified educational environment, in particular in the field of game cases used
for information security training. The algorithm of actions for modeling the
vulnerability of participants in network gamified projects to phishing attacks is
presented. Also, experimental results of modeling phishing attacks on a simula-
tion model of a social network are shown. The results can be useful in develop-
ing and applying interaction methods in online educational projects.
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1 Introduction

In modern education trends, especially with the extensive integration of distance
(namely online) education processes into areas where it was rarely used before, the
number of security threats to participants in online educational projects has sharply
increased. Security threats both related to participant's actions (phishing, spam, substi-
tution and theft of payment card data) and with the disadvantages of known learning
environments are relevant. In the field of information security education there are
many ways to involve participants through gamification approaches [1-5].

In all above cases, the main goal of the training gamified project is to improving
professional skills withal ensuring security in network interaction is responsibility of
the participants themselves and their common sense.
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1.1  Phishing Attacks on Online Educational Projects

The phishing attacks explored in this article are based on various ways to recipient
spoofing in a network interaction. The main types of phishing attacks are presented in
[6-8].

A phishing attack on the educational process can have devastating consequences
both in terms of violating its security (participants lose personal data, credit card
numbers, accounts, etc.) and reputational consequences (as example, termination of
using a current educational service). At the same time, even a successful response to
such attack by information security tools also rejects participants from educational
(especially gamified) processes, because in consequence of interacting with infor-
mation security tools the dynamics and logic of the education game can be destroyed
and participant's accounts are blocked. In view of the above issues predicting and
preventing such attacks seems to be the best tactic.

2 Modeling phishing attacks on educational resources

It is known that the social network as a tool for interaction brings many additional
issues to any network project. Among these issues are: unauthorized cooperation of
participants, including phishing; substitution and deletion (destruction) of accounts of
participants in a network project as a way of introducing third parties into the project
or disrupting its functioning; suppression by the flow of external information of pro-
ject participants, decrease in involvement, intensity of information exchange; use of
project resources for actions unrelated to its main tasks, etc. [9].

Therefore, adding a social network to the list of interaction tools in a networked
gamified educational project, it is necessary to take these issues into account by mod-
eling phishing attacks on educational resources. Moreover, gamification obviously
requires more disclosure; consequently, during modeling it is necessary to take into
account the specifics of gamification process, such as the use of common resources
and interest groups, nodes and connections that unite project's participants, and the
use of open problems in teaching methods.

2.1  Interaction Metrics in a Network Educational Project and a Phishing
Attack Model

If we consider gamification in a network communication form as a certain level of
interaction, collaboration of various groups interacting through a social network, then
the metrics of the participant's interaction will be the number and complexity of con-
nections between them, the intensity of interaction, as well as formal assessments of
the impact on the social graph [10]: average vertex degree, intermediateness, eigen-
vector and relative importance. If we take into account the limitations associated with
phishing attacks, then it is advisable to add the ability to assess the resistance to pri-
mary and repeated attacks.

The modeling of a phishing attack in this article was based on the following idea:
visualization of the situation, namely, the availability of freely available information



on the user's page, the number and quality of connections affect the choice of an ac-
count as a distributor of a phishing attack, as well as the success of this attack both on
the user himself and on his friends and subscribers.

The procedure for the experiment was as follows:

1. Collecting user data (initial modeling involved 31 accounts actually used in
gamified networking tasks through the SEQuest project team in 2020).

. Setting up the creation of links between user’s accounts.

. Create n users for imitating social network users.

. Configure a simulated phishing attack.

. Run an experiment.
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Technically, the project was carried out using Selenium WebDriver, a headless
version of the Chromium browser and the PyQt5 library. All experiments on user’s
data were carried out on a simulation model of a social network of a networked edu-
cational project.

2.2 Algorithm for Modeling Connections and Accounts of Participants

In order to create a user in a simulation model of a social network of a networked
educational project a general algorithm is used. The procedure for creating a user is as
follows:

1. Suppose that the project database contains the data of n users; as the information
was collected, m different types of data connecting this information were identi-
fied. Therefore, the original matrix has dimension nxm. The matrix consists only of
0 and 1 (the type of data connecting users, such as common interests, place of resi-
dence, etc., coincides or not), the number of values equal to 1 is estimated, then on
the basis of this estimation we calculate a satisfying value of probability p, for the
attack.

2. When re-entering matrix data types are made, the previous change to the matrix is
taken into account; thus, it is possible for the second and subsequent elements to
have a higher p, by increasing the number of matches. This parameter can be ad-
justed.

The algorithm creates random data sets that simulate user connections and the
probability of choosing a value for an attack. Initial data - anonymized statistics of
1000 users of the VKontakte social network system (official link is https://vk.com).

Further, the average number of user connections and the average deviation from
this value are estimated. It is advisable to evaluate them on the basis of real statistics
of the simulated group of the educational project. In groups of educational projects, in
comparison with the social network in general, there are fewer participants and they
are interconnected, so it is necessary to assess the probability of a connection between
simulated accounts. The calculation is performed for each account, which allows us to
normalize the number of links, the probability of following a link depending on the
number of matches for the types of these accounts and the links already created.



Then, the account's resistance to phishing attacks was assessed. Three types of re-
sistance to phishing attack are considered, since the attack itself can come from a
friend, from a subscriber, from a random account. The assessment of the primary
indicator is presented at [11].

Individual resistance is calculated when simulating an attack, depending on the at-
tack settings and account indicators by formula:
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where Yz - account vulnerability, which is calculated as: 100 - Set. (1, 2, or 3);
J - the number of data types for the current account;
MaxJ - the maximum number of account data types.

Therefore, it becomes an ability to lower the user's stability depending on the
amount of information available to the user account and important to the attacker.
During an attack, user resistance indicators will increase by a resistance step if the
attack against the user is successful (depending on the setting). If all resistance indica-
tors exceed the value of 100, the user gains attack immunity.

3 Experimental Results

Consider the results of 12 attacks carried out with the same settings, on one simula-
tion of a social network, but with a return to the initial state of the results after each
attack. For 1000 accounts on a simulation model of a social network of a networked
educational project with 35 types of data connecting users and an average of 151 us-
ers exposed to the primary attack:

1. The number of attacked accounts ranges from 170 to 254.

2. The number of successfully attacked accounts ranges from 16.6% to 24.8%.

3. At the same time, the number of accounts that will not be attacked in the future
(become immune to attack) is only from 0.1% to 2.2%;

4. For users with missing matches on the original dataset, the probability of a success-
ful attack is only 0.3% (it is necessary to understand that in one group of the educa-
tional project there will be a minimum or no such users); for users with matching
datatype sets (even with replay resistance) there is a 24% chance of a successful at-
tack.

Increasing the resilience step, that is (by ability to educate users to counter phish-
ing attacks) dramatically increased the possibility of a re-attack failing. For example,
when entering a training condition, the number of attack-resistant accounts of the
simulation model during the first iteration of attacks was 44.1%.



In addition, the difference between mass attacks and attacks across a small number
of accounts was assessed. In the case of an attack using 2.5% of nodes as attackers,
the number of successfully attacked accounts for three attacks increased to 48.1%,
even taking into account the resistance to repeated attack.

Considering further possibilities of using the obtained data or changing the alleged
attack vector, it is necessary to take into account the characteristics of the platform
used to implement user interaction with the training material and grading.

Moodle is one of such platforms, which are often used in the Russian and world-
wide education processes. Like any web-based system, it has a number of vulnerabili-
ties [12]. Let's consider some of vulnerabilities, dividing them into four categories:

¢ Informational. CVE-2019-3810 allows to get information about the full name of
users when they hover over the profile picture. CVE-2019-3848 due to incorrectly
set permissions before loading information about the edited calendar event in the
modal window allows other users (with rights above the guest account) to get read
access to this information. CVE-2019-10154 a web service that retrieves messages
without being limited to the current user's conversation.

e Cross-Site Request Forgery (CSRF). CVE-2019-10186 missing session key to-
ken when loading / unloading XML by the administrator.

e Privilege escalation. CVE-2019-3849 Users can assign themselves a promoted
role in a course or current educational context available through Learning Tools In-
teroperability (LTI) by changing the request to the LTI publisher site.

¢ Interaction with third-party resources. CVE-2019-3850 Opening links in com-
ments in the same window. CVE-2019-10133 The course subgroup form contained
a redirect field unbounded by internal URLS.

The given examples of Moodle vulnerabilities allow obtaining the necessary in-
formation for the operation of the considered model based on identifying the context
of interaction. Also, using the profiles of the interaction participants most susceptible
to phishing attack according to the model, it is possible to access control materials on
the platform or gain access to the end nodes of the participants using additional ex-
ploits.

4 Conclusion

The main vulnerability of a networked gamified educational project is user’s interac-
tions. From the point of view of pedagogical technology, such an implementation of
the principle of open education approach, which implies free use of links in projects
and different fragments of information from the "outside world", and lack of control
over internal and external relations, may endanger online educational system. Never-
theless, the possibilities for predicting phishing attacks on participants in online
gamified educational projects exist and are feasible.
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