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Abstract

The presented work is devoted to the development of an approach to the age inference for users
on the online social network VK.com. This approach is based on an analysis of the
communities that the user is a member of. The proposed method is based on the hypothesis
that users join some of those communities that contain data about class, graduation from
school, data about the group at the university, etc. and those that have users’ peers as members.
The proposed approach allows for the age inference. The obtained results can benefit research
on online social networks, as well as the task of discovering a user vulnerability through social
networks.
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1. Introduction

Experts note the steady annual increase in the number of cybercrimes on information systems. [1].
Most of the attackers carry out their attacks using social engineering methods [2], despite this in
research more attention is paid to the technical and software side of the issue [3, 4, 5, 6, 7]. Thus, there
is a strong need on the researches focused on the protection of users from attacks that abuse their
vulnerabilities based on personal characteristics. The company Retruster points to the rapidly increasing
threat of social engineering attacks, for example, the latest report showed, that the number of phishing
attacks alone increased by 65% in 2019 [8].

In order to develop approaches to improve the security of an information system from social
engineering attacks, the vulnerability of its users to such attacks should be assessed, in [9, 10] authors
present the developments for this assessment. Presented approaches base on the users’ vulnerability
profiles that reflect their vulnerabilities to different acts of the attack [10]. User accounts in online social
networks can be used as the source of data for its construction, as they contain personal data, a list of
the user’s friends, information posts, subscriptions, etc. Unfortunately, in many cases, the profile
information in user accounts may be deliberately hidden or not specified. For example, in the social
network VK.com user can hide or not specify a lot of information: list of friends, city of residence, date
of birth, education, career, etc.

Missing personal data may cause problems in the analysis of the user's accounts in the tasks
associated with determining vulnerabilities of the user or searching for the user's accounts in different
online social networks [11, 12, 13, 14]. In this regard, the task of missing personal data inference
become relevant. The focus of this paper is on inferring the age of the user by analyzing the communities
that the user is a member of. VK.com was chosen as an online social network for testing the
effectiveness of proposed methods, as according to Brand Analytics estimates, [15], it is the most
popular online social network in Russia with 38.2 million users. The theoretical significance of the work
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lies in the created method for user age inference. The practical significance lies in the possible
application of the proposed method to different researches on online social networks and in the field of
automating the assessment of a user’s protection against social engineering attacks.

2. Literature review

The problem of the age inference of an online social network user is not new. Authors of the work
[16] present some systematization and analysis of approaches to the personal data inference. The
authors of this paper offer the following classification of approaches to inferring a user's personal data:

e  Methods based on the analysis of the user’s behavior in an online social network;

e  Methods based on the analysis of the user's social circle, namely friends and their interactions;

o  Methods based on the analysis of profile data from several online social networks.

Methods from the first group include status update activity analysis [17], likes analysis [18], analysis
of published images [19] and others. The presented methods and approaches are also applicable to the
user's age inference.

Methods from the second group usually use different social graph models [20, 21]. Methods based
on probabilistic models of Bayesian networks are also can be used [22]. One of the easiest methods to
infer a user’s age is to choose a mode of the user’s friends’ age distribution. This method is presented
in [23].

Methods based on the analysis of profile data from several online social networks allow inferring
age by finding the user's account on other online social networks and checking whether the user has
provided his or her age there. There are some methods applicable to determining the accounts of one
user in different online social networks. Thus, for example, authors of [24] present the assumption of
similarity in the style of the user's text in different networks, in [25, 26, 27] the similarity of the user's
publishing activity in different online social networks is discussed, and in [28] the proximity of social
circles represented as friend lists, etc. is considered.

This work is a part of a general project aimed to improve information systems’ security by
automating user vulnerability to social engineering attacks assessments. These assessments are based
on users’ personality features that can be inferred from the data extracted from users’ online social
networks accounts. [10].

3. Problem statement

The proposed article solves the problem of user age inference by analyzing communities that the
user is a member of. We propose an approach based on the assumption that users usually subscribe to
some groups to communicate with their peers. Such groups in their names can contain data about
graduation from school, data about group at the university, etc.

Accounts of users from the online social network VK.com serve as an input to this task. The result
of solving the task is the inferred age of the users.

4. Methods

1) Selection of communities

The method for determining presumptive peer communities relies on the semantic analysis of
community names. We choose those communities from the user's subscriptions, which names contain
the following words or their forms: "class", "group", "graduation", and/or Russian designation of
classes: "60", "5 -a ", etc. In order to reduce the number communities that do not belong to educational
institutions, but using this method can be falsely presumed to belong, we define the words that the name
of a community should not contain: "master class", "musical ", etc. There is also a limit on the number
of community members: no more than 100.

2) Community analysis

e  The user's age inference by drawing the date from the name of the community. We look for the

word "graduation" or designation of the class in the name of the community and the year. For



example, "graduation 2014", "5-A 2018". Based on this data, the estimated age of the user is
calculated.

o  Age inference through the analysis of the ages of community members. Accordingly, to the
main assumption that lies behind the community selection method, we identified peer communities
in the first step, thus the majority of each community members should have similar age. The second
step is to determine the age that is the most common among the subscribers, calculate the total
number of subscribers of this age, as well as two years older or younger. The amount is divided by
the total number of community members with an open age (date of birth). If the resulting ratio is
greater than a certain threshold i, then the age of the user is considered to be the age that the majority
of the community members have.

5. Experiment Result

We collected a dataset to test the proposed methods on real data and assess their effectiveness. This
dataset is composed of 13,500 VK.com accounts. Every account has open user age info. We used the

following metric to evaluate quality and effectiveness of the proposed methods: Accuracy = %, where

T denotes the number of accounts for which the age is correctly determined, N denotes the total number
of accounts for which the method was applied.

Firstly, we applied the proposed method for the selection of communities, thus identifying the
presumptive peer communities. The total of accounts that has subscriptions to communities that meet
the requirements turned out to be 2525, i.e. their share was about 0.18 of the original datasets.

The selected communities were analyzed using two proposed methods. The application of the first
method showed the following results: there were 214 users subscribed to communities containing dates
in their names that were available for the analysis by the first method, i.e. about 0.08 from the users
selected in the previous step and about 0.015 from the initial set of accounts. The accuracy of the first
method on the dataset is 0.53.

The results of applying the second method are as follows: the number of users for whom the second
method can be applied, namely those that are members of communities with suitable age distribution,
and the accuracy of its application depends on the parameter i (Figures 1, 2, 3).

1.0

Proportion of Users
= o o o
b =% h s

o
o
[ ]

0.2 0.4 0.6 0.8 1.0
Treshold 7

Figure 1: The proportion of users to whom the method can be applied.
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Figure 2: The accuracy of the age inference method. Matching up to three years
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Figure 3: The accuracy of the age inference method. Exact match

The highest value of the threshold i correspond to the highest accuracy of the proposed method on
the test dataset. However, the higher the value of i, the smaller the proportion of users to whom this
method is applicable. If i is greater than 0.6, only 0.2 of the users selected at the first step, i.e. 0.036 of
the total collected datasets were members of communities suitable for analysis. However, the proposed
method can be used in conjunction with other methods. In this regard, we plan to continue this research
on approaches to the user's age inference, and construct a model combining several methods to increase
their joint effectiveness.

6. Conclusion

This paper presents an approach to the age inference of VK.com users. Two methods of inference
of the user's age were presented. The fist utilizes semantic analysis of community names, the second
focuses on the analysis of the distribution of ages of community members. We have tested the presented
methods on a real dataset obtained from an online social network. This study can benefit other research
on online social networks and improve other methods and approaches for the age inference of an online
social network user. During the further studies, we plan to test the possibility of constructing a model
that will combine the proposed methods of age inference with other methods to increase the total
effectiveness. We consider the development of methods for finding the optimal value of the parameter
i as well.
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