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Abstract

The paper presents an approach that allows one to obtain a numerical understanding of the
emotional state of a social media user based on images published by him. The proposed
algorithm is to apply an adapted color selections method to images. The work can be useful
for determining and refining the assessments of the security of the user of the information
system against social engineering attacks and their further research.
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1. Introduction

The rapid pace of development of information technologies, as well as high human involvement in
them, make people think about information security more often. Recently, there has been a significant
increase in the number of attacks on information systems [1, 2]. Statistics provided in the annual
report of the telecommunications company Verizon, as well as a number of other companies in the
field of information security [3, 4, 5], show that a significant part of attacks on information systems is
completed by social engineering. Thus, it is confirmed that the user is one of the most important and
vulnerable parts of the information system, which directly affects the level of its security. Methods
thats are used in social engineering are usually manipulative, psychological and analytical techniques
for the hidden motivation of the user [6]. During preparation of an attack, the attacker relies on the
psychological, social, culture-anthropological characteristics and characteristics of the user obtained
from various sources [7, 8]. To assess the security level and countermeasures of social engineers, it is
necessary to have an idea of the specified user characteristics. In this work, the main source of
information about them is social networks themselves, meaning publications on the pages, containing
large amount of information about user [9]. You can get the degree of expression of the user's
personal functions by analyzing the posts, texts, graphic material, friends list, subscriptions to various
communities, personal information provided in the questionnaire. It is worth noting that there are
already developments in building a user's metaprofile on several pages of social networks [10], as
well as in forming an idea of the user's psychological characteristics based on information extracted
from social networks [11] ... When constructing assessments of the security of information systems
against social engineering attacks, the profile of its vulnerabilities is used, which is based, among
other things, on the psychological characteristics of the user [12]. Thus, on the basis of information
about the user, extracted from various sources, we can talk about the severity of his personal
functions, as a result, vulnerabilities and assessment of protection against social engineering attacks.
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Several social media are currently the most popular among others [13]. These are “Youtube”,
“Facebook”, “Instagram”, “Twitter”, “Reddit”, in particular, in Russia and the CIS countries are also
popular “VK.com”, “OK.ru”. There is an active growth in the audience of named services, at the same
time, the number of graphic content published by users is growing. That is why it seems necessary to
adapt and use the latter to build the user's psychological functions, namely, to assess his emotional
state. Note that currently there are no methods, approaches and tools for determining the psycho-
emotional state of the user. Such developments of aggregates would allow to assess the severity of
their vulnerabilities. This article uses methods for processing images published on the network, using
numerical, ordinal indicators in the current psychological state of the user.

2. Relevant works

This work is part of a general research devoted to the problem of analyzing the security of users of
information systems from social engineering attacks, carried out on the basis of the SPIIRAS
laboratory of theoretical and interdisciplinary problems of computer science. The researchers of the
laboratory proposed a model of a socio-engineering attack and developed a prototype of a software
package that simulates socio-engineering attacks on users of an information system [6]. As part of the
research, one of the common tasks is to build a profile of user vulnerabilities. To solve this problem,
work was carried out to aggregate data about the user from social networks [11, 14, 6, 12, 10, 15, 16].
They solve the problem of identifying the severity of the psychological characteristics of the user
based on the analysis of the content published by him on his page in the social network. However,
even the estimate obtained on the basis of the above works may be inaccurate due to the
incompleteness of the data used. It is assumed that there is the use of graphic information from social
networks as a source of information about the psycho-emotional state of the user. Testing this
hypothesis will contribute to the development of the "personnel” model, the components of which are
the psychological characteristics and the profile of the user's vulnerabilities, and, as a consequence,
will help improve the security assessment.

As a theoretical basis for identifying the characteristics of the user's emotional state, the method of
color selections will be used [17] - a psychological test, a modification of the Luscher color test,
related to projective methods. The method uses eight colors and each color is assigned a number: dark
blue (1); dark green (2); light red (3); yellow (4); purple (5); brown (6); black (7); indifferent gray (0).
The testing procedure consists in ordering the colors of the subjects according to the degree of their
subjective pleasantness. Color (combination of colors) at a certain position shows aspects of the
internal psycho-emotional state of the tested person.

Also note that initially this method cannot be applied to images, especially those published on
social networks. Within the framework of this work, a groundwork is being formed to test the
hypothesis about the possibility of obtaining an assessment of the user's emotional state, in particular,
the applicability of the Luscher test to quantitative indicators isolated from a digital image using the
adapted method of color selections.

3. Formulation of the problem

This research is devoted to solving the problem of automated application of the adapted color
selection method to images posted by a user on social networks. In other words, it is necessary to take
an image as input, and as a result of the implementation of the algorithm, obtain the numerical values
of the emotional state assessment. To obtain this assessment, it is necessary to solve several subtasks,
consisting in the development of an approach to color segmentation, taking into account the
peculiarities of the application of the color selection method; as well as the construction of an
algorithm for applying the adapted color selection method to images.



4. Applying an adapted color selections method

In this section, we will consider obtaining the numerical characteristics of the user's emotional
state using image processing, which will be performed based on the method of color selections. In
view of the fact that the latter is not directly applicable to the graphic content of social networks and
is intended to work in real conditions, we will propose an approach for its adaptation to digital
images, for the possibility of further work on the formation and verification of a hypothesis about
psychological characteristics.

The algorithm of the proposed approach is shown in Figure 1. Let's consider each stage in more
detail, starting with the 2nd «Conversion to HSV model».
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Figure 1: An algorithm for obtaining emotional characteristics from an image using the color
selection method

4.1. Second level heading

In order to work with images automatically, you must choose the most appropriate color model.
Additive (eg RGB) and subtractive (eg CMYK) models have a limited color space — all the possible
color values given by the model - and are different on different devices. The L*a*b* model and those
associated with it are devoid of this drawback, but are obtained by methods using cube roots and are
highly nonlinear, which complicates the computation process. The HSV model was obtained by
nonlinear RGB conversion, is componentally closer to human perception of colors and can be a
worthy replacement for L*a*b*, which is confirmed in various studies related to computer vision,
comparison and applicability of color models, graphics software [18, 19]. Thus, the HSV model was
chosen to work with images.

4.2. Adapting the color selections method

In order to talk about the user's color preferences, based on the images published by him, it is
necessary to understand the quantitative characteristics of colors. The color selections method works
with 8 primary colors. They can be divided into monochrome (gray, black) and chromatic colors (the
other 6 colors). In this case, the selected color model is applicable to this division: the saturation and
value components will be responsible for the first group of colors, and hue for the second,
respectively. Note that using standard metrics directly, such as Euclidean distance, is inappropriate
because gives an incorrect result.

4.2.1. Chromatic colors

We will define them using the hue component, which is a color gradient circle that varies from 0 to
360°. Each chromatic color in the color selections method can be associated with an area of
acceptable hue component of tones, about which it can be said unambiguously that they belong to one
or another color.

For shades in the intervals between the boundaries of color areas, the belonging must be
determined separately. Different approaches and metrics for matching hue to color can be applied, for
example, in one image a group of pixels of one hue surrounded by contrasting hues may visually
differ from the same group of pixels in another image surrounded by similar hues, affecting the
perception and the final result. Within the framework of this work, we will restrict ourselves to the
augmented Euclidean distance, taking into account the values of the saturation and value components,
which vary from 0 to 100, in view of their greater influence on this area. Consider the spacing



between the boundaries of two colors C; and C,. We will say that the hue C; < C; by the value of the
hue component. Let's set the distance as follows:
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where, d?(c,p)and d(c,p) — distances to C; and Cy; ¢ and p — one of two colors and a pixel; he, h,
Se, Sp, Ve, Vp — pairs of hue, saturation, and values for color and pixel, respectively.

Then, using equations (1) for each of the colors, we calculate the distance to a pixel belonging to
this interval and select the minimum distance. In other words, if the shade of a pixel is dark enough,
then it will be primarily referred to the color Cy, and if it is faded, then to the color Co.

4.2.2. Monochrome colors

Figure 2 shows that gray and black colors are present in each field of hue shades, therefore, to
determine them, we will use the saturation and value components. Gray is a weakly saturated color
and black is a low brightness. Thus, you can set upper bounds bs and by for saturation and brightness
values or gray and black, respectively.

4.2.3. Color tone segmentation

Due to the fact that the values of the model components are continuous, a situation may arise when
it is impossible to unambiguously determine which of the shades of tone a pixel belongs to, chromatic
or monochrome. In this regard, it is proposed to introduce tone segmentation, as shown in Fig. 2.
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Figure 2: Segmentation of color shades by saturation and value



Where rs and ry denote the lower bounds for saturation and brightness, when we can tell what type of
hue a pixel is. These boundaries, as well as bs and by, can be either fixed or obtained, for example,
using statistical methods. In this work, we will focus on the fact that the upper boundaries of
monochrome shades are fixed at 15 units, and the lower boundaries of chromatic shades as the 25th
percentile. This choice is justified by the fact that, depending on the image, the ratio of illuminated
and dark pixels can be drastically different, affecting perception.

To work with pixels, the values of which lie in the areas of dim and dark shades, we will use the
Euclidean distance formulas with some addition. For the area with dull shades, equations (2) are used.
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Thus, the numerical characteristics of the colors of the image can be obtained. These results will be
transmitted to specialists in the subject area to determine the emotional state of the user, his
psychological characteristics and subsequent research.

5. Conclusion

The article proposes an approach to identify the internal psycho-emotional state of the user based
on images published on social networks and media. The approach consists in the automated
application of an adapted color selection method to designated images on social networks and
obtaining the corresponding numerical characteristics. The proposed methodology lays the foundation
for further work on conducting appropriate experiments, clarifying existing and developing new
approaches, models and algorithms, forming and testing hypotheses. The results obtained will
contribute to the construction of more accurate ideas about the psychological characteristics of the
user of the information system, the profile of his vulnerabilities and, as a consequence, the assessment
of protection against social engineering attacks.
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