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Abstract

Problem of protection information systems from multi-step social engineering attacks is still
valid for a long time. However, there are a number of unresolved issues, associated with study
in this field. One of them is correctly selection configuration of access rights distribution of the
organization's employees to critical documents of the information system. Namely, such a
model of distribution of access rights should be chosen, which would help to reduce impact of
successful social engineering attacks. To achieve this goal, two different configuration of
access rights of users to critical documents of information system were considered in this study.
In addition, probabilistic estimates of success multi-step social engineering attack
implementation by malefactor were presented. Note that the obtained probabilistic estimates
are a hybrid model of a linguistic fuzzy variable due to the parameters included in these
estimates. From a theoretical standpoint, the study contributes to the development of fuzzy
hybrid computing models. In addition, the results can be applied practically in the design of
decision support systems in the information security field. The global applicability of the
presented results is seen in the development of information systems diagnostics in terms of
security against social engineering attacks.
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1. Introduction

The problem of information systems users’ protection from social engineering attacks has long been
relevant [1, 2, 3]. In this study, the term "social engineering attack™ mean set of applied psychological
and analytical methods, which attackers apply for latent motivation of users of a public or corporate
network to infringements of the established rules and policies in the field of information safety [4].

Often during social engineering impact, the user is not attacked directly, but using other users
associated with him. Such attacks are named multi-step social engineering attacks Ommo6xka!
HcTouHnk cchIIIKH He HaiiaeH., approaches to their analysis were presented in [6, 7].

The importance of the problem of researching multiway social engineering attacks is also
emphasized in the study “Digital mess”, conducted by Kaspersky Lab. Which notes that approximately
every second Russian (44%) has seen confidential data of colleagues. At the same time, only 28% of
users regularly check who else has access to documents and services with which they work, and make
the necessary changes. Against this backdrop, it is possible to make suppose, that multi-step social
engineering attacks can cause significantly more damage than direct (one-way) attacks. In addition,
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according to a study by the information security company InfoWatch, employees of companies who
have legitimate access to personal data of users and customers often do not have basic knowledge of
the rules for the safe handling of restricted information, or they deliberately ignore prohibitions and
security policies [8]. That is why it is important the task of correctly selection the configuration of the
distribution of access rights of users to critical documents of information system. The aim of this work
is to propose various models for distribution of access rights and to calculate probabilistic estimates of
the success of a multi-step social engineering attacks when a malefactor implements the most
probability case for the development of the attack in the context of the proposed models.

2. Relevant works

Research about the security of information systems against technical threats has been actively
developing over the years [9, 10, 11, 12, 13], but often they overlook the human factor. Nevertheless, a
number of other studies [14, 15] note the importance and need for employees to comply with
information security policies, and even the need for an integrated approach, namely, efficient interaction
and communication between software, hardware and humans can be achieved only through an
integrated manner human reliability, software failures and equipment reliability [16]Ommu6ka!
N CcTOYHUK CCHUIKU He HAW/IeH..

Authors of [17] raise questions to study the causes of risky behavior in the field of cybersecurity.
There are also studies focusing on access behavior sensitivity, in particular, in the field of healthcare
big data management [18]. One of the ways to study this behavior is to analyze user pages on social
networks [19, 20]. So there is a number of works [21, 22, 23, 24] aimed at the development of automated
tools for aggregate information about user from social network and drafting digital portrait of user, there
are also studies aimed at analyzing the social connections of users [25]. All this is the necessary
information for constructing and analyzing the social graph of the organization's employees for
susceptibility to social engineering attacks. In addition, there is a study [26] aimed at security risk
analysis based on concepts of partial information.

The basis for this research was the work [4, 5, 27] in which methods for analyzing the organization's
information system were developed and presented in order to identify the most vulnerable places
susceptible to social engineering impact. However, the questions of the influence of the access rights
distribution on the level of protection against social engineering attacks were not studied in them.

3. Formulation of the problem

Let a social graph of employees of some organization G=(U,E) be given, where U = {U;}[-, is set
of vertices (associated with users), E = {(U;, U;, p; j)}1<i j<n,i=;j 1S Set of ordered triplets with a given
estimate of the probability of an attack spreading from user U; to user U; which is the quantified value
of the linguistic fuzzy variable. Let information about critical documents available in the information
system also be given: D = {(Dj, Lj)}1<j<m IS a set of documents of the information system with a given
level of criticality. A = {(U;, Dj)}1<i<n1<j<m IS S€t of pairs corresponding to the users of the
information system and the documents to which they have access.

Estimation of the probability of a malefactor's realization of a trajectory T in a multi-step social
engineering attack according to [27] is calculated as follows:
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Where T = (Ui, Ei, .., Ej_4, Uj)pi is the probability of success of a social engineering attack on user i,
andp, 1+ is the probability of the attack spreading from the user U, to the userU,. .



Then the estimate of the probability that the document of the criticality level L; will be hit when the
user U; is attacked and the trajectory T is realized will look like this:
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The objective of this study is to consider two different configurations of the distribution of access
rights for employees of an organization to critical documents of an information system, as well as to
calculate probabilistic estimates of the success of a multi-step social engineering attack.

4. Distribution of access rights
4.1. Users have access to documents of one level of criticality

If the distribution of access rights to documents is set in such a way that groups of users are allocated,
endowed with a certain level of privileges, which allows access to critical documents of only one level
of criticality and no others, then the assessment of the vulnerability of documents of the level L; looks

as follows:
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whereU™) is set of users who have access to documents of the criticality level L;

4.2. Users have access to documents of a certain level of criticality and all
levels below

When distributing access rights to documents in such a way that the user has access to documents
of a certain level of criticality and all levels below, the formula for calculating the assessment of the
susceptibility of level documents L; is set recursively and looks like this:
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WhereHL].+1 is assessment of the damage rate of documents of a higher level (L; + 1) Note that with
such a task, the score for documents with a higher level of criticality will be initially calculated.

5. Results

Let us compare the estimates obtained. Note that the calculation by formula (2) includes the
calculation (1), since it calculates the assessment of documents with the highest level of criticality.
Thus, a model with a differentiation of the level of access to documents of only one level of criticality
is preferable from the point of view of information security of the system.

6. Conclusions

Thus, the article considered two different models of distribution access rights and calculated
probabilistic estimates of the success of the multi-step social engineering attack when a malefactor
implements the most probability scenario of an attack, depending on the distribution of rights between
users of the information system. From a theoretical standpoint, the study contributes to the development



of fuzzy hybrid computing models. In addition, the results can be applied practically in the design of
decision support systems in the information security field. The global applicability of the presented
results is seen in the development of information systems diagnostics in terms of security against social
engineering attacks.
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