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Abstract

Phishing has been, and remains to be, one of the most common types of social engineering. It is the act of
tricking users to perform actions they normally wouldn’t’t using e-mail. Since phishing involves using technical
measures to trick users, it is a social technical phenomenon that must be understood from the technical as well
as the social side. While phishing and phishing susceptibility has been researched for decades, the effect of
language ability on phishing susceptibility is underresearched. In this paper, we conducted a survey where
we had swedes rate their English ability before classifying e-mails in Swedish and English as fraudulent or
legitimate. The results shows that the respondents English ability does affect the ability to correctly identify
legitimate emails and brings another piece to the puzzle of phishing susceptibility.
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1. Introduction

Social engineering, the act of deceiving end-users, has become one of the most devastating attacks
against computer systems. Attackers manipulate human users in order to circumvent technical secu-
rity measures in the endeavour to get access to login credentials, social security numbers, credit card
information or the system itself [1]. Humans are seen by attackers as the easiest way into a network
and the human factor is involved in 95% of security incidents in companies [2].

Phishing is a common online threat that is one type of social engineering, and it has been around
since 1995 [3]. Phishing is indeed a practice that has been used by attackers for a long time and
organisations are activity trying to combat it using detection tools, information campaigns and user
training. Even so, phishing attacks continue to be used by attackers that manage to be successful and
causing millions of dollars in damages.

Phishing is a complex matter where technology is used to deceive users into performing actions
they would not normally do, making is a Socio-technical system [4]. The phenomenon that does not
appear to go away. User susceptibility to phishing is widely researched, and suggests that users are bad
at recognizing phishing to a satisfactory degree [2, 5]. The aim of this study is to research a phishing
susceptibility aspect that has not gotten a lot of previous attention from the research community; how
good Swedish users are at detecting phishing e-mails in their native language compared to in English.
As such, the paper responds to a need for greater understanding of the social elements of phishing as
described necessary in the literature [6, 7, 8]. This factor is increasing in importance due to the multi-
lingual nature of many organizations. For instance, many Swedish organizations now have English
as the first language within the organization and the same is seen in many other nations.

The rest of this paper is structured as follows; Section 2 presents the methodology used in the study.
Section 3 presents the results and Section 4 concludes the paper and provides directions for future
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work.

2. Methodology

The study was carried out using an online survey, distributed using SurveyMonkey, in which Swedish
social network users were asked to classify 32 e-mails as phishing or legitimate. The e-mails were
grouped into four different groups, with eight e-mails in each, as follows:

« Legitimate Swedish Emails (LS)
« Fraudulent Swedish e-mails (FS)
« Legitimate English E-mails (LE)
« Fraudulent English E-mails (FE)

The participants were also asked to rate their English proficiency on a six-graded scale based on the
CEFRL framework[9]. CEFRL is a guideline for describing achievements in a foreign language and
divides language capability into six levels. The levels were presented to the survey respondents as
follows (Translated from Swedish):

+ Beginner - You can present yourself and use simple words and phrases

« Basic - You can understand phrases and the most common words and you can communicate in
simple contexts

« Intermediate - You can handle most situations that arise during travels to countries where En-
glish is used

« Upper intermediate - You can understand the main parts of complex text and , to a certain
degree, interact fluently and spontaneously

« Advanced - You can read and understand a large portion of long and demanding texts and use
English spontaneously, flexibly and efficiently in social contexts

« You can, without problem, understand everything you read or hear and express yourself fluently
in almost any situation

The survey was designed to mimic an authentic situation as far as possible and was therefore
constructed with 32 e-mails that the respondents were asked to classify as phishing or legitimate.
The participants were told that they would receive a score based on how many correct classifications
they made to introduce an element of gamification, inspired by [10]. The e-mails used in the survey
were collected from open sources on the Internet and designed to be hard to classify.The survey was
subjected to pilot testing during one week to ensure that it was understandable to the participants.
Once completed, the survey was spread on social networks.

For data analysis, the participants were separated based on their reported English ability. Respon-
dents classifying themselves in one of the two highest grades were placed in one group (A), and the
other respondents in another group (B). The separation was done arbitrarily to get as equal group
sizes as possible. Mean and Median values for the the two groups and four variables were then cal-
culated to describe central tendencies. As suggested by [11], Shapiro-Wilks tests were used to assess
the distribution form in combination with visual inspection of the gathered data. The variables were
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Category | Group | Mean | Median | Mann-Whitney | T-test
a2 ow | os
1 PR P
tE Q g:z; 2 0.000 0.000
EE /l; 2:431; ; 0.75 0.65

Table 1
Statistics overview

found to not be normally distributed and as such, the MannWhitney U-test was primarily used to
assess if identified differences between groups was statistically significant [12]. To validated the re-
sult of the significance test, T-test was also used for the same purpose providing increased validity
through triangulation [13]. T-test is parametric and not considered appropriate for data not normally
distributed, but can be argued to be robust in this case given the sample size[14]. The conventional
significance level of 95% (p<0.05) was used throughout this study.

To further analyze the correlation between the ability to detect phishing e-mails and perceived
language skill, correlation testing was used for variables where statistically significant differences
were identified. Because of the above-mentioned concerns with the distribution form, Kendall’s Tau
was used as the primary correlation test and the parametric Pearsons r was used for validation. Those
tests return a value between -1 and 1 where 1 signifies a perfect positive correlation and -1 signifies
a perfect negative correlation [15].

3. Results

The survey was answered by 152 respondents and the collected data was used to calculate 2 scores
for each participants. The score reflected the number of correct classifications the participant made
in the following categories, and was calculated as a number between 0 and 8:

« Legitimate Swedish Emails (LS)
« Fraudulent Swedish e-mails (FS)
« Legitimate English E-mails (LE)

« Fraudulent English E-mails (FE)

The respondents were grouped based on their perceived English ability into one of two groups. The
respondents ranking themselves in one of the two highest categories were put in one group (A, n=78)
and the participants ranking themselves in one of the four lowest categories were placed in group B
(n=74). An overview of the mean and median scores in the different categories for the two groups is
presented in Table 1, below.

The data shown in Table 1 shows that the participants perform well in the two fraudulent categories,
with mean values around 6.5 (of 8). This shows that 81% of the e-mails that were phishing e-mails was
accurately identified to be phishing in this study. the mean values indicate a very small difference (0.1)
between the language groups and the p-values are far higher than 0.05 showing that the identified
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difference can very well be due to chance. As such, the study does not suggest that the perceived
English ability impact the ability to correctly identify phishing e-mails.

As seenin table 1, participants with a perceived high English proficiency score higher when it comes
to accurately identify legitimate e-mails (mean difference of 1.24) and slightly better for accurately
identifying English phishing e-mail. Mann-Whitney U-test was used to determine if the observed
tendencies were significant. A p-value of below 0.05 shows significance meaning that the result for
legitimate English e-mails is statistically significant, the result is validated by the T-test.

For the variables were significant results was observed, correlation testing was performed. the
correlation test allows for use of the full language proficiency scale and will account for nuances that
can be missed using the arbitrarily assigned binary variable for language proficiency. The results of
the correlations tests between the variables for English proficiency and ability to accurately classify
legitimate English e-mails were as follows:

« Kendalls Tau: 0.228 (p=0.00)
« Pearsons r: 0.279 (p=0.00)

The tests produce positive numbers around 0.25 with a p-value of 0 meaning that a positive correla-
tion is identified and is significant at the level adopted in this study. This suggests that English ability
is correlated with ability of correctly identifying legitimate e-mails in English even if the correlation
coeflicient also suggests that other factors, beyond the scope of this study, plays a role.

4. Conclusions

The aim of this study was to identify how the perceived English ability of Swedish participants affect
the participants ability to correctly identify e-mails as legitimate of phishing. A survey containing
32 e-mails in four different categories were used and participants were invited to classify the e-mails
as fraudulent or legitimate. The participants got a score in each category, and were then grouped by
their self reported English ability.

In summary, the survey suggests that Swedish speaking users that are good at English are better at
correctly identifying legitimate English e-mail as legitimate. However, perceived language skill does
not seem to impact the ability to detect phishing e-mails in this survey. Still, the survey does suggest
that language proficiency is an important factor in determining if e-mails are legitimate or not, which
should be considered in future attempts to prevent phishing.

Another insight from this survey is that the participants score rather high in terms of correctly
identifying phishing e-mails, the mean score is around 6.5 for Swedish and English phishing e-mails
showing that the mean percentage of correct answers was 81%. this is almost 10% higher than the
results reported by [16] and far better than [17] and [2] where about 70% of the participants fell for
the phishing experiments conducted. The difference in results can have various reasons. One can,
of course, be that the sample examined in this study is better at phishing detection than samples in
other studies. It is known that cultural aspects affect security behaviour[18, 19]. another explanation
to the difference can be that this study, as well as [16] use a survey methodology where participants
are aware that they are being tested on phishing and focused on finding phishing e-mails. [17] and
[2] perform observation studies where the users normal use of computers is taken into account. This
suggests that awareness is a major factor in a users ability to detect phishing e-mails. While this
discussion questions the use of the survey methodology for phishing susceptibility studies, it is hard
to see another suitable method for measuring differences between controlled groups. And while the
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success rate reported in this paper should perhaps be interpreted with care, the paper successfully
identifies that language ability affects the ability to correctly identify legitimate e-mails as legitimate.

Another conclusion from this study is that English ability impacts the participants ability to cor-
rectly identify legitimate English e-mails but does not impacts the ability to identify phishing e-mails.
This result could suggest that the participants use non-language related cues (e.g. senders address and
link addresses) to identify phishing e-mails. As such, the study identifies an interesting conundrum.
Looking for language mistakes is a common advice on how to detect fraudulent e-mails, but if you
receive e-mail in a language that you are not fluent in it is perhaps not a very helpful advice. In light
of the world and organizations in it becomes more global, one can argue for a need of better ways to
assist users in detecting fraudulent e-mails.

This study contributes to the knowledge around phishing susceptibility and shows that language
skill is an important factor when users identify e-mails as legitimate or fraudulent. The paper, in
comparison to other phishing susceptibility studies, also suggest that awareness is a key factor in
phishing susceptibility, an insight that contributes to practitioners that design and implement security
measures. While phishing and susceptibility to phishing is well researched the problem remains. As
discussed in this paper, phishing research is difficult not only due to the complex nature of the problem
but also due to ethical restrictions. The need for future work focusing on identifying ways to combat
phishing is imperative. Future studies could focus on finding ethically sound methods to perform
in-dept studies on phishing susceptibility. Another direction for future work could be survey-based
studies used to identify other demographic aspects that affect phishing susceptibility.
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