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Abstract. Modern information technologies are constantly being evolved. On
the one hand, this leads to the qualitative improvement in the services provided.
On the other hand, this fact leads to the emergence of new threats to infor-
mation security. In particular, new technologies for hiding data carry additional
risks of computer security, for example, through the possible introduction of
malicious computer programs. This article discusses the techniques for hiding
data in cover images using direct spread spectrum. We propose a new technique
that implies directly addressing to the propagation sequence. On the one hand, it
significantly reduces cover file distortion. But on the other hand, the error rate
in recovered messages does not increase. Our experiments have shown, that
Spread Spectrum Steganography technique indeed reduce the distortion in cover
images compared to other techniques. We give some illustrative examples and
show the advantages of the proposed method. Even with a significant increase
in encoding density, the quality of cover images does not degrade. We also
conduct experiments and evaluate image quality based on Mean Squared Error
(MSE) and Peak Signal-to-Noise Ratio (PSNR). The obtained results of exper-
imental studies confirm the adequacy and reliability of the research results. The
main disadvantage of the proposed data hiding technique is the high computa-
tional complexity. To recover messages, it is necessary to sequentially calculate
the correlation coefficients with a large number of pseudo-random sequences.

Keywords: Steganographic Spread Spectrum, Data Hiding, Cover Images, Di-
rect Spread Spectrum, Pseudo-Random Sequence.

1 Introduction

There are various computing techniques (methods) [1-4] to transmit secret messages.
For example, cryptographic techniques hide the semantic content of transmitted mes-
sages, presenting them in the form of noise-like minor data [1, 5]. Steganographic
techniques hide the existence of information messages itself [3, 6]. In this case, mes-
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sages are hidden inside cover files - redundant data that are transmitted in an open
way and do not cause suspicion in anyone [2, 3]. An outside observer can intercept
cover files, analyze and examine them. However, it is very difficult or even impossi-
ble to detect and recover hidden data.

Today steganographic methods are very well developed. The literature describes
various ways of hiding information messages in redundant cover files [7-10]: in im-
ages, sound, text documents, videos, etc. The most common examples are described
for cover images. In this case, various computing techniques are used.

The most promising direction in data hiding is Spread Spectrum Steganography [6,
11-14]. These techniques use the advances in sophisticated discrete signal theory to
provide broadband and high-speed digital communications. For example, modern 4G
and 5G mobile communication systems use broadband signals (specially formed
pseudo-random sequences), providing high noise immunity, safety and environmental
friendliness of communication [15-17]. These positive properties can also be used to
hide data inside cover files, for example, in images [18-24].

It should be noted that the introduction of new technologies for hiding data creates
additional risks of computer security, for example, through the possible introduction
of malicious computer programs. In this sense, the development and research of mod-
ern data hiding techniques is especially relevant, including in the context of ensuring
the cybersecurity of critical information systems.

This paper discusses the techniques for hiding data in cover images using direct
spread spectrum. We show that some of the basic assumptions and hypotheses adopt-
ed for broadband high-speed digital communications may not be met when data is
hidden within cover files. This leads to negative effects:

o cover files are heavily distorted,;
e error rate in the recovered messages is very high.

We propose a new technique that implies directly address the propagation sequence. It
significantly reduces cover file distortion. At the same time, the error rate in recov-
ered messages does not increase. We give the illustrative examples and show the ad-
vantages of the proposed method. We also conduct experiments and evaluate image
quality based on MSE and PSNR.

2 Related Works

The first works on Spread Spectrum Steganographic introduced basic concepts and
definitions, and also showed the fundamental possibility of hiding data in cover files
using complex discrete signals and direct spread spectrum [18-20, 25]. At the same
time, the considered techniques have certain disadvantages:

e The bit error rate (BER) in recovered messages is very high. For example, in [18] it
is shown (table 2, p. 12) that in most cases the BER takes values of 15% -30%.
Even with very high "energy" of the latent message, the BER cannot be reduced
below 10%;



e The distortion of cover images is very high. For example, in [18] it is shown that
by increasing the "energy" of the hidden message, it is possible to reduce BER to
12% -15%, but the cover image quality is significantly reduced.

Thus, the main problem with Spread Spectrum Steganography is to reduce BER while
maintaining acceptable cover image quality. For example, [18], page 22 states: “The
BER is always higher than the desired value of 12%. A power of 150 has an error rate
of 16% + and the picture quality is becoming unacceptable. Increasing the stegopower
results in smaller improvements of the BER, approaching a limit of just under 16%.”.

Further research has focused on lowering BER and improving cover image quality.
For this, various techniques were used [23, 26]: noise-immune coding, filtering, etc.
In works [22, 27] variants of Spread Spectrum Steganography are investigated while
using audio and video cover files. In [28-31], message hiding is implemented in the
DCT-domain. These methods make it possible to implement message hiding that is
resistant to compression attacks. For example, the most common JPEG compression
method uses DCT. Hiding data in the DCT-domain reduces the BER, i.e. the number
of errors in recovered messages decreases.

Another possible way to reduce BER is to select the spreading sequences [32],
[33]. For instance, in [32], we have proposed to form expanding sequences taking into
account the statistical properties of cover files. This allowed us to significantly reduce
the BER. In some cases, it is possible to achieve BER~0, however, in this case, the
formation time of the spreading sequences is very long. In addition, the receiving side
needs a list of spreading sequences (or a compact rule for their generation) to recover
a message. Image quality remains the same. As the volume of the hidden message
increases, the quality of the images inevitably decreases.

In this paper, we propose a new way to hide data in cover files. Our approach al-
lows minimizing distortion of cover files, even with a large volume of simultaneously
hidden messages. We show examples of images with different hiding methods. The
proposed method has benefit in the quality of the cover image. On the contrary, the
computational complexity of our method is much higher: the complexity of message
recovery grows exponentially as the encoding density increases. This is the main dis-
advantage of the proposed method. However, you can always find a compromise
between computational complexity and quality of cover files..

3 Used Data Hiding Technique

Notable examples of Spread Spectrum Steganography use pseudo-random sequences
to hide messages. In this case, various data can be used as cover files: images, audio,
video, etc. In addition, hiding can be implemented both in the spatial domain and in
the DCT domain. We will not focus on this, since the method proposed below can
also be applied in various ways. To describe the basic technology, we will follow the
publications [18-20], nevertheless offering some of our interpretations.

Let's designate an information message as a sequence of bits my,m,,...,m,_, written

in polar form:



vie{0,1...k-13:m e{-11}.
Discrete signals [18—20] are used to implement direct spread spectrum technology:
Q; e D ={Dy,D,,..., P\ 1}, kSN,
moreover, each signal is a pseudorandom sequence (PRS):
Vie{0,1,...N-1}:®, = (goio Py P )  Viefol.,n-B:g e{-13.

It is assumed that different signals from the set ® are weakly correlated, i.e. the coef-
ficient of their cross-correlation is approximately zero:

-1
Viz jip(@,®;)=) ¢ 0 ~0.
u=0

The stego-file S is formed by adding an amplified modulated signal E [18-20] to the
original carrier-file C :

e.g.

k-1
S:C+G-E=C+G-Zmi®i, D
i=0

where G >0 is a gain factor that sets the "energy" of the modulated signal E .

The restoration of the information message on the receiving side is carried out us-
ing correlation reception. It is assumed that each signal from the set @ is not correlat-
ed with the original cover file C':

Viip(®;,C)~0. )

Then the value of the correlation coefficient is defined as
p(CDi,S)=p(CDi,C+G~E)=p((Di,C)+G-p(d)i,E)zG- m; » ¢
Accepting the assumption

n
u=0



we have that
p(q)l,S)sz, -n,
That is sign p(®;,S) matches the value m; [18-20]:

S,®;)<0;

S,@;)>0. @)

m; = sign(p(S,d)i)) ={_1’ pE

+1, p

Obviously, the total number k of hidden information bits cannot be large. Indeed,
ifk =1, then the cover file will not be significantly distorted. As follows from (1),
cover file will be added to the G-my®,, i.e. cover file C distortions will be in the

range -G...G . If Gis not big, thenS ~ C. For example, for cover images, distortion
will not be visually noticeable. However, with increasingk >1 the distortion of the
cover file increases proportionally and it is in the range —Gk...Gk . For example, for
k =10the distortion will increase in 10 times and this cannot be changed.

In real situations, to decrease the BER, the value must also be increased. For ex-
ample, in [18], even for large values, the BER value could not be reduced below 12%.
And this is the main contradiction, namely reducing the BER and maintaining the
quality of the cover file is possible only with a small encoding density, i.e. at small k .

We propose a new data hiding technique based on rules other than (1) and (3).

4 Proposed data Hiding Method

Let's designate an information message as a sequence of bits mg, my, ..., M,y Written
in polar form:

Vie{01...,(k-)K}:m e{-11}.

Hiding the message is performed in blocks of k bits. For convenience, we represent
the information message as a sequence of non-negative integers:

Ml’MZ""’MK’

where:
k-1
V| e{l,Z,...,K}: Mi :szmk(i_l)+j .
j=0

These numbers M; € {0,1,...N -1} ,N =2 i {1, 2,..., K} will be interpreted as ad-
dresses (ordinal numbers) of PRS @y € ® = {®q,®,,..., Py 4|, where, as before:



Vie{0,1,..,.N-1}:®, = ((p,o P, ) Viel0l.n-Bg e{-11.

To reduce the distortion of the cover file, we propose to hide information messages
based on the addressing of the spreading sequences. The spreading sequence encoding
rule is proposed to be implemented as follows:

Ei =Dy, :((pMio TP P ) '

that is, modulation is carried out through addressing this signal in the set
O ={Dy,Dy,...,. Dy 4} -

The proposed approach minimizes the introduced distortions of the cover-file used.
Indeed, the cover-file is formed, as before, by the element-wise addition of the modu-
lated signal and the cover data, i.e. instead of (1) we now have:

Si:Ci+G'Ei:Ci+G'q)Mi, (4)

which will lead to the introduction of distortion in the range —G...G (for any value
k).

Thus, the proposed technique, through the use of rule (4), makes it possible to sim-
ultaneously hide a block of k >1hidden information bits, and the cover file distor-
tions will be the same as in the known method (1) fork =1. In the general case, the
amount of introduced distortion, in the proposed method, will be determined only by
the gain coefficientG, and will not depend on k, i.e. from the encoding density of
the steganographic system. This is the main advantage of the proposed method.

To restore each block of an information message M; €{0,1,...,N =1} on the receiv-

ing side, it is necessary to determine the number of the spreading sequence

Dy €D = {0, Dy,..., Oy 4} .

To do this, it is proposed to alternately calculate the correlation coefficients p(CDk , S)
for allv/ €{0,1,...,N —1}. The address ¢ (sequence number) of the discrete signal
@, for which the calculated correlation coefficient p((l)k,S)WiII be maximum (over
all ¢) sets the decimal value of the information message block M; = ¢, which was

hidden on the transmitting side.
Let's formalize the process described above. To restore the block of the hidden
message M;, we use a correlation receiver, the rule of which is to calculate the corre-

lation coefficient:
p(<Dé,,S) :p(d),g,C +G~E):p(CD4,C)+G~p(CD€, E).

Taking assumption (2), we have:



n
p(®,.8)~G p(®,,E)=G-d, Dy :G-Z%Wiu.
u=0

Taking assumption
n
VM P(‘qu)lvli ) =Zqo(ugo,v|iu =0
u=0

we have possible values:

0, ¢ =My,
P(®0S)=1G o,
1 i

Then the value of the information message block M; is determined by the rule
|\/|i=f:p(CDMi,S)=m/aXp((D,{,S). (5)

Thus, to restore each block M;of an information message, it is necessary to calculate
no more than N = 2 correlation coefficients p(®,,S) and select the maximum val-

ue. The index ¢ (number, address) of such a PRS @, sets the block value M; = 7.

Obviously, while increasing the block size, the computational complexity of recov-
ering a message rapidly (exponentially) increases. This is the main disadvantage of
our method. For example, for k =10it is necessary to calculate no more than

2% ~10° coefficients p(®,,S), and fork =20 it is equal to 2° ~10°. At the same

time, for each such case, the quality of the cover file will decrease minimally (the
same as for the method from section 11l atk =1). The rational, in our opinion, is to
find a compromise between the expected computational complexity and the encoding
density of the steganographic system.

It should be noted that the design of the proposed data hiding method uses several
basic assumptions:

o the assumption (2) that each signal from the set @ is not correlated with the origi-
nal cover file C . In real cases, this assumption may not be fulfilled, but in [32] we
proposed an effective way to guarantee the fulfillment of condition (2) due to the
adaptive (taking into account the statistical properties of the cover file) set genera-
tion;

e the assumption that different signals from the set® are weakly correlated; their
mutual  correlation  coefficient is  approximately equal to  zero

Vi# | Zp((Di,(Dj ) ~ 0. This assumption is also ensured at the stage of generating
the set® .



5 Experimental Studies

To assess the quality of cover files, signal-to-noise ratios are usually used [34]. For
example, the Peak signal-to-noise ratio (PSNR) is the ratio between the maximum
possible signal power and the power of the distorting noise. For convenience, PSNR
is usually expressed on a logarithmic scale, i.e. in decibels.

For monochrome images, PSNR s calculated from the mean squared error (MSE)
[34]. For example, for a monochrome N, xN, image C and its distorted by approxi-

mation errors S, the MSE value is determined by the formula:

1 N;-1N,-1
Cuse =—— > > [C(, )-SG, ),
Ny N i=0 j=0

where C(i, j) and S(i, j) is a pixel brightness values with coordinates i, j .
The PSNR value expressed in logarithmic scale (i.e. in decibels) is defined as:

2
PSNR =10- log;, {Cﬂj _ 20-logy | —Smex_ |-
CMSE MSE

=20-log, (Cmax )—10' logyg (CMSE ),

where C_., isa maximum possible image pixel value.

max
If mis used for encoding the brightness of each pixel, then C,,, =2™ —1. For ex-
ample, for m =8 we have C,,, =255and PSNR is calculated by the formula:

PSNR = 20-l0g,, (255)—10-log;q (Cyse ) -

For our experiments, we used a standard test image of Lenna 256 x256 pixels, encod-

ing each monochrome halftone pixel with one byte (see Fig. 1). In fig. 2-5 show ex-
amples of appropriate cover images when hiding informational messages using rule
(1) with G =4

fig. 2 corresponds to the case k =1;
fig. 3 corresponds to the case k =2 ;
fig. 4 corresponds to the case k =4 ;
fig. 5 corresponds to the case k =8.

In fig. 6 an example of a cover image when hiding informational messages using rule
(5) with k =8 and G =4 is presented.



Fig. 3. Cover image, hidingrule (1), k=2, G =4
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Fig. 6. Cover image, hiding rule (5), k=8, G=4
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Hiding information messages was implemented programmatically using the MathCad
computer algebra system. To generate a set of PRS, a random number generator built
into MathCad was used, the PRS @ ={d;,®;,...,®y_;}. We choose the length

n = 256. To reduce BER, the PRS was additionally rejected by the criterion
Vi:|p(®;,C) < Py =1000,

since it was implemented in [32].
The information k bits were hidden sequentially in each of the 256 image lines.
Thus, one of the lines of the cover-image of pixels 256 x256 was used as the value.

For such parameters and for G =4 we have:

Prax =1000 < G -n =1024

and fault-tolerant (BER~0) information message recovery is practically achieved
[32].

In fig. 7 and 8 show the dependences of MSE and PSNR on k for various val-
ues G . Solid lines correspond to information hiding rule (1), dashed lines - rule (2).
By analyzing the above-mentioned results, the proposed method can significantly
reduce the distortion of the cover file. For instance, the image quality in Fig. 6 is
comparable to the quality of Figure 2. However, the number of hidden data bits when
using rule (4) is increased by k =8. A further increase in the value does not lead to a
decrease in the quality of cover images and Fig. 7, 8 clearly confirm this. On the con-
trary, an increase in the number when using the well-known rule (1) leads to an inevi-
table decrease in the image quality.

Ixloh T :
MSE

1x10°

0.1
0

Fig. 7. Dependencies MSE on k
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50 T T
PSNR

Fig. 8. Dependencies PSNR on k

6 Conclusions

Direct spread spectrum technology is successfully applied in steganographic prob-
lems. With the use of expanding PRS, it is possible to reliably hide information mes-
sages in cover files. However, in this case, natural contradictions arise:

o for increasing in the amount of hidden data leads to a decrease in the quality of
cover files, for example, images;

o for reducing the error rate (BER) in recovered messages, it is necessary to increase
the stegopower, which further distorts cover files.

In our previous work [32], we showed that using special methods of generating the
PRS significantly reduce the BER (if a number of constraints are met, one can achieve
almost error-free message recovery, ie, BER~0). However, the quality of cover files
still decreases when hidden.

In this paper, we have proposed a new information hiding technique based on the
addressing of the PRS. This method leads to the increase in computational complexi-
ty (to recover messages, it is necessary to repeatedly calculate the correlation coeffi-
cients with all possible PRS). However, the quality of cover files is practically not
reduced. Our experiments have shown, that Spread Spectrum Steganography tech-
nique indeed reduce the distortion in cover images compared to other techniques. We
give some illustrative examples and show the advantages of the proposed method.

A promising direction for further research is the use of pseudorandom sequences
with special correlation properties, for example, from [35-37]. This direction seems
to be especially relevant for the simultaneous reduction of BER and MSE. In addition,
it is also important to substantiate recommendations for choosing a compromise be-
tween the value and the expected computational complexity when implementing rule
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(5). Also a promising area is an assessment of possible information security risks
associated with the introduction of new technologies for hiding information.
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