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Abstract

A study of the current problem of developing technology for determining the level of process
controllability in complex systems, with different modes of operation was done. In this
investigation for the first time was proposed a fuzzy mathematical model based on expert
hybrid data, using linguistic and quantitative variables. Based on the obtained result, can be
determined the level of safe operation of the system to prevent negative consequences or
confidence in achieving the goals of the system. An experimental approbation of the research
on the problem of determining the level of process controllability in airport management
information systems, with data security threats, taking into account different modes of
operation was done. A web application was created for the developed model, with which is
possible to configure models and conduct experimental research for various application tasks.
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1. Introduction

Information systems and technologies are increasingly replacing intellectual ones, but the desire to
represent the future does not disappear. At the present stage of human development, there is an
increasing desire to control the processes in the world. Tools for analyzing massive data sets, today
allow you to get new, high-quality knowledge from various information. The amount of data is
growing rapidly in all areas, with them there is a need for processing, which is reduced to obtaining
knowledge, on the basis of which further decisions are made. Such technologies make life more
comfortable, more stable, smarter, and most importantly safer.

Today, decision support systems are increasingly using data mining tools. But most of them are
designed to make decisions in the safe mode of operation of systems. For conditions where the system
is rapidly changing modes from safe operation, emergency to disaster, most decision support models
are not able to adequately assess the situation. Proof of this is the work of the municipality, region,
state in the conditions of, for example, a pandemic of coronavirus infection (COVID-19).

Every day, due to various circumstances, extraordinary situations occur that lead to material
destruction, threat to health or life. Often through the fault of decision-maker, making the wrong
management decisions. Management decisions directly affect the safe state of the system
environment. Sometimes decision-maker try to control processes in complex systems without
suspecting that process control is very low or non-existent. There are circumstances that do not
depend on people. However, there is our desire to know whether we can influence certain processes.
There are events that we cannot change, but we must work to anticipate them.

At a time when a complex system is moving from a safe mode of operation to a catastrophe, the
situation is changing rapidly, the controllability of processes is declining, the data influencing
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decision-making are becoming increasingly vague. Any emergency or catastrophe is the end result of
a consistent transition of the normal mode of operation of the system, respectively, in an emergency
or catastrophic situation [1].

Confirmation of the above is illustrated by the following example. The investigation of the plane
crash shows what factors and influences accompanied the events of the crash. The conclusion of the
causes of the crash indicates whether the accident situation depended on the pilots, the technical
condition of the vessel, weather conditions and the possibility of avoiding the accident. The factors of
the internal condition of the aircraft, the influence of the external environment, the actions of pilots in
an emergency situation and human factors in the management of air traffic are indicated. In other
words, the assessment of process controllability in a complex ship piloting system is indicated. And
most importantly, the International Civil Aviation Organization [2] is taking clear steps to prevent
similar situations in the future.

In connection with the above, there is a topical study of the development of technology to
determine the level of process control in complex (weakly structured) systems, taking into account
different modes of operation.

The logic of the study is as follows: if the overall assessment of the system is high, the factors
influencing the control processes for the appropriate mode of operation, then we can talk about a high
level of process control in the system, and competent management decisions will achieve the goals of
the system. ensure the appropriate level of security of the system operation environment.

2. Overview of Domestic and Foreign Research Studies

The level of process control in complex systems depends on many factors, for example:
management's views on the concept of danger, its risk appetite, emotional state, risk-oriented factors,
external and internal factors, and others. The choice of behavior is the result of the interaction of
external factors, features and opinions of decision-maker. This choice is a prerequisite in the system
of personal qualities of decision-maker, which include his worldview, experience, knowledge, as well
as features of the internal system of moral and social control, including legal awareness [3].
Therefore, when considering alternative solutions for decision management, in any system of
operation, it is necessary to consider at least optimistic, cautious, average and pessimistic scenarios.
Thus, the subjective reason for the level of process control in complex systems is the decision of
decision-maker. In addition, there are some circumstances that during the system of operation lead to
unusual, risky situations [1].

The issue of process control is raised in the theoretical and sociological study [4] and substantiates
that without control the normal functioning and development of society is impossible. In [5] the
methods of controllability assessment and methodologies of their integration into the design process
for some modes of operation are considered, the conclusions of controllability assessment problems
for nonlinear processes are made. A number of world publications consider the processes of
controllability for applied tasks, for example: controllability of the process of pulp processing with
low consistency [6]; controllability of business processes by means of time variables [7]; resource
management of work processes in conditions of uncertainty [8-9]; use of controlled and explained
interfaces for the task of searching for social information [10], and others. In [11] the concept of
controllability of reaction systems is introduced, as the ability to transition between any two states
through the appropriate choice of context sequences. To date, there is no common methodology for
assessing the level of process control in any complex systems given the different modes of operation.

In addition, our study uses expert information that reflects the substantive features of the studied
systems of functioning and is set in natural language. The description in this case is vague, and to
reflect the knowledge about the object of study and to reduce the risk, it is advisable to use the theory
of fuzzy sets [12-13]. To properly assess the level of process control in complex systems, it is
necessary to learn to scientifically model information uncertainty, drawing formally described
boundaries between reliable knowledge, knowledge with a certain level of reliability and what we do
not know. To do this, in order to model the uncertainty in the work used fuzzy-multiple descriptions
[14-15]. For example, [16-17] discusses the general ideas and benefits on which modern views on the
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use of fuzzy logic in decision support systems are based. In [18-19] the use of fuzzy logic in different
areas of application is presented, which allows to determine the optimal parameters under conditions
of uncertainty of the input data. For example [20] presents fuzzy decision support systems in maritime
practice; [21] considers an intelligent system for measuring customer loyalty and decision-making
based on fuzzy logic; [22] investigated product rankings using online reviews using fuzzy sets and
others. And in the works [23-24] the advantages of research of complex objects of functioning in
different modes and system analysis are scientifically substantiated.

The above, argues and confirms the relevance of our study on the application of intelligent
analysis, systems approach, processing fuzzy data to develop technology to assess the level of process
control in complex systems from normal to disaster. The relevance of this study proves the need to
understand the controllability of processes in different objects of study and different modes of
operation, for sustainable operation of systems, achieving its goals, formalization of such processes,
especially in a pandemic COVID-19.

3. Fuzzy model for determining the level of process control in a complex
system, with a different modes of operation
3.1. Formal problem statement and input data

Let it be known some object of study that we will consider as a complex poorly structured system
S. There are many known system goals and many factors that affect the controllability of complex
systems. Also known are the indicators of the system that allow to quantify or qualitatively assess the
property of the system. Fuzzy models of system evaluation are built on the basis of known indicators.
Within this, it is necessary to assess the controllability of processes in the object of study for quality
decision-making depending on the modes C: regular situation, out of the regular mode, critical
situation, emergency, accident situation, accident, catastrophic situation, catastrophe.

Suppose we have a set of indicators K = (Ky, K5, ..., Ky, ), according to which we will assess the
level of process control in a complex system S. Indicators can be a whole system of criteria, factors
and models, based on which a single aggregate assessment is derived. For example: the level of
control of the aircraft is influenced by indicators that depend on the factors of the technical condition
of the aircraft, external conditions, human factors and risk-oriented situations; the level of safe
financing of innovative projects is influenced by factors of the microenvironment of the project
(strength of the idea), environmental factors (competitors, market, policy), factors of risk management
and anticipation, and the main level of project developers.

Suppose we have eight modes of operation of the system = (Cy,C,,...,Cg) , Where: C; — regular
mode, C, — out of the regular mode, C; — critical situation, C, — emergency, Cs — accident situation, Cg
— accident, C, — catastrophic situation, Cg — disaster. Decision-maker has the ability to obtain
estimates for four scenarios M = {My; M,; M5; M,}, where: M, — pessimistic scenario; M, — cautious
scenario; M5 — average scenario; M, — optimistic scenario.

Formally, we can present a fuzzy model for determining the level of process control in complex
systems, taking into account the different modes of operation as follows:

A(I; M;C) —» R(w), (1)
A — an operator that matches a set of output values R, with input variables 1;M;C. The input data of
the model are: | — expert indicator or guantitative assessment of the level of process control in the

system, or a combination thereof; M — taking into account the reasoning of the decision-maker on the
scenario of unfolding events; C — system operation mode. At the output of the evaluation model we
have: p — assessment of process control in complex systems taking into account different modes of
operation on the basis of which the level is determined R.

The solution of this problem can be clearly demonstrated in the form of a block diagram, fig. 1.
Since this study focuses on various complex systems, we consider the following input data.

1. All indicators are evaluated by an expert using a linguistic variable. To do this, based on

experience and knowledge about the object of study S, a group of experts (or an expert) analyzes
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it, draws conclusions and makes one linguistic assessment for each indicator K, from some term

set T = {Ty; Ty; ...; T;}. Presenting the term set of linguistic variables as the level of the situation

in the system described by the indicator K.

2. All indicators have a quantitative normalized assessment of the factors influencing the level

of process control in the system. Each indicator can be an aggregated quantitative estimate

obtained by fuzzy knowledge modeling or within the framework of big data mining. As a result,

for each indicator we obtain a quantitative estimate of g from the interval [0; 1].

3. Indicators are evaluated in a hybrid manner, based on expert experience and methods of

intellectual analysis of quantitative data. As a result, for each indicator we obtain a quantitative

estimate ¢ from the interval [0; 1] and linguistic evaluation from some term set T.

At the first stage, it is necessary to carry out fuzzification of input data of the complex systems.
Here is a block diagram of the choice of the method of processing input data for their fuzzyfication,
fig. 2.
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maode
the level of
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C4 — emergency —|
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A

> Data defuzzification

Implementation of
solutions

Figure 1: Block diagram of the solution of the researched problem

The neuro-fuzzy model of multicriteria evaluation [25] makes it possible to combine the
guantitative characteristics of the object with expert opinions in the form of qualitative assessments.
On the one hand, the model uses different characteristics of the object, which are evaluated by
guantitative indicators and on the basis of different models of knowledge about the object, and on the
other hand uses the experience, knowledge, and competencies of experts in the relevant subject area.
In addition, this model is based on a neural-fuzzy network, which has the ability to change the settings
of synaptic weights; you can conduct network training and adjust decision-making levels; according
to the proposed "interval representation” of scales, the model can be used to solve those problems
where there is no data for the training of the neural-fuzzy network.

Information modeling of fuzzy knowledge [12] on the basis of functions of belonging of
estimations on criteria, gives the chance to apply for various applied problems. The methodology of
application of this approach makes it possible to obtain interpretations for the gained expert scores of
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a weakly structured or unstructured task, revealing the subjectivity of experts and to have a
guantitative assessment of informal information tasks.
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Figure 2: Block diagram of the choice of input data processing method for their fuzzification

3.2. Fuzzy mathematical model

Consider in more detail the method of data fuzzification using fuzzy sets. Input data to determine
the level of process control in complex systems, taking into account the different modes of operation
are as follows: t; — variable from the term set T for i criterion; g; — quantitative assessment from the
interval [0; 1], | criterion, i = 1, m.

For each input value (t;; q;) is matched to the value of the membership function p(t;). To obtain a
normalized estimate of the input data, we construct membership rules.

Let the term set of linguistic variables T be represented on some numerical interval, to distinguish
the terms [ag; a;], where Ty € [ag; a4], T» € [aq; az], ..., Ty € [a1.1; a1]. The values of the partitioning
of the intervals can be adjusted and changed in the process of using real data of a complex system of
operation.

Next, we calculate criterion assessments O;, using linguistic variables T, quantitative estimates q
and the value of partitioning [ay; a;], for example, with the following characteristic function:

a - q; sKmWo t; €Ty (2)
az-q; SKIWO t; €Ty

Oi: l:].,m

a;-q;, 9kwo t; €T

Depending on the applied problem, without reducing the generality, the systems analyst can use
other known methods of fuzzy inference systems to aggregate qualitative and quantitative data [26].

To compare the data it is necessary to normalize the obtained estimates. We offer to do this with
the help of membership functions. The type of uncertainty depends on the applied problem, the
estimated complex system or subsystem, for example: approximately equal, average value, small
value, high level, etc. Given the type of uncertainty, analysts choose the membership function. For
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example, such a choice for uncertainty of the type "high level”, the type of S-shaped membership
function will look like [1]:

( 0, 0; < a \ (3)
L 2
| Z(M) , a0<0isa0+al|
,u(O)—{ 4o g } i=1m
i) — A2 . - L
1 -2(22), o<
1—%o
k 1, OiZal )

The membership function constructed in this way indicates that the value obtained p(0;) will go to
1, if the high level of the i-th performance of the system.

Thus, based on the use of fuzzy sets, the subjectivity of expert opinions is revealed and the
transition from fuzzy expert linguistic and quantitative assessments to normalized and comparable
ones is made.

In the second stage, we will aggregate the estimates of the system indicators taking into account the
considerations of decision-maker. Let the decision-maker for each indicator of the system can set the

weights v;, i = 1, m, from interval [1; 10]. Otherwise, the criteria may be equally important and the

correspondingly normalized weights are determined [25]:
W, ==t—,i = 1,m. (4)
i=1Yi

Next, the membership function is built, as one of the proposed convolutions, depending on the
considerations of decision-maker, on the development of events [1]:

M, (S) = <—w; — pessimistic scenario; (5)
Zi=1#(0i)

M, (S) =TT, (u(0;))"i — cautious scenario; (6)

M5(S) = X%, w; - u(0;) — average scenario; (7)

— m 7 L . 8

My(S) = \/Zi=1 w; (u(0;))? — optimistic scenario. (8)

Where w; (i = 1,m) normalized weights for each criterion.

There is the following subordination between them [1]: M;(S) < M,(S) < M3(S) < M4(S) .

Next, at first, let's design a scenario for the development of events on the «trend of the level of
process control in the systems.

Here you need to build a membership function, which forms the following dependence: the greater
the aggregate assessment of the system, the higher the level of controllability of processes in the
system. With this in mind, consider the dependence in the form of an S-linear membership function
[1], which we call the «trend of the level of process control in the system»:

0, Ry <a; (9)
My(S) ={"£2, a<Ry<b;
1, Ry >b

Where a,b numerical values.

As the values of the membership function Mg(S) (g = 1,4) are known, then from the formula (9)
calculate R, . The obtained values R, — this is an assessment of the projection of the «trend of the
level of process control in the system» on the aggregate assessment of the functioning of the system,
taking into account the considerations of decision-maker.

Next, we assess the level of process control in different modes of system operation. Graphically,
we can interpret this as fig. 3.

Let's have modes of operation of the system C = (C4, C,, ..., Cg). With the rise of the emergency,
rapidly changing values that affect the stability of any system, and hence to reduce the level of
process control in the system. For this, let's input the concept of some a priori gave, acceptable values
— «the threshold of the possibility of functioning of the systemy.
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To interpret the dependence of the aggregate assessment and the level of process control in the
system relative to the modes of operation of the system, the following function is proposed [1]:

0, Ry, <a; (10)
uc(Rg) =1~ (Zg__aa)k, a <R, <b;
1, R, > b.

Where x — threshold of the possibility of system operation. The value of this threshold varies
depending on the modes in which the decision-maker needs to make a decision. For example,

experimentally put: k= 2 for regular mode C;; k= % for out of regular mode C,; k= % for a critical

situation C5; k= % for an emergency C,; k= % for accident situation Cs; k= %for an accident Cq; k= i

for a catastrophic situation C;; k= % for disaster Cg. Then by the formula (10) get an estimate process
control in complex systems taking into account different modes of operation uc, (Rg), uc,(Rg)

7"'9“C8(Rg)l g= ﬁ
[ Input data ]

I

v M, ($)
Mo 3,

Fuzzification /
of input data 4

\

0.6 _

v M8,

Aggre_ganon of 04
estimates

Ly
Cs Data
A defuzzification
Cs
(‘6 0.2 K
Cr
Cs %/ ==

Implementation |_
of solutions

Figure 3: Graphical interpretation of fuzzy model

Thus, the obtained values are estimates of process control in complex systems according to the g-
th reasoning of decision-maker on the scenario of events in the appropriate mode of operation of the
system. At the last stage, we carry out the defuzzification of data. Based on the obtained assessment
of process control in complex systems, taking into account the mode of operation, we draw
conclusions for further selection and implementation of solutions. For example, we can determine the
level of safe state of the system, to prevent negative consequences or confidence in achieving the
goals by the system. The decision-maker sets a threshold for this a € (0; 1). For example: uc(R,) €

[0; @) — unsafe state of system operation and low level of achievement of goals by the system in the
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appropriate mode of system operation C and according to the scenario of unfolding events g;
uc(Ry) € [a; 1] — safe state of system operation and high level of achievement of system goals in the
appropriate mode of system C operation and in relation to the scenario of events g.

4. Results

Consider the example of the developed fuzzy model for determining the level of process control in
airport management information systems [27], with data security threats, given the different modes of
operation [28]. Within, the continuation of the preliminary study Educational Model for Evaluation of
Airport NIS Security for Safe and Sustainable Air Transport [29], consider six indicators of airport’s
assets: K; — intelligent surveillance systems; K, — meteorological information systems; K5 — departure
control information systems; K, — runway monitoring system; K5 — Software; Ky — flight information
display system [30-31].

A group of security experts, based on experience and knowledge of the object of study, analyzed
and inserted one linguistic assessment for each indicator K. The term set is proposed as following T =
{Ty; Ty;T3; Ty; Ts}, where: T; — «low level of protection»; T, — «the level of protection is below
average»; T; — «average level of protection»; T, — «the level of protection is above average»; Ts —
«high level of protection». In addition, each asset has a quantitative level g, from the interval [0; 1],
system security against data security threats obtained by modeling fuzzy knowledge. Represented
training test input data and weight coefficients (interval [1; 10]) fig. 4. Let's evaluate the level of
process control in airport management systems according to the developed fuzzy model.

In the first stage, we will fuzzyfication the input data using fuzzy sets. Since the indicators
characterize the level of security of the system, then the term set of linguistic variables T is presented
on a percentage numerical interval, to distinguish the terms [0;100], where T; € [0;20], T, €
(20; 40], T; € (40;60], T, € (60;80], Ts € (80; 100]. Let's calculate the criterion estimates by the
formula (2): O=(60;, 48, 56, 48, 90; 56). Since the higher the estimate, the higher the level of security
of the system, then we introduce the S-shaped membership function and calculate the value by the
formula (3): ©(0)=(0,68; 0,47; 0,61; 0,46; 0,98; 0,61).

Next, calculate the normalized weights by the formula (6): w=(0,13; 0,148; 0,185; 0,185; 0,167;
0,185). Let the decision-maker estimate the average scenario, then calculate the convolution of
airport assets by the formula (7): M3 (5)=0,632.
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Figure 4: Visualization of input data
In the next step, we calculate the estimate of the projection of the «trend of the level of process

control in the system» on the aggregate assessment of the system, according to the formula (9),
putting a=0, b=100: R; = 63,204.

145



Calculate the assessment of the level of process control in airport management information
systems, with data security threats, by formula (10) for three modes: for regular mode (k= 2) —
ucl(R3) =0,6; for a critical situation (k= %) - “cg(R3) =0,49; for accident situation (k= %) -
“cs(R3) =0,29.

Based on the obtained estimates, we draw the following conclusions. With the threshold a = 0,5
in critical and accident situations not safe state of the system and low level of achievement of goals by
the system, and in regular mode, the airport management information system, in case of data security
threats, has a secure state. As part of the study, was developed innovative software in the form of a
web application, which called "Assessment of the level of process control in systems taking into

account different modes"”, based on the fuzzy model, Fig. 5. In this web application, can be made all
the settings of the developed fuzzy model.

Assessment of the level of process control in systems taking into account different modes

Number of indicators
3
Indicator t1 q1 VI1, 10]
K1 T2 - helow average level s 0,2 8
K2 T5 - high level s 08
K3 T4 - level above average $ 09 10
Select an event deployment scenario

M2 - Cautious scenario s

Select the system operation mode

C1- Regular mode

Figure 5: The main window of the developed software

5. Discussion

To apply the developed technology to applied tasks, it is necessary to adequately determine the set
of evaluation indicators, create models of intellectual analysis of knowledge, adjust the fuzzification
of input data, experimentally investigate the threshold of the system in different modes, and the
threshold of safe operation to prevent negative consequences or confidence achievement of goals by
the system. All these tasks are assigned to system analysts who develop an information system within
the application problem. Thus, for qualitative comparison of data, delimitation of terms, it is
necessary to carry out separately for each indicator as various indicators carry in themselves the
numerical sense. If the system S consists of many subsystems S;,S,,...,S, then we evaluate each
subsystem separately, and to aggregate the resulting data we can use one of the methods [12]. To
gualitatively obtain input quantitative estimates and data mining (knowledge) using fuzzy set theory,
membership functions, and a systems approach, you can use the models described in [12, 19].

6. Conclusions

A study of the current problem of developing technology for determining the level of process
control in complex (weakly structured) systems, taking into account different modes of operation was
done. For the first time the following results were obtained:

o a fuzzy mathematical model for determining the level of process control in complex (weakly

structured) systems taking into account different modes of operation, based on expert hybrid data,

using linguistic and quantitative variables has been proposed. The estimates of the indicators of a
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complex system are aggregated in relation to the decision-maker reasoning about the scenario of
events. One aggregate estimate of the level of process control in a complex system with respect to
different modes of operation is derived. Based on the obtained result, can be determined the level
of safe operation of the system to prevent negative consequences or confidence in achieving the
goals of the system. All this allows to reveal the uncertainties of expert opinions and data obtained,
justifying the degree of decision-making and to draw adequate conclusions, taking into account the
different modes of operation;

e  experimental testing of the conducted research in the task of determining the level of process

control in the airport management's information systems, with data security threats, taking into

account different modes of operation was done. A web application was created for the developed
model, with the help of which you can configure models and conduct experimental research for
various application tasks.

The rationality of the obtained aggregate estimates, the level of safe state to prevent negative
consequences of the system, or the confidence of achieving the goals of the system in different modes
of operation, proves the advantages of the developed model. The reliability of the obtained results is
ensured by the correct use of intellectual analysis of knowledge, system approach, fuzzy set theory,
which is confirmed by research results.

Further research of the problem is as follows: to develop methodologies for assessing the level of
process control in complex systems using risk-oriented factors. This investigation will be a useful tool
to support decision-making on the creation and management of decisions in different modes of
operation of the system.
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