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Abstract

The paper presents approaches to determining the necessary and sufficient level of
implementation of security measures presented in the "best practices" at a certain level
acceptable for the organization that meets the real existing threats. The model presented in
the work allows an automated integrated assessment of the impact of controls presented in
the "best practices” on the functional resistance of the protection system. The model
presented in the work can be adapted to the needs of a particular organization, as well as in
other subject areas. The article proposes a mathematical model of the problem of
implementing a control system. The concept of criticality of controls, as well as various
aspects of functional stability and its relationship with reliability, survivability, fault tolerance
are considered. Significant attention is paid to taking into account the subjective component
in the tasks of determining the quality of implementation of controls and evaluation of the
integrated indicator of information system security. Attention is paid to the consideration of
granularity in the construction of the function belonging to a fuzzy set. The problem of
assessing the integrated quality of the implementation of controls and solving the
optimization problem of improving the quality level is considered information system
security.
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1. Introduction

Due to the advancement of technology, a violation of today's information ensitive data,
sustain fundamental operations, and protect national infrastructure can influence hundreds of
thousands, if not millions of individual consumers and even more personal data, all from a
single attack on a company.As it is known [1-3], the creation of a completely reliable system of the
protection of information, which is processed using information and communication systems (ICS), is
fundamentally impossible. In these circumstances, the measures and methods of information
protection are used to reduce the likelihood of negative consequences of violation of the basic
properties of information or damage from them, but not to avoid them completely. In this context, it
makes sense to consider the process of information security at some acceptable level for the
organization, which corresponds to the real threats. Under threat (risk) in this context we understand a
potentially possible event in the field of information security, which may lead to losses. Currently,
there are different approaches to ensure the security of information processed in the ICS of the
enterprise, but special attention of experts in this field is focused on ensuring the adaptive security of
ICS, which includes the use of one of two technologies: security assessment and intrusion detection.
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At the same time, implementing the "best practice” CMMI, NIST, COBIT, I1SO2700, etc., in the
process of building and managing information systems (1S), which allows to implement some
accepted level of security information.

ISO/IEC 27001:2005, CobiT and ITIL are the three most important best-practice IT-related
frameworks. 1ISO/IEC 27001 is the international Code of Best Practice for Information Security from
the International Standards Organization in Geneva. CobiT is Control Objectives for Information and
Related Technology, from the IT Governance Institute, in the United States and ITIL is the IT
Infrastructure Library, created by the United Kingdom's Office of Government Commerce. I1SO
17799, COBIT, and ITIL are all best-practice IT approaches to regulatory and corporate governance
compliance. Typically, "best practices” include requirements for assessing and developing
information security risks that are connected with the needs of the organization [1]. Implement
the"best practice” CMMI, NIST, COBIT, 1SO2700, etc provide a well-managed and flexible IT
environment in an organization.

Also, the requirements, which are stated in one or another "best practice", are common and can be
implemented for all organizations, regardless of their type, size and nature. At that time, the
requirements for correspondence to the information security management system (ISMS) of one or
another "best practice” do not allow the removal of any of the requirements introduced in it [1].

2. Critical controls

Some of the controls are critical for providing an acceptable level of system’s service, for other
parts a reduced level of implementation of controls is acceptable, and for some situations the absence
some controls without significant danger to the level of functional stability of ISMS is even possible.

The process of risk management, including IS risks, should be continuous. It is also important to
determine the external and internal circumstances of risk assessment and treatment in accordance with
the risk treatment plan and the implementation of recommendations and decisions [4]. A qualitative or
quantitative approach can be used to analyse the identified IS risks. At the same time, a quantitative
approach may be more attractive in some practical situations, which theoretically allows to compare
the security of different information processing systems, but its implementation in practice is
complicated by the following factors:

- lack of reliable statistics;

- the difficulty of assessing losses in the case of intangible assets;

- the difficulty of assessing indirect losses from the implementation of threats;

- impairment of long-term quantitative risk assessment results due to IS modification and
reconfiguration.

Due to the limitations described above, a qualitative approach based on the ranking of threats and
related IS risks according to the degree of their danger is usually used for the analysis of IS risks. The
results of the risk assessment, to some extent, make it possible to prioritize risks according to their
importance or other criteria. For example, according to [5], risk assessment consists of the following
actions: risk identification, risk analysis, risk comparison.

Risk assessment allows to determine the value of ISMS information resources and allows to
identify possible threats and vulnerabilities and, accordingly, to identify potential consequences. It
should be added that solving the problems of risk assessment or cost estimation of IS threats is
complicated by the fact that modern information and communication systems are usually
geographically distributed and require synchronization in event management, including IS.

ISO 31000 defines a high-level approach to risk management [6, 7]. In the field of information
security management first, the circumstances are determined, a risk assessment is performed.
Typically, this procedure is performed in two or more stages. The first stage is usually performed to
identify potentially high risks that require further assessment, then, in case of incomplete information,
other methods may be used. If the risk assessment provides sufficient information to effectively
determine the actions to be taken to modify the risks to an acceptable level, there is a transition to IS
risk processing, which should result in an acceptable level of residual risks for a particular enterprise.
At the same time, risk-taking actions should guarantee the fact that residual risks are actually accepted
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by the organization. As noted in [5], this fact is especially important in situations where the
implementation of any of the security measures was abandoned or postponed, including the situation,
when it was made due to cost. There are several options for processing the identified risks, including:
recognizing the acceptability of the risk of a particular threat, partial transfer of responsibility for IT
security incidents to other organizations, a set of measures to reduce or avoid the risk. As part of
solving the problem of IS risk management, all security measures that need to be implemented for the
selected risk management options should be identified. In this case, the organization should compare
the security measures with those, listed in the relevant "best practice”, to determine the fact, that there
was no withdrawal of the necessary measures to ensure IS.

Based on the above, the process of identification of IS risk assessment and processing is quite
subjective and significantly depends on a significant number of factors, including the chosen risk
assessment methodology, completeness of available data on IS status and level, level of training of
ISMS implementation and support specialists, performing internal or external IS audit. Existing tools
for assessing the level of implementation of a "best practice” and, accordingly, IS measures in the
implementation of risk-based model are based on assessing the level of maturity of relevant programs,
in particular IS programs. Typically, assessment tools use the maturity assessment system ISO 21827:
2008, which ranges from 0 to 5, with 5 being the highest level of maturity [8]:

0. Not performed

1. Performed informally

2. Planned

3. Well defined

4. Quantitatively controlled

5. Continuous improvement

However, determining the level of maturity of the respective IS or IS program does not allow to
draw adequate conclusions wether residual risks of IS are really acceptable and accepted by the
organization and how in a limited budget allocated to provide IS to perform simulations of IS threats
need to be implemented in order to reduce the likelihood of a particular IS threat or group of threats.

Risk-oriented approach to assessing the need for costs to ensure 1S can be supplemented by
methods of assessing the feasibility of costs, and in many cases quite difficult and even impossible to
apply these methods, because the method, which is used, should: provide a quantitative estimate of
costs based on qualitative indicators for assessing the probability of occurrence of IS events and their
consequences; be universal; provide an opportunity to model the situation of application of
countermeasures aimed at preventing threats that have different levels of impact on IS assets.

This is especially true when it comes to intangible assets or indirect costs. As the categories of
costs related to the security of information processed in ICS include organizational costs for the
formation and maintenance of the ISMS unit, costs for controlling the level of resource protection,
internal and external costs for eliminating the consequences of information security policy violations,
ISMS maintenance costs. The above list of costs for providing a highly effective information security
system shows the high cost of computer security to create and maintain ISMS or other security
systems. At the same time, the introduction of unnecessary security measures, with the exception of
the economic component, leads to inconvenience and dissatisfaction of staff. Thus, it is necessary to
find sufficient level of protection at which the ratio of the cost of security measures and the amount of
possible damage had an acceptable level for the organization.

This study attempts to develop a model that would allow, based on a general list of security
measures listed in the "best practices", to determine the necessary and sufficient measures to ensure an
acceptable level of security of information processed in the ICS of the enterprise.

3. Functional stability

One of the essential indicators of the level of safe operation of the system is the functional stability
[9-11]. Functional stability is the ability of a system to perform its functions during a given time
interval under the influence of the flow of operational failures, intentional damage, interference in the
exchange and processing of information, as well as in case of errors of service personnel [12, 13]. The

77



main properties of poorly structured complex systems that characterize their functional stability are
reliability, survivability, fault tolerance.

With some caveats, functional stability to some extent combines all of these characteristics. The
problem considered in this paper can best be described by applying the concept of functional stability,
the implementation of which is achieved through the use of different types of redundancy, by
reallocating resources to compensate for the consequences of emergency situations [9].

In this paper we will pay attention to the study of the situation of sustainable operation and reliable
information protection of a complex poorly structured organizational system. To quickly assess the
quality of functioning of such systems, it is necessary to build a model for determining the integrated
indicator of the quality of functioning of the information protection system.

This integrated quality indicator must reasonably and adequately reflect changes in the structure of
the system and quality indicators of the functioning of its elements. At the same time, it is promising
to use the methodology of introspective analysis of subjective components of the system and expert
decision-making technologies to solve the described problem [14]. The purpose of the study can be
considered achieved when an integrated indicator is defined, which adequately characterizes the state
of functional stability of the system and sensitively responds to changes in the composition of the
system and the structure of the relationships of its elements. To achieve this goal, it is necessary to
develop a mathematical model to ensure a sufficient level of functional stability of a complex poorly
structured system based on information about the presence of damage to its elements and subsystems.

It is also necessary to provide options for duplication of functions, operational interchangeability
of subsystems, to solve the problem of integrated assessment of the quality of the system and the
choice of its optimal configuration to increase functional stability.

This will be facilitated by models for determining the state of execution of functions by elements
and subsystems, the choice of options for interaction between elements and subsystems in order to
maximize the integrated quality of execution of functions by the whole system. In addition, it is
necessary to build a model that will reflect the reaction of the system to different types of
environmental influences and changes in the state of the elements of the system.

4. Accounting subjective component

Determining the quality of the implementation of controls significantly depends on the objectivity
of the experts involved, as well as on the procedures of analysis of expert data used in the evaluation
process. Therefore, the problem of developing methodological and mathematical support for
personnel management tasks based on the subjective component to improve the quality of decision-
making problems in decision-making in complex poorly structured systems should be given much
attention. The development of theoretical and technological bases of expert decision support, which
would allow the most effective operation of expert information and decision-making considering the
subjective component, the need for prompt and adequate response to modern challenges determine the
relevance of this work. The methodology of considering the subjective component is used at all
stages of the control evaluation procedure and ensures the receipt of reliable information from all
participants in the PR. At the stage of obtaining expert information, decision-makers should be able to
set their preferences in a form convenient for them in ordinary or cardinal scales in terms of the
subject area. Modern complex systems are characterized by rapid change and the need for rapid
response to subjective factors in a variety of manifestations. The world around us is becoming more
complex, the pace of change is accelerating, the amount of information is increasing and the
uncertainty of the relationships between the elements of the systems is increasing.

It can be argued with some conventionality that the problems of humanity are largely based on
incorrectly defined and poorly placed priorities, as well as the inability or unwillingness to adequately
carry out the procedure of relative evaluation.

In the tasks of implementing information security systems, the weak structure of subject areas, the
complexity and fundamental informality of the relationships between the factors influencing the
decision, necessitate the involvement of the subjective component at all stages of implementation and

78



application of controls. In many poorly structured subject areas, the use of expert technologies is often
an unalterable way to obtain and justify the choice of acceptable solutions [15, 16].

Improving the quality of management of complex systems and ensuring reliable controls requires
high-quality involvement of subjective factors in the management loop. To solve modern problems in
poorly structured subject areas, it is necessary to effectively involve specialists in subject areas,
mathematical modelling and decision-making. Since such a symbiosis is not always possible, there is
a need to develop mathematical methods that would adequately model the practical problems of
information security.

An important attribute of the process of functioning of complex systems is the presence of internal
contradictions caused by lack of knowledge about their functioning. Identification of such knowledge
is carried out by turning the intuitive conclusions of experts into formalized. Formalization of
decision-making processes largely determines the prospects for the development of automated
information systems, increasing the level of their intellectualization and efficiency.

At the same time, it is known that people have natural limitations of their psychophysical
capabilities. Therefore, experts are not always able to adequately record their advantages - a direct
assessment of various aspects of the practical decision-making situation is rather an exception [17,
18]. The main advantages of the methodology developed by the authors and, in particular, indirect
methods of determining the "weight" of objects, over other expert methods are the ability to determine
the preferences of experts on features that people cannot assess or mistakenly believe them.

5. Formulation of the problem

Let an information security management system or other organizational system be built. For this
object a control system has been defined and implemented in accordance with “best practice”. We

will denote the set of control indices as i € | = {l,...,n}. Each control is characterized by the level of
implementation ai,i € | and quality bi .1 €l without reducing the generality, we will assume

that 0<a, <L, Vieland 0<b, <1, Viel or measure the level of implementation of controls

and their quality on a 100 percent scale.

Remark. Note that the voluntary, insufficiently justified assignment of interest in assessing the
quality of control has a negative impact on the calculation of the results of solving the problem as a
whole. Therefore, it is logical, without losing information, to consider several levels of quality control
and perform calculations in the ordinal (rank) scale. And to clarify the definition of the quality of
controls in the 100 percent scale, special procedures for digitization and arithmetic of the digitization
scale should be developed and applied. The correlations between controls are also known. They are

evaluated or expertly determined Vij,i, J€ 1. These correlations characterize control
level ai,i € | into control a;, Jj € 1. without reducing the generality, we will also assume that

OSV” <1 Vi,jel or measure correlations as a percentage. The task is to model the

characteristics of the information security management system, arithmetic (digitization) of quality
control and determine an integrated assessment of the level of information security and, accordingly,
to ensure the functional stability of the ISMS.

6. Mathematical model

We will model the set of controls and correlations between them with graphs or matrices of
contiguity or incidence. The level of control implementation can be characterized by some discrete
values: scores, verbal expressions, clustered indicators, etc. And the quality of control is functionally
dependent on the level of its implementation and is expressed by some given or empirically defined

function in analytical or tabular expression b, = f(ai ),i el.
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In this paper, we will consider the control system separately for each of the protection areas... It is
logical to assume that each of the areas forms a relatively autonomous subset, within which the
controls are more closely interconnected than the controls included in other subsets. At the same time,
the subsets, formed by the directions of protection, are not isolated and this fact can be effectively
illustrated by models of graph theory.

By analysing the controls, a polyhedral oriented graph can be constructed. The vertices of the

graph are controls with multiple indices 1 € | , each of which is characterized by the level of
implementation &;,1 € | , and quality of functioning b;,1 € I .
The correlations between the controls are arcs Vjj, I,Jel. If the arc is absent

3:v;; =0,i,jel, the impact of control with the index i,i€l and control with index

J, ] € | are absent.

The level of influence between controls is expressed in the feedback: positive and negative. We
will assume that at the initial stage of modelling and evaluation of ISMS it is determined that the level

of implementation of controls in the system is a; ,1 € |, and the quality of functioning of each of

. ) 0 ;
them is defined or measured as bi Jdel .

The modelling of possible states of the system is that hypothetically or practically changes the
initial levels of implementation of some controls and, according to the introduced heuristics,
determines how these changes will affect the quality of interconnected controls and ISMS as a whole.

The level of influence between controls is expressed in feedback: this correlation can be positive or
negative. It is clear, that the level of influence between controls and the direction of relationships
between them are heuristics, which are determined in the initial stages of modelling by experts who
have high competences in the field being modelled.

The positive feedback V:,i, J €1 isthat, when the vertex | € I of the graph is reached, even in
the absence of control @; = 0,iel the system provides a certain level of quality at this vertex, i.e.

bi > 0,1 €| . When the level of control decreases, the level of negative feedback V;,i, J el ,

entails a decrease in the quality of control ait < ait_l,i € | not only of this vertex bit < bit_l,i el,

but also of the associated vertices of the graph: b} < b}_l,vj Vi > 0,i,jel, where t—is the

rate of system quality assessment: t=012,.

In the same way the interaction between the sections of the graph is carried out and modeled
through the bridges between the sections.

We will also assume that in the case of a discontinuity of the graph, the modeling of each
connectivity component can be performed autonomously, by analogy with the approach described in
this work.

7. Regulatory quality of the control system

While building a control system in full accordance with the standard [19], the quality of all
controls is one hundred percent and their set is equal to the set of all possible control indices.

Thus, such a situation is ideal and the distance from it to the actual existing control system, which
is audited, can serve as quality criteria of the built control system.

It is known that in many practical problems, measurements should be made indirectly, considering
the relationship between objects, and not only evaluate the parameters or integral characteristics of
objects. In addition, great care should be taken in the choice of measurement scales.

But these aspects of the study of the quality of controls and their interdependence will be
considered in the next work.
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8. Grain size of the universal set

To define the concept of safety, the whole set of states S is divided into subsets Sc - serviceable
states, when there are no failures, Sr - operational states, when there are one or more failures that do
not change (deteriorate) the system parameters due to redundancy) Sz - protective states and Sn -
dangerous states. Based on this, safety is the property of the system to continuously maintain a
serviceable, operational or protective condition for some time or operation [20].

All organizational complex systems seek to develop their staff, technology, information protection,
but most practical situations do not lead to the strategic compliance of their intangible assets. The key
to creating such a match is "graininess”, or detailing, ie operating with non-general formulations.

For example, "develop our staff" or “preserve our core values", and focus on specific specific
factors needed for critical internal strategic processes. The strategic map of a balanced scorecard
allows managers to highlight the specific human, informational and organizational resources needed
to implement the strategy. One approach to classifying tasks or functions performed by a system is the
average execution time of a task or function. When assessing the functionality of the elements of the
system, comparing the tasks performed by the elements, determining the relationship between them,
the difference in the complexity or duration of the function is approximately an order of magnitude.

To adequately model the problem of analysis of the quality of implementation and operation of
controls, we introduce the following heuristics. Heuristics. We will consider that at construction of
model of system it was possible to distribute all functionality of its elements on such functions which
are the constant units commensurate with each other. That is, the complexity, complexity and quality
of all functions can be considered as values of the same order. It should be borne in mind that the
functions performed by the system, implemented in the control system, of course, are different in
priority, importance, weight, impact on other functions, labour effort to implement them, and so on.

An important feature that affects the complexity, complexity, accuracy, adequacy of the model is
the choice of grain size. To build an integrated quality function, the ATS system determines
discreteness or granularity: it is a heuristic that is accepted depending on the desired level of detail,
which suits the decision maker, corresponds to the desired accuracy of the problem, the features of the
formulas used and acceptable accuracy of calculations. decision making by rounding.

For example, when comparing the quality of implementation of each of the controls, it can be
selected grains in the form of intervals of 1%, 3%, 5%, 10% and others. The choice of interval
depends on the need to detail the task. It is important that the intervals are the same - for ease of
calculation and sufficient intuitive validity. The membership functions of a fuzzy set of type 2 and
above will be called blurred membership functions. The blurred membership function is interpreted as
an area of insensitivity (inaccuracy, uncertainty) of the expert in determining the functions of

belonging of objects x, xe X, to the set A.. Formally, this uncertainty can be determined using

"grain size", which reflects the degree of inaccuracy of the measured parameter in relation to the value
of "grain". "Grain" is an indivisible (of course inaccurate) unit of measurement of this parameter. In
our case, such a parameter is the membership function itself, which is determined on the interval
[0,1], the smallest unit of which determines the limiting grain size of the scale. The size of the grain is
determined or assigned on the basis of the "limits of distinction" of the grain for the expert.

Depending on the conditions of the problem of integrated evaluation of the quality control system,
methods of determining values and other aspects, there are several ways to specify blurred
information. But consideration of such methods is not the subject of this work.

9. Assessment of the integrated level of control

Responding to external influences and threats to the information security of the system requires
immediate decision-making according to the situation. In addition, a person's ability to simultaneously
analyse multiple indicators is limited. Therefore, the task of adequate determination of the integrated
indicator of the quality of the system is relevant and its solution contributes to the rapid increase of
the functional stability of the system. After making decisions about the redistribution of functions
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between system elements or their replacement, new values of resources for system tasks and quality
levels of their operation are calculated. Based on the obtained values, the function of belonging of the
quality levels of the system functioning to the fuzzy set (0,1) is determined. That is, the quality of the
system as a result of the application of the described procedure will be characterized by the function
of belonging to a fuzzy set. To assess the information security system, we will use the procedures of
fuzzy expert assessment of system elements, which can also be used in the future to improve the
model of assessing the level of information security of the system.

Today there is a group of indicators that are used to determine the general condition of systems.
One of the common tasks of expert evaluation is the choice in a pre-fixed class of relations of some
resulting (group, collective, compromise) relationship. At the same time, on the basis of several
contradictory indicators, the aggregation (aggregation, generalization, etc.) of indicators into a single
integrated indicator is carried out. To construct a convolution (generalized, aggregating, integral,
integrative criterion of quality of object) means to supplement a partial order on set of objects.
This can be done in many ways and necessarily includes an element of subjectivity.

At the first stage, high-level experts build a model of an ideal control system, that corresponds
the standard [19] in the form of a graph with normative vertices and arcs, the model of which is
described above. In the second stage, an expert or group of experts are auditing the real control
system and are establishing or assessing the presence of controls, the level of their
implementation in the system and fill in the column, that models the real ISMS. The coefficients
of relative competence of experts [14] etc. can be considered.

On the basis of expertly determined or calculated by another method levels of controls

ai,i € l and considering the system, that meets the standard [19], the levels of control

functioning quality, depending on this information: bi .1 €| are determined.

At the third stage, the quality levels of the ISMS are clustered in order to build an integrated
membership function [21], which reflects the distribution of quality controls by quality levels and
creates a membership function, based on the frequency of values [22]. The integral value of the
level of implementation quality of the control system, which indicates the degree of functional
stability of the system, can be calculated, for example, by the method described by authors. To
determine the integrated assessment, we build a matrix of frequencies of different levels of

quality of performance of each function V = (Vij ) i=1,...100, j<n. Each row of this matrix
displays the estimated level of function quality from 0% to 100%, and the column shows the
number of functions with the specified level of performance. To determine the integrated level of
quality of functioning of a complex system at the first stage, we classify the functions by the level
of quality and completeness of their implementation.

Integral quality requires the use of heuristics. An integrated assessment of the quality of the
information security system will be determined using an additive criterion. In this case, we use a
number of heuristics that allow to justify the adequacy of the calculation of a single integral value
of the criterion. Determining the integrated level of quality of functioning of a complex poorly
structured system based on the analysis of interchangeability of its subsystems and determining
the best options for improving the quality of functions requires the creation of an appropriate
mathematical model. The quality of the information security system largely depends on the
quality of the system elements.

10. Optimization of the system protection integrated quality.

To increase the overall (resulting, integrated, aggregate, integrative) level of control system
implementation quality, an expert or group of experts suggests options to improve the system
quality by increasing the level of implementation of some controls and estimating the cost of
implementing higher levels of individual controls [23, 24].

It is connected with the limited resources, which the organization can allocate to improve the
quality of the information security management system.
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Defining directions and choosing options for optimizing the integrated level of information
security of the organizational system is a multi-criteria task. In addition to ensuring the desired
level of implementation of controls, almost every organization should take into account, in
particular, its financial capabilities [25].

Therefore, the task of choosing a compromise option to ensure quality control is a
multifaceted problem and can be formalized in the classroom of multi-criteria optimization or by
applying the idea of system optimization [26-28].

Due to the computational complexity of the problem of control system optimization options
direct search, experts can suggest about ten options to improve the quality.

On the basis of the options for increasing the level of separate additional controls
implementation, offered by experts, recalculation of new states of system is carried out. Thus, the
optimization two-criterion problem to improve the integrated quality of the protection system and
minimize the cost of improving the condition of individual controls is solved [29, 30].\

11. Conclusions

A model for assessing the integrated quality of the information security management system
based on "best practices" and ways to purposefully improve the quality of its operation is
proposed. This model can be adapted to the needs of a particular organization, as well as applied
in other subject areas. The model is open to improvement and can easily be focused on dealing
with fuzzy data. The integral indicator of the quality will be described in our future papers.
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