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Abstract  
Research has been conducted on the current problem of developing a methodology for 
determining the level of process control in complex systems, taking into account risk-
oriented factors influencing it. For the first time, the study proposes stages of risk 
management in the process of assessing the level of controllability of complex systems, 
formalizes the input data used to assess risks using fuzzy models for various complex 
systems, constructs generalized step-by-step algorithms for risk-oriented assessment of 
controllability in complex systems. An experimental approbation has been made of the 
research on the problem of determining the level of process control in the airline system, 
taking into account risk-oriented factors influencing it. The study will be a useful tool to 
support decision-making to improve process control in various complex systems by taking 
into account the risks and threats to its operation for managers from safe time to pandemics 
as COVID-19. 
 
Keywords  1 
Process control, risk factors, fuzzy set, decision making. 

1. Introduction 

The level of security of human activity is getting better every day due to the improvement of 
technology, data analysis, management systems, and others. Standards of personnel training and 
safety management have also become significantly higher. Nevertheless, we face many risks that 
could potentially jeopardize the success of our operations if not adequately managed. One of the key 
components of measuring the risk of the functioning of complex systems is the generation of 
scenarios for the development of key risk factors. At present, the preparation of scenarios and risk 
management strategies is especially appreciated by the security and crisis managers, who usually 
work in conditions of extensive constraints and even an emergency situation in the companies and the 
national economy. 

Each complex system of operation has a different basic level, in relation to the uniqueness of its 
data. This is a certain amount and quality of data that can be processed. Big data in complex systems 
can be created from a large set of sensors, databases, information systems, social networks, etc.   

Therefore, the operation of a complex system requires certain decisions, and this, in turn, involves 
assessing the future. This assessment is implemented by maximizing uncertainties and risks. Effective 
risk management will improve the quality of decisions. Risks are a necessary component of human 
activity when there is uncertainty about the results of a decision process. When making management 
decisions, the problem of disclosing the uncertainty of the data on which decisions are made and 
adequate assessment to minimize risks is especially relevant. 
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The aim of the study is the urgent task of developing a methodology for determining the level of 
process control in the system, taking into account risk-oriented factors influencing it. The 
methodology is represented by a set of fuzzy methods and models based on risk-oriented factors 
using: the experience of experts in their assessment, the linguistic level of risk assessment criteria, the 
consequences of various threats to the system. The developed methodology will allow assessing the 
controllability of processes for a complex system taking into account the various risks that affect the 
functioning of the system.  

This methodology can be used to solve a number of applied problems in various complex systems, 
for example: for socio-economic systems, it is a modeling of financial risks [1-2]; for sociotechnical it 
is the assessment of risks and security incidents of airport network and information systems [3]; for 
humanistic systems, it is an assessment of the risk of performing individual parachutists' jumps to 
increase their safety [4]; for technical systems, it is the assessment of the risks of drone flights to 
study the environment in the mountains [5], and many others. 

The logic of the study is as follows: if the overall assessment of the system is high, risk-oriented 
factors influencing the controllability of a complex system, then we can talk about a high level of 
controllability of processes in the system, and competent management decisions will lead to system 
goals. Also, ensure the appropriate level of security of the system operation environment. 

2. Overview of Domestic and Foreign Research Studies 

The Oxford Dictionary of English defines risk as "danger, the likelihood of adverse effects, loss or 
propensity to the accident". McNeill, Frey, and Embrechts [6] define risk as any event or action that 
may adversely affect an organization's ability to achieve its goals and implement its strategies. 
Although all of these definitions cover some key elements of risk, it is not possible to cover all 
aspects of it in a single definition from a single sentence. However, it is clear that the risk is strongly 
associated with uncertainty about future events. In the general case, the concept of risk can be 
considered a situation of the danger of the opportunity of an adverse event or the threat of possible 
losses, for which it is unknown whether they will occur in the future. 

According to [7, 8], there are three main approaches to risk assessment in solving practical 
problems: 

1. Intuition, experience, and knowledge of experts who make judgments about the nature of the 
peculiarities of the processes of functioning of a complex system. For new innovative research 
objects, this is the only available way to analyze processes that did not exist or had a different 
structure in the past, and statistical history for which is missing or meaningless. 

2. Observations of actual situations and losses from risks over a long period of time. In many 
practical problems, such data are absent. In addition, in critical technical, social, economic, and 
environmental systems, in which a very variable process environment has a significant impact, such 
data describe the dynamics of the process in past environmental conditions, and this is often out of 
date.  

3. Use of observations of groups of individual risks with similar characteristics that can be made 
in a short period of time. This approach is the most suitable and promising in complex risk 
management problems in all types of uncertainties [9]. Individual risk-oriented factors form risk 
classes, which generally constitute a certain classification of risks for tasks of a given type. 

To date, no general principles and features of risk classification have been formed, there are 
virtually no developments for the generalization and formalization of risk classification that can be 
used in interdisciplinary research. 

In [10], Zgurovsky considers the problem of formalized risk classification as information-
interconnected problems of classification of risk situations and the problem of recognizing risk 
situations, based on many factors of their occurrence. It is noted that the fundamental influence on the 
quality of classification, which is expressed in the accuracy and certainty of risk classification, causes 
the choice of many risk factors and many features of each risk factor. 

In [11], Panyagin identifies two main approaches to subject and management classification. 
Subject classification is carried out according to the meaning and content of each type and type of 
risk, it makes it possible to identify risks and characterize the possible consequences of risks 



(operational, innovative, non-return of investment, etc.) [12]. Management classification involves the 
allocation of risk classes by sources and stages of risk and by methods of risk management 
(technological, environmental, personnel errors, etc.). 

The approach of grouping risks by resources that are at risk of loss, allows you to predict or the 
occurrence of a particular risk situation to classify the risk and quickly pre-determine a group of 
adequate measures and management models for a particular class of risk [13]. 

H. Felix Kloman [14] under risk management defines the following. For many analysts, 
politicians, and scientists, environmental and nuclear risk management are the technologies that 
generate macro risks that threaten our very existence. For bankers and financial officials, it is prudent 
to use methods such as currency hedging and interest rate swaps. For insurance agents, it is the 
coordination of insurance risks and reduction of insurance costs. For hospital administrators, this can 
mean "quality assurance." For safety professionals, this is a reduction in accidents and injuries. 

Thus, Kloman believes that risk management is a range of methods used to more effectively 
manage their lives and organizations in conditions of "unprecedented uncertainty." Or it is a discipline 
to ensure resilience to future events that may cause adverse consequences. 

Analyzing the sources, we obtain that the following researchers described the risk management 
process. For example, Furley [15] presented seven steps: (1) identify risk factors; (2) assess the 
likelihood and consequences of the risk; (3) develop strategies to reduce identified risks; (4) control 
risk factors; (5) apply a contingency plan; (6) manage the crisis; (7) get out of the crisis. Bem [16] 
described the process with two main stages: risk assessment includes identification, analysis, 
prioritization, and risk control, which includes risk management planning, risk management and 
planning, tracking, and corrective action. Similar to the Deming quality improvement cycle (plan, do, 
test, act), Kliem and Ludin [17] proposed a four-phase process (identification, analysis, control, and 
reporting). According to the International Organization for Standardization 31000, risk management 
creates and protects value [18]. Several popular methods of risk management analysis have been 
reported in the literature, including Monte Carlo modeling [19], the process of analytical hierarchy 
[20], and fuzzy set theory [21]. 

The identification of risk factors is influenced by the field of activity of the object of study. For 
example, key risk factors for public-private partnership projects fall into two categories. The first 
includes risk factors that have powerful, independent effects, such as delays in government approval, 
public credit, and imperfections in the legal and regulatory systems. The second category includes risk 
factors that are highly volatile and easily influenced, such as downtime risks, insufficient market 
returns, and fee changes [22]. 

Ameyau and Chan [23] mentioned other risk factors, such as market/income risks, financial risks, 
relationship risks, and social risks. According to Lesard [24], risk management requires systematic 
management of the risks generated within each link in the chain and, more importantly, in the 
interfaces between the links to limit disruptions and their spread throughout the system.  

All this proves that effective risk management requires a systems thinking approach - 
understanding how systems affect each other as a whole. 

According to Neeman [25], the risk management process has become an integral part of defense 
project management procedures, for which uncertainty management is one of the main problems of 
current planning and project management. Moreover, in response to dangerous events, such as plane 
crashes or takeoffs, security requirements in the defense industry are strict and demanding. 

The classification of risks in solving problems of assessing the controllability of processes in 
complex systems is important, and often crucial for the formalization and formulation of the problem 
to be solved, and, accordingly, the quality of the result. Choosing an inefficient or incorrectly 
classified risk classification for a particular problem can lead to a narrowing and incomplete 
description of risks in the problem, and, as a consequence, can lead to incorrect solutions of the 
problem, or even prevent adequate solutions [26]. 

In addition, our study uses expert information that reflects the skills, experience, and knowledge of 
experts on risk indicators and is given in natural language, which is appropriate to use the theory of 
fuzzy sets [27-28]. For example, [29-30] discusses the general ideas and benefits on which modern 
views on the use of fuzzy logic in decision support systems are based. In [31-32] the use of fuzzy 
logic in different areas of application is presented, which allows determining the optimal parameters 



under conditions of uncertainty of the input data. And in [33-35] 35the advantages of research of 
complex objects of functioning in different modes and system analysis are scientifically substantiated. 

The above, argues and confirms the relevance of our study: the development of a methodology for 
determining the level of process control in complex systems, taking into account risk-oriented factors 
influencing it. The relevance of this study is proved by the need to understand the controllability of 
processes in various complex research systems, taking into account the risks of its operation, to 
achieve the goals of the system and the formalization of such processes. 

3. Conceptual  and  methodological  bases  of  constructions  of  risk‐oriented 
level of process control in complex systems  

3.1. Formal formulation of the class of tasks and input data 

Let us know some objects of study that we will consider as a complex poorly structured system S. 
There are many known system goals and many factors that affect the controllability of complex 
systems. Also known indicators of risk-oriented factors influencing the system within the objectives 
of the system. Fuzzy models of system evaluation are built on the basis of known indicators. Within 
this, it is necessary to assess the controllability of processes in the object of study for quality decision-
making depending on risk-oriented factors influencing the system. 

Thus, the stages of risk management in the process of assessing the level of controllability of 
complex systems are proposed. 

1. Formation of the list of risk factors: 
 Identification of goals and objectives for identifying risk-oriented factors; 
 Identification of the most risk-oriented factors of influence; 
 Analysis of risk-oriented factors of influence. 
The first stage is to understand the specificity of the threat and the place of its possible 

manifestation. 
Under the identification and analysis of risks means the study of its specifics and features, which 

are due to their nature and other features characteristic of this occasion. It is important to study future 
losses, as well as changes in risks over time, the degree of threat to a particular period. 

2. Building models for assessing the risks of process control in complex systems. 
The main purpose of this stage is to study and develop models, methods, tools, and instruments 

that will assess risk factors in a complex system, as well as to study their negative impact on the 
controllability of complex systems. 

3. Analysis, selection, and decision-making to reduce the threat of risk-oriented factors: 
 Choice of risk management strategy and tactics; 
 Selection of an action program (scenario) for risk reduction; 
 Decision-making and organization of the developed program. 
At this stage, the decision-maker (DM) forms and selects an individual approach to the risk of a 

complex system. The need for this selection procedure is related to the different effectiveness of risk 
management methods and the different size of resources required for their implementation. When 
choosing risk and the method of its management, you should always take into account resource 
constraints and try to optimize their losses. To assess all resources can be summarized on one scale - 
financial. 

Therefore, depending on the complex system under consideration, it is necessary to adequately 
select risk factors in relation to the system resource that may suffer losses in the event of risk; 
determine risk assessment scales; build evaluation methods; perform analysis, selection and decision-
making on proactive risk reduction management to increase process control in the system under study.  

Examining the system, we determine the sets of input data ),...,,( 21 mKKKK  , according to 
which the level of process control will be assessed in a complex system S. Indicators can be a whole 
system of risk criteria, factors, and models, based on which a single aggregate assessment is derived. 
For example, the level of controllability of the aircraft is influenced by indicators that depend on risk-
oriented situations, or the level of safe financing of innovative projects is influenced by risk 
management and forecasting factors. 



To assess the level of controllability of the system operation processes according to risk-oriented 
factors influencing the system, the class of problems Z is proposed - fuzzy evaluation of the system 
taking into account risk-oriented factors of influence. Solving problem Z provides an understanding of 
process control in complex systems, taking into account and disclosing various risks. 

A system set-theoretic model of the problem of estimating process control in complex systems, 
taking into account risk-oriented factors of influence can be represented as follows: 

}|,,{ YMKSZ RR ,  (1) 

Where: S is a complex poorly structured system; RK  is information models of criteria (groups of 
criteria) for assessing risk-oriented factors affecting the system, or models for assessing threats to the 
system, which will potentially lead to a weakening of controllability of processes in it; RM  is type of 
model for assessing control processes in complex systems, taking into account system threats, 
indicators of various risks, and experience of experts. 

As a result, we obtain an initial estimate of Y, which carries the content of process control in the 
system, taking into account risk-oriented factors. This assessment will be called an aggregate risk-
based assessment of the level of process control in the system. 

Fig. 1. illustrates the algorithm for selecting a model of risk-oriented assessment of the level of 
process control in a complex system, based on available input data, taking into account system threats, 
indicators of various risks, and the experience of experts. At the output of each model will be 
aggregated risk-oriented assessment of the level of process control in the system, based on the 
assessment of the risk of system operation. 

 
Figure 1: Algorithm for selecting systems risk functioning assessment models 

 



Since this study focuses on various complex systems, therefore, based on the theoretical study, we 
can formalize the input data used to assess risks using fuzzy models. 

4. Risk-oriented impact factors are indicators of risk that are assessed by some expert using a 
linguistic variable. To do this, based on experience, skills, and knowledge about the impact of risks 
on the system S, a group of experts (or an expert) draws conclusions and makes a linguistic 
assessment of each indicator K, from some term set };...;;{ 21 lTTTT  . We present the term set of 
linguistic variables as the level of probability of occurrence of a risk event described by the 
indicator K to achieve the target needs of the system. Also, to each assessment, the expert puts or 
number of "reliability" )(T  their reasoning from the interval [0; 1], or normalized quantitative risk 
assessment. To obtain a quantitative assessment of risk, separately for each criterion, intelligent 
analysis of these values, which generate risk, based on the theory of fuzzy sets and membership 
functions [6]. The membership function is constructed and investigated depending on the type of 
data, their structure, the frequency of receipt, the subjectivity of receipt, and other characteristics. 
This will allow comparing the obtained estimates, by translating into a normalized scale, to reveal the 
vagueness and uncertainty of the obtained data, which will improve the quality of decision-making 
made using the intellectual analysis of such data. 
5. Risk-oriented factors are a set of threats K of some assets of the system, which, if possible, 
the occurrence of such a phenomenon or event, which may result in undesirable effects on the 
system, which will weaken the controllability of processes in it. The input data in this concept are 
defined as follows: 
 T – the consequences of the implementation of threats K. This indicator is determined using a 
linguistic variable from some term set, for example, };;;{ CHAMT  , where M - the minimum 
consequences of the threat, A - the average consequences of the threat, H - maximum 
consequences of the threat, C - critical consequences of the threat; 
 μ – the degree of possibility of realization of the threat in the system. The degree is quantified 
from the interval [0; 1], for example, putting different meanings: it is impossible to realize the 
threat; the minimal possibility of threat realization; the average possibility of threat realization; the 
high possibility of threat realization; critical threat capability; 
 L – the severity of the consequences of the incident on the asset. An incident is a realized 
threat. This indicator is evaluated expertly using a linguistic variable from some term set L, where 
the variables can be, for example, vital consequence (if it makes it impossible to achieve global 
goals by the system), decisive consequence (if it makes it impossible to achieve local goals of the 
system), and to some extent affects the quality of achieving global goals), useful or not applicable 
(other cases).  
Next, to present the methodology for obtaining an aggregate risk-oriented assessment of the level 

of process control in the system, we present generalized algorithms of fuzzy models: a two-level 
fuzzy mathematical model for establishing the risk of system operation and the level of process 
control in it; fuzzy risk assessment model for data mining systems; an expert model for assessing the 
risks of the system operation, taking into account the consequences of the implementation of various 
threats to the system and assessing financial losses. 

3.2. Two‐level fuzzy mathematical model for establishing the risk of system 
operation and the level of process control in it 

A two-level mathematical model given, on the basis of which we can to take into account the 
processes of controllability in complex systems and to assess the level of risk of systems functioning 
[2]. The model is based on the use of fuzzy mathematics, linguistic variables, and the assessment of 
the confidence of assigning such variables by an expert. 

Suppose that at the input we have some complex system S, consisting of many research objects 
(subsystems) },...,,{ 21 nxxxX  , which need to assess the level of risk of the system and draw a 
conclusion about the level of process control system taking into account risk-oriented factors 
influencing it. The objects of the study will be evaluated according to the input expert assessments, 



the proposed set of risk criteria ),...,,( 21 gmgg KKKK  , which is classified into groups g. Each 

criterion is evaluated by an expert: linguistic evaluation of the term set of linguistic variables 
};...;;{ 21 ttttT  .  

For example, such a term set of linguistic variables can be denoted as follows: 
};;;;{ HAAABALT  . Where: L – "low risk"; BA – "below average risk"; A – "average risk"; 

AA – "above average risk"; H – "high risk".  
Based on the fuzzy estimation model, we construct a generalized step-by-step algorithm for 

obtaining an aggregate estimate, and the reliability and adequacy of the model are proved in [2]. 
Step 1. Introduction of expert input data and determination of the resulting thermal evaluation. 
Based on the knowledge entered on the object of research and the constructed knowledge base, 

the resulting thermal evaluation is determined by the formula (2) for the relevant groups of criteria. 
Let the object with m inputs and one output be analyzed: 

).,...,,( 21 gmjjgjggj TTTLT    (2) 

Where: gjT   initial resulting term estimate from the term set T for the group of criteria g; 

gmjjgjg TTT ,...,, 21  input linguistic estimates by a group of criteria g. L  is an operator that matches the 

initial resulting thermal estimate gjT  for a group of criteria, with the input variables gmjjgjg TTT ,...,, 21  

(inference rule), nj ,1 . 
Next, the expert, or group of experts, for each T builds the rules of belonging of the resulting terms. 

These rules can be constructed in the percentage of belonging of these or those in terms of an input 
variable. Formally, the rules of belonging represent a system of logical expressions - "If, Then, Else", 
which associate the values of the input variables gmjjgjg TTT ,...,, 21 with one of the possible values gjT ,  

nj ,1 : 

If ( LK jg 1  and LK jg 2  and … and LK gmj  ) Or ( LK jg 1  and LK jg 2  and … 

and BAK gmj  ) Or … Or ( BAK jg 1  and LK jg 2  and … and LK gmj  ) Then LTgj   Else …. 

Step 2. An aggregate assessment of the reliability of the expert's opinions is determined. 
The aggregate estimate of the reliability )( gjT , nj ,1  calculated by the following formula: 

,)(
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Step 3. Obtaining one generalized risk assessment of research objects by groups of criteria g. 
For each group of criteria g, the risk level gj , is calculated, relative to the percentage scale [a; b] 

and the resulting thermal estimate gjT , according to the formula:  
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A generalized estimate of the risk gjO  for each group of criteria g is obtained by the formula: 

,/)( bbO gjgj    .,1 nj    (5) 

Step 4. Introduction of weights by groups of risk criteria. 
For each group of criteria, DM sets the weights gp , after which the normalized weights are 

calculated by the formula: 

.1,   g
g

g
g

g
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a  

(6) 

Step 5. Reckoning of risk-oriented assessment of the system for all groups of criteria. 
The aggregate score is determined by the convolutions, for example, the average will look like: 




g

gjgjR OaxO ;)(3 .,1 nj    (7) 

Step 6. Derivation of the level of process control in the system. 
Estimates of )(xOR  with the initial variable Y are equated to establish the level of process control in 

the system taking into account risk-oriented factors. For example, the original variable may take the 
value: "low risk of system operation, which determines a high level of process control in the system". 

The model reveals the vagueness of input estimates, increases the objectivity of expert judgments. 
The formulated knowledge base does not depend on the number of criteria by groups, so they can be 
increased if necessary, as well as change the levels of decision-making.  

3.3. Fuzzy  model  for  assessing  the  risk  of  systems  operation  using  data 
mining 

A fuzzy model for assessing the risk of functioning of data mining systems is developed, proven 
and tested for the tasks of assessing the security risks of network systems, assessing the risks of 
project financing, assessing the risk of the municipal system and others [4]. 

Suppose we have a complex system of functioning S, consisting of a set of objects of study 
(subsystems) },...,,{ 21 nxxxX  . Each object of study has its own set of criteria for assessing the risk 

of functioning of the object in the system },;...;;{ 21 iimiii KKKK  .,1 ni   The evaluation of the 

criteria is proposed in a hybrid way, based on the experience of experts for the functioning of the 
system and the intellectual analysis of quantitative data [36].  

Each indicator of the functioning system is evaluated by an expert using the linguistic variable T, 
for example: high level of criterion; the level of the criterion is above average; average level of 
criterion and others. In addition, for each criterion, a quantitative assessment of the risk   from the 
interval [0; 1], for example within the analysis of "Big data", or assigned a quantitative risk assessment 
in an expert manner, such as the confidence of the expert. Input data, risk assessment of the system are 
as follows: ijt  – variable from the term set T in the i-th object of study by the j-th criterion; ij  – 

quantitative estimate from the interval [0; 1], according to the i-th object of research and the j-th 
criterion,  ,,1 ni    .,1 imj   

Formally, we present a fuzzy model for assessing the risk of system operation in the following 
form [4]: 

).);(();( YSRt    (8) 
 operator that matches the set of output values of with input variables . The input data of the 

model are: t – expert level of the criterion on the object of study of the functioning of the system;  is 
a quantitative assessment of the considered criterion. At the output of the evaluation model we have: 

 risk-oriented assessment of system operation; Y the level of process control in the system.   
Based on the fuzzy estimation model, we construct a generalized step-by-step algorithm. 
Step 1. Fuzzification of input hybrid data. 
Let the term set of linguistic variables T be represented on some numerical interval to distinguish 

the terms ];[ 11 kaa , k is the number of linguistic variables. The values of the partitioning of the 
intervals can be adjusted and changed in the process of using the real data of the operating system. 
The dependence of the level of the criterion of the object of study ijt  and the quantitative assessment 

of the considered criterion ij ( ;,1 ni   imj ,1 ) we propose to consider using membership functions 

[4]. This will allow you to adequately compare the data. Since the quantitative values of ij  
are 

known and the intervals of numerical values for ijt , are known, then for each criterion for subsystems, 

it is necessary to express the dependence on the membership function, similar to formula (4). Since, 
the terms are defined on some range of values, then the obtained values of ij are normalized: 

 .1 kijij a   (9) 



The obtained values of ij , ( ;,1 ni   imj ,1 ) are interpreted as a function of revealing the 

uncertainty of fuzzy expert considerations regarding the level of the criterion in the object of study 
and quantification of the considered criterion. Thus, in the first step, the input of hybrid data was 
fuzzification and moved from linguistic and quantitative estimates to a single estimate.  

Step 2. Aggregation of fuzzification input hybrid data within a complex system. 
The second step displays the aggregate value for the objects of study nxxx ;...;; 21 , according to the 

following formula: 
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Where im , ni ,1  the number of criteria for the object of study ix . Estimates ]1;0[i  are 

quantitative, normalized indicators of the corresponding object of study ix  in the system S. The 

greater the value of ]1;0[i , the worse the level of control of the corresponding object of study. 
Step 3. Considering the importance of research objects. 
Suppose that in order to make further decisions regarding the risk assessment of the system 

operation, there is a need to set weighting factors },...,,{ 21 nwww  from the interval [1;10] for each 
object of research. If experts do not need it, without reducing the generality, the objects of study will 
be considered balanced. Since all calculations are reduced to one measurement scale, then determine 
the normalized weights iv  using different approaches [36]. 

Step 4. Defuzzification data. 
The aggregate risk-oriented assessment of the functioning of the system S is calculated. The 

obtained estimates nii ,1,   are normalized, but it is necessary to change the direction of the target, 

because the smaller i  the lower the risk functioning of the system. To do this, use one of the 
convolutions, changing the direction of the target [4]. For example, a risk-based assessment based on 
average expert judgment will take the form: 

.)1()(
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Estimates of )(SR  are normalized, so DM, based on experience and knowledge in the applied 
application problem can leave a distinction between the levels of process control in the system Y.  

3.4. Expert model  for  assessing  the  risks  of  the  system  operation,  taking 
into account the consequences of  the  implementation of various threats  to 
the system and assessing financial losses 

An expert model for assessing the risks of the system operation, taking into account the 
consequences of the implementation of various threats to the system and assessing financial losses, 
which is tested for Evaluation of Airport NIS Security for Safe and Sustainable Air Transport [3]. The 
model is able to assess the risks of a complex system, uses intelligent analysis of knowledge of 
experts, reveals the vagueness of input estimates, increases the degree of validity of further 
management decisions based on the results.  

For this model, risk-oriented factors are the set of threats K, the consequences of the 
implementation of threats T, the degree of possibility of the threat in the system μ and the severity of 
the consequences of the incident on the asset L. 

Based on the expert evaluation model, we construct a generalized step-by-step algorithm. 
Step 1. Fuzzification of input data. 
In the first step, we consider the dependence of the consequences of the threat of the system and 

the degree of possibility of such implementation. To do this, we use an approach based on fuzzy set 
theories [3, 36].  

The dependence of the consequences of the realization of the threat ijT  and the degree of 



possibility of such realization ij , ( ;,1 ni   mj ,1 ) is naturally considered as a statement of the 

membership functions “value x is greater”. This is due to the fact that the higher the possibility of a 
threat and the more critical the consequence, the more dangerous the incident in the system, which 
entails a high risk of process control in the system. Therefore, one of the functions of belonging to the 
type "value x is greater" is constructed. Since the value of the degree of possibility of realization of 
threat ij is known and the intervals of numerical values for ijT , are known, then for each threat on 

the considered assets, the dependence of ij  on the formula of the constructed membership function is 

expressed, similarly to formula (4). 
Since, risk-oriented factors of influence are associatively compared with the percentage scale, so it 

is natural to determine on the percentage scale and in terms of the consequences of the 
implementation of threats K. The obtained values of ]100;0[ij  are normalized, similarly (9): 

100ijij xf  .  (12) 

The obtained value ijf , ( ;,1 ni   mj ,1 ) is called the "incident factor" and will be interpreted as 

a function of revealing the uncertainty of fuzzy expert considerations regarding the consequences of 
the system threat and the degree of possibility of such implementation i−th asset, j−th threat. The 
greater the value of ]1;0[ijf , the greater the j-th threat to system security within the i-th asset. 

Step 2. Aggregation of the "incident rate" within the asset. 
In the second step, we derive the aggregate value for the asset iA , by a formula similar to (10): 

.
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Where ik , ni ,1
 

the number of system threats to the asset iA . Estimates ]1;0[ia  are 

quantitative, normalized security indicators of the system corresponding to the asset iA .  

The greater the value of ]1;0[ia  the greater the possibility of a phenomenon or event, which may 
result in undesirable effects on the system, which will lead to a weakening of process control within 
the i-th asset.  

Step 3. Risk assessment of system assets. 
The risk of system operation will depend on the "incident rate" and the severity of the 

consequences of L. For each indicator, a group of experts makes an assessment from some interval, 
for example [0,1; 1], where: V - vital [0,8; 1], C - decisive [0,4; 0,8], U - useful or not used [0,1; 0,4]. 
Risk assessment is defined as multiplication: 

,iii LaR  .,1 ni    (14) 

The more severe the consequence for the system asset, the greater the risk, and the R-score is close 
to one. The obtained risk-oriented estimate R is normalized, then on its basis we will determine the 
degree of risk of the system asset, for example: "insignificant degree of risk of the system on the i-th 
asset". 

Step 4. Considering the importance of the system asset. 
Suppose that for further decisions on the risks of the system, there is a need for each asset to set 

the weights },...,,{ 21 nwww , or the assets will be considered equilibrium. If the weights of some 

interval [a; b], then you need to reduce to one scale of measurement, by normalizing them – iv .   
Step 5. Defuzzification data. 
Next, we derive an aggregate risk-oriented assessment of the functioning of the system for the 

assets under consideration, to understand the level of process control in the system. It is necessary to 
change the direction of the goal, because the less R the less risk, and the more v the more important 
the asset. To do this, use one of the convolutions, for example, the middle will look like: 
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1

3 



n

i
ii RvY  

(15) 

Step 6. Calculation of financial losses of the incident for assets. 
The realized risk of some asset of the system leads to a decrease in the level of process control in 



the system, failure to achieve systemic goals, and this usually leads to financial losses. The 
performance of an asset has its price over a period of time. The cost of recovery depends on the asset. 
In this case, you can calculate the financial loss separately for assets, this can be done using the 
approach described in [3]. 

Based on a risk-oriented assessment of the functioning of the system can be compared with the Y 
linguistic representation of the level of controllability of processes in the system, taking into account 
financial losses or without them. 

4. Results  

Consider an example of a developed methodology for determining the level of process control in 
the system of an airline, taking into account risk-oriented factors influencing it. For example, risk-
oriented factors influencing the controllability of the processes of the airline system, the following set 
[36] },...,,{ 1221 RRRFR  :  

 1R  – risk in the breaks of aviation services; 

 2R  – competition risks;  

 3R  – risks of stagnation in the market of aviation services; 

 4R  – risks of natural disasters;  

 5R  – risks of changes in the regulator and in the legislation; 

 6R  –  risks of political and social crises; 

 7R  – risks of changes in the price of raw materials;  

 8R  – risks of technological innovations;  

 9R  – risks of cyber threats; 

 10R  – risks of terrorism; 

 11R  – risks of environmental pollution; 

 12R  – explosion hazards. 
Have a group of experts, based on experience and knowledge of the airline system, analyze and 

insert one linguistic estimate for each RF  indicator. We propose the following term set 

};;;;{ 54321 TTTTTT  , where: 1T   – "minor risk"; 2T  – "low risk"; 3T  – "medium risk"; 4T  – "high 

risk"; 5T  – "marginal risk". In addition, to each assessment, the expert puts the number of "reliability" 
)(T  of their reasoning from the interval [0; 1]. Let us represent the training test input data and weight 

coefficients w (interval [1; 10]) in Fig. 2. 

 
Figure 2: Visualization of input data 

 
Let's evaluate the level of process control in the system of the airline, according to the fuzzy model 

of risk assessment of the operation of systems using data mining and based on the above algorithm. 



Step 1. Fuzzyfication of hybrid input data. 
First of all, let's fuzzyfication the input hybrid data. Terms are defined on a percentage scale, to 

distinguish terms [0; 100], where 1T  – [0; 20], 2T  – [20; 40], 3T – [40; 60], 4T  – [60; 80], 5T  – [80; 
100].  

Next, the quadratic S-spline membership function is selected, and based on the input data  is 
calculated (according to the approach from formula (4)): 

  (32,91; 36,75; 40,83; 36,75; 45,22; 40,83; 36,75; 36,75; 32,91; 40,83; 50; 36,75). 
 Next, according to formula (9), we normalize the obtained values: 
  (0,33; 0,37; 0,41; 0,37; 0,45; 0,41; 0,37; 0,37; 0,33; 0,41; 0,50; 0,37). 
Step 2. Aggregation of fuzzyfication input hybrid data within a complex system. 
Because in the studied system of the airline risk-oriented factors are not classified by groups of 

objects of study or subsystems, they are already separate objects, so this step is skipped. 
Step 3. Considering the importance of risk-oriented factors. 
Let the influencing factors be considered separately as objects of research that have their 

importance w.  

Then determine the normalized weights, respectively:  
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v=(0,105; 0,084; 0,074; 0,074; 0,074; 0,084; 0,095; 0,074; 0,095; 0,105; 0,074; 0,063). 
Step 4. Deffuzification data. 
The aggregate risk-oriented assessment of the airline's operation is calculated according to the 

formula (11): )(3 SR 0,613.  
The distinction between the levels of process control in the system, taking into account risk-

oriented factors, is proposed as follows: ]1;8,0(R  high; ]8,0;6,0(R  above average; ]6,0;4,0(R  
average;  ]4,0;2,0(R  below average; ]2,0;0[R  low.  

The distinctions between levels are determined either expertly or by teaching methods in the 
presence of a reliable, large enough sample of data.  

As a result, on the test example we can conclude that the airline has a level of process control 
given the risk-oriented factors influencing its activities – above average.    

5. Discussion  

To apply the developed methodology, determine the level of process control in the system, to solve 
the class of applied problems of fuzzy system evaluation taking into account risk-oriented factors, it is 
necessary to adequately determine the set of evaluation risks, select and configure the proposed fuzzy 
models, configure fuzzyfication of input data. All these tasks are assigned to system analysts who 
develop an information system within the application problem. Thus, for a qualitative comparison of 
data, the delimitation of terms must be carried out separately for each indicator, as different indicators 
have their own numerical meaning. To qualitatively obtain input quantitative estimates and data 
mining (knowledge) using fuzzy set theory, membership functions and a systems approach, you can 
use the models described in [2-4 ,36, 38]. 

The study proposes a class of tasks for fuzzy evaluation of the system taking into account risk-
oriented factors of influence, the solution of which provides an understanding of process control in 
complex systems, taking into account and disclosing various risks. The built methodology, consisting 
of a set of methods and models based on risk-oriented factors has a number of advantages, namely: 
increases the objectivity of expert assessments using input hybrid data: linguistic variables and 
quantitative assessments; derives an aggregate risk-oriented assessment of the functioning of the 
system taking into account the considerations of DM; displays the level of controllability of processes 
in the system.  

For the applied application of the developed methodology the generalized algorithms which choice 
depends on the available input data, the account of threats of system, indicators of various risks and 
experience of experts are offered. The proposed algorithms are a tool with which we can adequately 
solve the innovation problem. In the algorithm for fuzzyfication of input data we determine what type 
and type of membership function you want to choose for proper operation. 



The use of different types of convolutions can lead to ambiguity of the final results. This can be 
attributed to the disadvantage of this approach. 

6. Conclusions 

Research of the current problem of developing a methodology for determining the level of process 
control in complex systems, taking into account risk-oriented factors influencing it. This is the first 
time the following results have been obtained: 

 The stages of risk management in the process of assessing the level of controllability of 
complex systems on the basis of the conducted theoretical research are offered; 
 Formalized input data used to assess risks using fuzzy models for various complex systems, 
namely: risk indicators assessed by some expert using a linguistic variable; quantitative assessment 
of the "reliability" of experts on considerations of the risk indicator; quantitative assessment of the 
risk criterion on the basis of intellectual analysis of the data that generate risk, using the theory of 
fuzzy sets and membership functions; linguistic variable consequences of the implementation of 
threats to the system; the degree of possibility of realization of the threat in the system; the severity 
of the consequences of the incident on the asset of the system, which is estimated by some expert 
using a linguistic variable; 
 A set-theoretic model is proposed, which solves a class of problems of process control 
assessment in complex systems taking into account risk-oriented factors of influence and an 
algorithm for choosing a risk-oriented assessment model; 
 Generalized step-by-step algorithms are constructed: a two-level fuzzy mathematical model 
for establishing the risk of the system functioning and the level of process control in it; fuzzy 
model of risk assessment of systems operation using data mining; expert model for assessing the 
risks of the system operation, taking into account the consequences of the implementation of 
various threats to the system and assessing financial losses; 
 An example of the developed methodology for determining the level of process control in the 
airline system taking into account risk-oriented factors influencing it is demonstrated. 
The rationality of the obtained aggregate risk-oriented assessments of the system operation to 

determine the level of process control in the system is proved by significant approbations of models 
for various applied tasks. The reliability of the obtained results is ensured by the correct use of fuzzy 
set theory for the development of expert knowledge, a systematic approach, which is confirmed by 
research results.  

We see further research in the developed methodologies for assessing the level of process control 
in complex systems using the effects of human factors on a complex system. We also plan research of 
expert database and creating an information model based on fuzzy logic for quantitative and 
qualitative evaluation of physical data of a new chemical working substance for decontamination, 
disinfection, and deactivation for transport services, respectively also for operational risk and data 
assessment and other project activities.  

The study will be a useful tool to support decision-making to improve process control in various 
complex systems by taking into account the risks and threats to its operation, and a platform for 
exploring new application areas for the use of knowledge. 
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