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Abstract. The article describes the full life cycle of an information system based on open Web-

technologies from the point of view of developers and system administrators. The article starts 

with the development of technical specifications for an information system creation and ends 

with the system’s launching into operation and its subsequent uninterrupted operation. As the 

example, the creation process of the information system for the Foundation of Algorithms and 

Programs of the Siberian Branch of the Russian Academy of Sciences is described. 

1.  Introduction 

Information technologies today are the base and basis for a wide range of research in all scientific 

areas. Software developed in course of scientific research has both a number of general basic laws for 

implementation of information processes and specific differences due to difference in information 

environments in which this software operates. In modern conditions, software development cycle is 

significantly reduced. But software must be able to work stably on a variety of hardware architectures 

and software environments. And in the conditions of software code openness, detected errors can be 

used to deliberately disrupt its operation. Accordingly, the tasks of creating public catalogs and 

standardized software repositories are becoming critically important, contributing to the expansion of 

the software users’ circle and accelerating the delivery time of its new versions to users. 

Over the past two decades, the world has accumulated extensive experience in the field of creating 

software repositories and remote team software development [1-3]. A significant part of software is 

then distributed as free and open source. In research centers and universities, in course of research, a 

large number of science-intensive and high-tech software of a wide scientific profile is also being 

developed [4-5]. Unfortunately, most of the developed software of this class is then used only within 

research centers, workplaces of its authors, or even within individual laboratories. Refinement of high 

science-intensive software to the level of completed software products with their subsequent inclusion 

in global software repositories would significantly increase the number of its potential users. It would 

also increase the return on the financial and time expenditures of researchers spent on its development, 

provide additional opportunities for testing and upgrading such software by third-party developers and 

users [6-7].  

To solve this problem, the Siberian Branch of the Russian Academy of Sciences decided to create 

the Foundation of algorithms and programs intended for the accumulation, systematization, storage 

and use of science-intensive software products developed at the institutes of the SB RAS. The 

prerequisites for the creation of such the catalog of programs and databases was the almost complete 
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lack of information about the new software developments of scientists. When creating the Foundation, 

the following tasks of its functioning were determined: 

• Expertise of software products developed in organizations of the SB RAS and submitted to the 

FAP SB RAS. 

• Registration and cataloging of such algorithms, software and information resources. Providing 

access to them. 

• Organizational and informational support for the distribution of software products registered 

with the Foundation. 

To solve these problems, both the already known methods of software classification and the 

organization of its ordered storage and access to it were used, and new approaches were developed. 

Methods for creating open software systems and platforms, developed and published by the authors of 

the article earlier, were improved and applied. 

Despite the fact that the Foundation of algorithms and programs was created by the Siberian 

Branch of the Russian Academy of Sciences, developers from various research centers and universities 

in Russia register their programs and databases in it. During the creation of the Foundation, the 

analysis of the existing global repositories of software packages was carried out. The classifier of 

high-tech software was developed and on its basis the repository of high-tech and science-intensive 

software was organized in the format of open operating system packages (deb, rpm) based on the 

Siberian Supercomputer Center. The created repository made it possible to reuse the previously 

developed science-intensive software in the process of conducting scientific research. Also, the 

methodology was created for finalizing science-intensive software to the level of ready-made software 

products with their subsequent inclusion in global repositories. This, in turn, made it possible to 

disseminate the received practices among scientific groups of different profiles, one of the results of 

scientific activity of which is software. 

The development and operation of the information system of the Foundation of Algorithms and 

Programs of the SB RAS is described in this article as a practical example of the life cycle of 

information systems based on Web technologies. The article is divided into several sections 

corresponding to the main stages of the life cycle. The second section describes the technological 

development stack (programming language, DBMS), provides the rationale for the choice of 

development tools (open and free framework). In the third section, the stages of designing an 

information system and development itself are given, an estimate is given of the timing of the 

implementation of these stages, depending on external conditions. The fourth section describes the 

requirements for the server hardware and software environment on which developed information 

system will be deployed. The fifth section is devoted to the stage of initial testing of information 

system, elimination of identified errors, and writing user documentation. The sixth and seventh 

sections are written from the point of view of the administrators who are responsible for the trouble 

proof operation of system. These two sections are devoted to the longest stage of the life cycle - the 

direct operation of system. Also, these sections describe the process of ensuring the information 

security of system. In the eighth section, optional life cycle stages are given. The implementation of 

this stages is not mandatory, but can accelerate the achievement of the goals of creating information 

system. The conclusions of the article provide statistical data on the operation of information system 

of the Foundation of Algorithms and Programs of the SB RAS, obtained during its operation. 

2.  Information system technology stack 

The information system of the Foundation of Algorithms and Programs of the SB RAS was developed 

based on Drupal content management framework (CMF). Content management frameworks provide 

usable interfaces for administration and management of the resulting information system’s content. 

And thereby frameworks are often used to create information systems accessible via Web [8-10]. A 

number of CMF and CMS are available for developers, both free and commercial. Among the most 

frequently used ones, one can single out such as WordPress, Drupal, Joomla!, 1C-Bitrix. 



 

 

 

 

 

 

Based on the set of parameters (kernel functionality, expansion options using external modules, the 

ability to write custom modules, type of license), the CMF Drupal was chosen to create the 

information system of the FAP SB RAS [11-13]. Drupal is the free CMF (Content Management 

Framework) with good scalability and flexibility. For this CMF, third-party developers have written a 

large number of plugins that extend its standard functionality [14]. The development of the FAP SB 

RAS information system based on CMS Drupal made it possible to combine all the Foundation’s 

information resources on the basis of the single platform, simplified content placement and the 

information system administration. 

The technological basis of the framework is:  

• The development language - PHP (version from 5.x to later). 

• Relational DBMS (MySQL, PostgreSQL, etc.). 

• Web server (Apache, nginx, IIS, etc.). 

• Аn operating system (OS) of the Linux or Windows families (and others on which the PHP 

interpreter can run). 

The use of such technological platforms [15, 16] made it possible to significantly reduce the time 

and financial costs of creating the FAP SB RAS information system [17-19]. It also eliminated the 

need to write and test the basic functionality of the information system. 

The 7th and 8th versions of the CMF are relevant nowadays and, therefore, can be recommended 

for the development. Both versions have their advantages and disadvantages:  

• The use of the 7th version is advisable, because it has been the main version of the CMF for 

several years. During this period, third-party developers have written thousands of modules 

that implement certain functions of information systems that have already been tested in work, 

tested as compatible with other software, and for the presence of errors and vulnerabilities in 

them. At the same time, the 7th version today is already outdated from the developers of the 

CMF core point of view. For most of modules compatible with this version, only updates 

related to the correction of found security problems are issued. Functionality of modules is 

rarely expanded. 

• Using the 8th version of the CMF would be result in a more technologically advanced version 

of the system, since the 8th version is based on modern Symfony2 and Twig frameworks and 

template engines. But at the same time, a significant part of existing modules was not 

imported to the 8th version of the kernel and it would be necessary to write its functionality 

from scratch, which would require additional time and financial costs. 

For the combination of the reasons listed above, the 7th version of CMS Drupal was chosen as the 

kernel for the implementation of the information system. 

As one of the options for creating the FAP SB RAS information system, the use of experience and 

developments of ready-made assemblies based on CMF Drupal was considered, designed to solve 

similar problems: creating university sites, research laboratories and corporate sites (OpenScholar, 

Research Lab, Open Atrium, Corporative site). Assemblies consist with the core of CMS Drupal with 

a predefined set of additional modules (as well as possibly specialized modules developed by the 

assemblies’ authors) designed to create information systems that will solve the above problems. Even 

if none of the assemblies fully satisfies the functionality required of the resulting information system, 

their solutions and developments may be useful in the process of developing your own solution. 

3.  Stages of information system’s design and development 

The following main stages can be distinguished in the life cycle of an information system: 

Drawing up of technical specifications for design / development, in particular: 

• Coordination of the system functionality with the all interested parties. 

• Development of the technical specifications in accordance with the agreed functionality [20]. 

• Preparation of the design prototypes for transfer to the designer. 



 

 

 

 

 

 

• Discussion of the prototypes and terms of design manufacturing with the designer and 

officials of the customer [21]. 

• Allocation of the tasks among the development team, coordination of implementation teams 

[22-24] and order of interaction between the participants [25, 26]. 

The duration of the stage of drawing up technical task implementation is from 2 weeks. It largely 

depends on competence of responsible employee on the part of customer and level of his authority for 

making decisions about functionality of information system being developed. In the case of the 

Foundation system, it took 2 weeks to draw up the technical task initial terms for the development. In 

the process of implementation and further operation of information system, amendments were made to 

the technical task terms to comply with changing external conditions. Such as changes in the 

requirements for functionality and the software environment in which the information system operates. 

Stage participants are: 

• Developers from the ICM&MG SB RAS (the head organization of the FAP SB RAS). 

• Representatives of the SB RAS (the customer of the system). 

• The deputy director for IT of the ICM&MG SB RAS (general coordination). 

The information system software development: 

• Allocation of servers or virtual machines for the system development, installation of the OS 

on that servers. 

• Granting the developers access to the servers. 

• Development of the information system basic functionality. 

• Development of the interface forms and the system design as a whole. 

• Development of connectors to the free software repositories (if necessary) [27]. 

• Development of connectors to the free software demonstration platform (if necessary) [28]. 

• Development of the user's and system administrator's documentation. 

The duration of this stage implementation depends on the complexity of the information system 

being created. In the case of the Foundation's system, the development of the first working version put 

into test operation took one and a half months. Stage participants are the administrators and developers 

on the contractor's side. General coordination is on the deputy director for IT on the contractor's side. 

4.  The hardware and software environment requirements of the information system 

Based on the experience of a similar class information systems previous developments, the following 

requirements were made to the server hardware for the operation of the information system: 

Hardware or dedicated server: 

• CPU: at least 1 dedicated core of the server's processor (preferably a separate processor as a 

whole). 

• RAM: at least 2 GB for the OS as a whole. 

• Disk space: at least 10 GB for the OS as a whole. In the case of intensive system operation, 

the size of the disk space will subsequently need to be increased. 

• Network port: 1Gb/s. 

• Dedicated IP address. 

• External access via HTTPS, FTP and SSH. 

• Ability to send and receive e-mails. 

Requirements for the software environment are: 

Basic environment: 

• OS of Linux family (for example, Ubuntu Server 16.04). 

• RDBMS (MySQL5.X and PostgreSQL9.X latest stable versions). 

• PHP7.X latest stable version (the minimum set of additional modules are libapache2-mod-

php7.0, php7.0-curl, php7.0-dom, php7.0-gd, php7.0-mbstring, php7.0-pdo-pgsql). 

• Web server (Apache2.X latest stable version). 

Additional packages: 



 

 

 

 

 

 

• Web interfaces for DBMS (phpmyadmin, phppgadmin). 

• Mail server (postfix). 

• SSH server (openssh-server). 

• Package manager for PHP (composer). 

• Version control system (git) [29-31]. 

• Console interface for Drupal (drush). 

Ports: 

• Open ports (FTP, HTTP, HTTPS, SMTP, SSH). 

The developers and the administrator need the full administrative (root/sudoers) access to the 

server's software environment or at least: 

• the rights to create / edit directories and configuration files of Apache, PHP, MySQL, 

PostgreSQL, 

• the owner’s rights to the directories with web server public files, 

• the rights to install additional packages (for example, PHP modules), 

• the rights in the RDBMS to create databases, users and grant access to them, 

• the rights to manage (restart) web server and RDBMS services. 

During the work of developers of a specific information system, additional libraries, modules, tools 

that are not listed in the requirements above may be needed and used. 

5.  Testing of the developed information system 

There is the transition to the stage of testing the developed system [32-34] upon completion of the first 

stages - design and development: 

• Organizing test training sessions with users on the system’s beta version (without design). 

• Testing the system's functionality by the potential users. 

• Getting the first versions of the design. Selection and approval of the version, creation of the 

system's design. 

• Collecting of comments on the functionality, system interface and documentation. 

The duration of the stage depends on the complexity of information system and competencies of 

both testers from development team and the responsible employees of customer who accept developed 

system. Stage participants are: 

• The potential users (high-tech software developers). 

• The representatives of the SB RAS (the system’s customer). 

During testing, the information system's version is deployed on a separate server, on which users 

begin to work. A number of test user accounts with roles (a list of permissions) is created similar to 

real ones to evaluate the system's functionality and interface for different user roles. These test users 

are blocked most of the time on the main working version of the system to prevent accidental data 

corruption/loss. There are used only for a short-term assessment of the changes made. 

The system's test version from time to time may not fully coincide with the main working version 

[35, 36]. If it is necessary to obtain the exact copy, a request should be sent to the technical 

administrators of the system. 

All errors detected during the testing phase are fixed, the agreed additions/changes to the system’s 

functionality are also made, and the corrections are made to its documentation [37, 38]: 

• Making corrections agreed with the responsible persons in the system's code and interfaces. 

• Commissioning the system's test version. 

• Editing the documentation in accordance with the changes. 

• Commissioning of the system's final version. 

The implementation period is two weeks. During the test operation period (week), the technical and 

consulting support is provided to users by the contractor's technical staff. 

 



 

 

 

 

 

 

6.  The system support after putting it into operation 

At the end of the test period, the system is fully commissioned. The system is administered to ensure 

its smooth and safe functioning as well as the software and hardware environment in which it operates 

[39, 40]: 

• the Web server software support in operational state, 

• the Web server and the system administration, 

• installation of the OS and other software necessary for the system to work on the Web server, 

• the software configuration on the Web server. Configure of the web server, remote 

administration services, firewalls. Secure the Web server and the system (protection against 

unauthorized access to information, viewing or changing system files and data) [41-43]. 

Identify software errors and take fixing actions [44]. 

• registration of the system’s users, assignment of logins and passwords, setting of access rights 

and control of resources’ use (as agreed with the system’s editor), 

• ensuring timely copying, archiving and backing up the system’s data, taking actions to restore 

the system and the Web server in case of software failures [45, 46], 

• traffic analysis, reporting on traffic to the Web server, 

• preparation of proposals for the development and modernization of the system's software and 

hardware complex, 

• updating/developing, testing and debugging the software of the system's server part. It 

provides the ability to perform the system’s functions in accordance with the tasks, 

• support of the developed software and other software tools of the information system, 

• modernization of the system interface (with the involvement of a third-party web designer, if 

necessary), 

• development of the measures for information security of the system and ensuring their 

implementation (as agreed with the deputy director for IT), 

• organization of the system's promotion on the Internet (within the budget allocated for these 

purposes) [47]. 

The implementation period is all the time of the system's active operation. Stage participants are 

network/system administrators of the contractor. If necessary, third-party developers and front-end 

developers, designers are involved. 

7.  Regular monitoring of the state of the system and its modernization 

After the information system is launched into operation, the main and often the longest stage of its life 

cycle begins. Successful completion of this stage requires support for system users and involvement of 

qualified system administrators [48]. For example, for the FAP SB RAS information system, the 

following set of tasks is performed on the regular basis: 

• Configuring software on the system’s hosting: 

o Configuring Web server parameters (switching to the latest PHP version compatible 

with the CMS core used; installing the SSL certificate and forcing the transfer to work 

using the secure HTTPS protocol), 

o Configuring remote access and administration services (regularly changing passwords 

of the hosting panel, FTP user, DB owner)) in order to ensure the security of the Web 

server and the information system itself (protection against unauthorized access to the 

information, viewing or changing the system files and data) [49-51]. 

• Conducting the audit of the hosting file system with the removal of files that are not related to 

the information system’s operation, if they are detected (virus or system infected files). 

Replacing system directories and files with their “clean” copies (from the developers’ 

repositories, CMS modules and third-party libraries) and setting them to the correct access 

rights. 



 

 

 

 

 

 

• Implementation of the full analysis of the information system’s logs for the previous period 

from the time of the previous check: 

o Attempts to access restricted content. 

o Attempts to access non-existent system pages. 

o Work with content (the creation of new materials and editing existing). 

o Messages from the PHP interpreter about warnings and problems that arise during the 

information system's operation. 

o List of actions that affected system settings. 

o List of actions on users (registration of new ones and change of rights and authorities 

of the existing ones). 

• Audit the information system's list of users with the removal of unauthorized users and user 

roles and the rollback of their actions. Change passwords of the users with advanced 

privileges (the system editor, the CMS administrator). Performing verification of access rights 

for various user roles and monitoring user activity for the previous 2-week period. 

• Update to the latest versions of the CMS core, all additional modules and libraries used in the 

work of the information system (the SPAM protection, the visual editor, the image handlers, 

the interactive menus). Conducting compatibility checks for new versions of the system's 

hosting software. 

• Issuing recommendations to the information system's users with administrative rights on the 

implementation of the information system's state regular monitoring: 

o Tracking the relevance of the kernel versions and additional CMS modules, updating 

them timely in case security patches are released from their developers. 

o Tracking the relevance of third-party libraries' versions in the hosting's file manager, 

timely updating them in case of security patches' release from their developers. 

o View the list of users for new ones and changing roles for previously registered users. 

o View the list of operations on the content - the appearance of new content and editing 

the old. 

o View shared logs. 

o Organizing the regular backup of the information system's content in order to ensure 

the recovery of the information system during software failures and/or 

infection/hacking. 

Fulfillment of these conditions makes it possible to ensure uninterrupted and safe functioning of the 

system throughout the entire period of its operation up to the moment of termination of its operation. 

8.  Development of system’s functionality 

Further stages of the system's life cycle can be, for example, such as: 

• Improvement of the system’s functionality in accordance with the recommendations collected 

in the starting working period. 

• Implementation of secondary functions that enhance usability. For example, such as: 

o Development of the system's versions for various mobile devices (separation 

depending on screen resolution and computing power) and OS running on them (iOS, 

Android, etc.) [52-54]. 

o Organization of permanent and public export of announcements of the system's 

content divided into thematic RSS (Really Simple Syndication) feeds, as well as 

reverse news’ integration from sites of similar subjects [55-57]. 

o Organization of mailing lists for formed and constantly updated user groups. 

o Collection of statistics about system's visits in general, determining the most popular 

content, statistics on file downloads, visitors' sources (search engines, social networks, 

other sites, etc.) and other parameters. The regular analysis of views' statistics of 

individual content and the system as a whole. 

The stage implementation period depends on the development options. 



 

 

 

 

 

 

9.  Conclusion 

The practical result of the FAP SB RAS information system operation is the expertise with the 

subsequent registration and cataloging in the Foundation of more than 260 science-intensive software 

and more than 30 databases. During the expertise process, an average of 10% of applications were 

rejected. The result of the registration of a software product or database in the Foundation is an 

organizational and informational support for their distribution. The certificate of registration in the 

Foundation does not give any legal status, so the formalization and registration of approximately 25% 

of applications were not completed by the authors. Twenty registered programs and databases were 

transferred to the archive of the Foundation at the request of the authors / applicants. 

Most of the software and database admitted to the Foundation were registered in the first years of 

the Foundation's work. At present, the dynamics of registration of software and databases in the 

Foundation, unfortunately, is negative. The main reason for this dynamic is the lack of organizational 

and financial support for the activities of the Foundation by higher authorities. Nevertheless, at the 

moment in the information system of the Foundation, about 60 applications are in the process of 

editing by the authors, 16 applications have been signed by the authors and sent for examination. The 

average traffic to the pages of the Foundation's information system today is about 10,000 per week. 
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