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Abstract. Currently, to perform a certain task (for example, a search operation),
unmanned aerial vehicles have been combined into an organized group, which
can be called a swarm. Naturally, such an information system is of interest to
hackers who are trying to use drones for malicious purposes. The number of at-
tacks increases with the increase in the active introduction of a flock of drones in
their practical application. The probability and frequency of these attacks are
high, and their impact can be very dangerous and the consequences devastating.
Therefore, protective and preventive countermeasures are urgently needed to en-
sure conditions that reduce the impact of intruders on the drone system to a min-
imum and detect eavesdropping devices and unauthorized connections. The pur-
pose of this study is to analyze and review the threats used in cyber-attacks on a
swarm of unmanned aerial vehicles, as well as measures to counter these attacks.
The article discusses the architecture of drones and the types of connections for
their interaction in a flock analyzes existing threats and vulnerabilities of drones.
Special attention is paid to such types of illegal entry into the system of interact-
ing drones as hacking and intrusion. The most accessible methods of hacking and
intrusion by intruders are considered, as well as methods and mechanisms for
protecting data processed in systems, including intrusion detection systems, neu-
ral networks, and fuzzy rule-based systems.

Keywords: Unmanned Aerial Vehicle, Security, Threats and Vulnerabilities,
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1 Introduction

Currently, unmanned aerial vehicles (UAVS) are increasingly used to perform a certain
task (for example, a search operation) not alone, but as part of an organized group,
which can be called a swarm (or flock) [1]. Remote control of a swarm of UAVS is
usually carried out using a ground station (GS), which allows you to perform a fully
autonomous flight. A smartphone connected to a mobile network can be one of the
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options for implementing a GS. From the point of view of security, a swarm of drones,
as an object of a wireless computer network, will be subjected to various attacks by
intruders. These attacks can have serious consequences, including commercial and non-
commercial losses. In this context, there is a lack of proper understanding of how at-
tackers perform their attacks and capture a drone to gain control over it. As a rule,
compromising a group of drones is carried out for malicious purposes. Therefore, there
is a need to detect attacks and prevent them from causing any damage. This article will
provide an overview of possible attacks by an attacker and possible ways to counter
them.

2 The Architecture of Drones and Types of Connections for
their Interaction in the Swarm

Typically, the UAV architecture consists of three main elements [2, 3]:

1. the actual UAV (unmanned aerial vehicle), controlled by the central processor of the
drone;

2. a ground station (GS) located on a ground facility that provides human operators
with the ability to control and/or monitor the flock while they are working remotely.
Stations are classified according to the size, type, and tasks of unmanned aerial ve-
hicles;

3. communication data-link (CDL) — a wireless channel used to control the information
flow between the swarm drones and the ground station. Control of unmanned aerial
vehicles can be classified by their distance from the GS:

¢ visual line of sight distance: control signals are transmitted and received using
radio waves;

o the distance beyond the line of sight: control of unmanned aerial vehicles is car-
ried out using satellite communications.

There are four main types of communication with drones:

1. drone-to-drone (D2D) is a non-standardized type of communication that can be con-
sidered as a peer-to-peer (P2P) network that is vulnerable to various types of P2P
attacks, including interference. For example, distributed denial of service (DDoS)
and Sybil attack (a network attack in which one of the nodes may have multiple IDs,
which disrupts the system);

2. drone-ground station (D2GS) — communication using standardized industrial wire-
less protocols (Bluetooth and Wi-Fi 802.11, including 2.4 GHz and 5 GHz). Their
wide popularity makes such communication public and insecure (even when using
one-factor authentication, which can be easily overcome by an intruder). Communi-
cations become vulnerable to passive (eavesdropping) and active (man-in-the-mid-
dle) attacks;



318

3. drone-network (D2N) — communication that allows you to choose a network based
on the required level of security, which is very important to ensure when using such
wireless communication networks;

4. drone-satellite (D2S) — communication that allows you to use the transfer of coordi-
nates of aircraft in real-time through the global positioning system (GPS). Using the
coordinates of the earth's surface allows you to track the location of the drone and
develop a control action (for example, to call the drone back to the source station if
it went beyond the control line or the line of sight). Satellite communications are
considered reliable and secure. However, this type of communication is quite expen-
sive, and also requires special maintenance requirements.

Figure 1 shows the structure of communication as drones with each other and with the
ground station.
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Fig. 1. The architecture of drones and types of connections for their interaction in the swarm.
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3 The Types of UAV

All unmanned aerial vehicles are drones, but not all drones are unmanned aerial vehi-
cles. Consider the difference between these categories of aircraft.

Drones
Drones are usually referred to as aircraft that use remote (Autonomous) control. Simi-
larly, drones can be called other similar vehicles (submarines, ground-based Autono-
mous vehicles, etc.). According to the flying mechanisms used, drones can be classified
as follows: [4]

a) multi-rotor drones (rotary drones) — aircraft with vertical take-off and landing, having
the properties of maneuverability and hovering over a fixed point on the Earth's sur-
face. The latter property allows you to provide constant cellular coverage over cer-
tain areas, as well as act as base stations, providing high accuracy of geolocation.
Their disadvantages: limited mobility and high power consumption;
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b) fixed-wing unmanned aerial vehicles — aircraft that move in the air like an airplane,
using the lifting force due to the incoming flow. This way of moving makes them
more energy-efficient than multi-rotor drones. Disadvantages: the need for a runway
for takeoff and landing and the inability to hover over a fixed point of space, high
cost;

¢) unmanned aerial vehicles with a hybrid wing — similar to the previous drone with the
ability to rotate the wing, which allows the aircraft to quickly reach the target, gliding
through the air and hovering with the help of four rotors.

Unmanned aerial vehicle
Such an aircraft can fly remotely/autonomously using a controller, mobile phone, com-
puter, or even tablet. Advantages: the ability to work over long distances with reliable
live data transmission. Usually, UAVs are controlled by remote control with the help
of a pilot; remote-controlled control (the mission is performed automatically but with
the possibility of operator intervention); full autonomous flight.

Unmanned aircraft systems (UAS)
This group includes both UAVs and drones, as well as the operators who operate them.
A UAV is a type of UAS, as it refers to a controlled vehicle or aircraft.

Remotely piloted aircraft
A remotely piloted aircraft that requires intensive skills and training over a long time
(several years) to manage these complex flights.

4 Existing Threats and Vulnerabilities Drones

UAVs and drones are considered promising objects that have vital threats to infor-
mation security. Many UAVs have serious design flaws, and most of them are designed
without the use of a wireless security system and video encryption.

Due to the ever-increasing number of drones in the air, it is necessary to take
measures to prevent incidents that may occur as a result of cyber-attacks. The level of
attacks will continue to increase, and manufacturers, as well as governments, must
make a collective effort to protect these systems from attacks. To ensure the safety of
these devices and the civilians who use them, it is necessary to significantly increase
the level of protection of the drone software from external intrusion. Let's look at vari-
ous hacking strategies that can be used by hackers to gain control of UAVS.

Hacking — illegal entry into another system or network. Wireless attacks are the most
common form of hacking and compromising the system, leading to the loss of control
over the drone by its rightful owner. The most available methods of hacking are:

a) password theft implemented using special software tools, such as dictionary attacks
(scanning open ports and using a list of common words from the dictionary to perform
the attack), brute force attacks, and statistical methods such as Aircrack-NG [5];

b) using the application Wireshark — a reliable tool for analyzing and capturing packets
for wireless networks, which also allows you to gain access to the client system and
subsequent control over it [6];



320

¢) man-in-the-middle attacks (MITM) — an attack in which an attacker gains control of
confidential data by stealthily changing the communication channel between two par-
ties [7];

e) Trojan horse virus — a malicious program or software that tracks network traffic and
causes harmful consequences by destroying files and damaging hard drives in the sys-
tem [8];

e) distributed denial of service attacks (DDoS) — a large-scale intrusion method per-
formed by a host source that causes harmful consequences for legitimate users, delaying
the provision of services requested by them [9]. As a result of the attack, either the
system is completely disabled, or its system resources (computing power and band-
width) are depleted.

5 Protection Against Hacking

There are many ways to secure drones by preventing threats at the root or identifying
them and taking appropriate action when they occur. However, no system is completely
secure due to its inherent operating system flaws, which can lead to vulnerabilities.
Most common attacks are usually caused by external agents. This section provides an
overview of some existing solutions to improve the safety of drones.

Encryption

Encryption is a simple method of protecting confidential data in systems that allows
access only to legitimate users [10]. This method acts as a barrier against unwanted
actions, denying access to protected resources and facilitating the safe transfer of con-
fidential information.

To successfully resist brute-force attacks, you can strengthen encryption by increas-
ing the key length. Also, to prevent hacking, we recommend hiding access points by
disabling the system's service set identifier (SSID) and allowing access to systems with
familiar MAC addresses. Sometimes fake MAC addresses also allow hackers to join
the network. In the case of UAVSs, the password can be used to verify the authenticity
of messages transmitted between the UAV and the operator.

Protection against DDoS attacks
There are several mechanisms to prevent DDoS attacks:

e reactive mechanisms ("early warning systems") that use a mechanism to identify an
attack at its source to prevent damage [11];

e preventive mechanisms that minimize the possibility of an attack by taking correc-
tive measures. Regular scanning with antivirus scanners, firewalls, patches, and an-
tivirus programs, and maintaining appropriate protocols with sensors and filtering
mechanisms help control abnormal activity. This includes logging normal system
behavior and constantly checking for strange or specific behavior. To determine the
size of the anomaly, a threshold value is set.
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DDosS attacks are also prevented by signature detection, which uses a database of well-
known attacks to compare and identify incoming attacks. The disadvantage of this
method is that it is not possible to identify any new attacks on the system. Attempts to
protect the system before an attack are extremely important because they reduce the
likelihood of a potential DDoS attack.

The hybrid protection system uses a combination of preventive and reactive methods
as a countermeasure against DDoS attacks.

Intrusion detection systems (IDS)

Intrusion is a method of unauthorized entry or compromise of system resources with-
out the consent of the rightful owner. Intrusion detection is a way to monitor and detect
signs of abnormal activity.

Intrusion detection systems are a software package that checks the system behavior
for anomalies [12]. IDS are security tools, but they do not provide preventive actions
to protect the system. There are two types of IDs: misuse IDs and anomaly IDs.

Misuse of IDS deals with pre-defined attack signatures that take advantage of secu-
rity loopholes. Such signatures are well known before an attack and are used to check
incoming patterns for their virulent nature.

The IDS anomaly uses regular system performance to check its behavior and gener-
ate relevant statistics. If there is a deviation from normal usage performance, this be-
havior is noted by the mechanism in IDS.

IDS identifies incoming traffic and determines whether it should be protected or not.
It uses three types of information:

1. long-term information related to the database construction methods used in detecting
attacks;

2. configuration information that depends on the current state of the system;

3. audit information reflecting the situation and circumstances of the system function-

ing.

Neural networks in intrusion detection systems

Classification functions used by neural networks can perform intrusion detection
[13]. Neural networks identify the pattern or signature of the input signal and place it
in classes, respectively, at the output. Neural networks used in IDS are classified as
follows:

a) multi-layer direct neural networks consisting of a hidden layer between the input and
output layers;

b) self-organizing Kohonen maps that form a mapping from the entrance to the clusters.
The detection process is accelerated using a neural network, as it can recognize the
features of past intrusions.

Fuzzy rule-based systems in IDS.

Fuzzy logic is a method that uses approximation methods instead of fixed values. In
binary systems, either 0 or 1 is used, but using fuzzy logic, we can get ranges that lie
between 0 and 1. This provides partial or intermediate values and, therefore, a fuzzy
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database can be formed [14]. These systems are flexible and take approximate values
into account. Any valid set of data defined based on input and output values can be
converted to a fuzzy system.

Fuzzy logic allows for errors or uncertainty and provides a low-cost solution in the
system. This provides significant advantages over other soft computing methods in in-
trusion detection. It detects abnormal activity in the system and formalizes strategies to
eliminate it accordingly. The fuzzy system used for intrusion detection has the follow-
ing stages:

a) creating a fuzzy rule strategy;
b) decision-making module using a fuzzy rule;
c) the appropriate classification of the input data.

Using approximate data, if-then rules can be formed using expert knowledge. The
disadvantage of this method is that the number of if-then rules increases rapidly as the
data set increases. In neural networks, training is required, but in fuzzy systems, rules
are formed to get conclusions related to the data set.

Fig.2 shows the classification of methods of protection against hacking.
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Fig. 2. Classification of methods of protection against hacking.

6 Conclusions

This study addressed the importance of ensuring privacy related to unmanned aerial
vehicles to prevent the disclosure and use of data obtained by drones. The article out-
lines various strategies for hacking a swarm of drones and offers various security sug-
gestions and recommendations to ensure the safer use of unmanned aerial vehicles and
drones. Among the proposed solutions to protect against such attacks, various methods
are proposed, including neural networks and intrusion prevention systems based on
fuzzy logic.
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